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PHAN MG DAU

1. Li do chon dé tai

Su phit trién va phd bién cla Internet, thiét bi thong minh va dich vu mang xa hoi
da dan dén viéc mé rong cac dich vu ting dung web khéac nhau. Diéu nay c6 thé 1a mot
thach thiic di véi ngudi dung ddi véi viée loc tit ca thong tin d6 dé thu dugc thong tin
thiét yéu. Nhiéu cong ty thuong mai dién tif truc tuyén gidi thiéu sidn pham cho ngudi
dung, ban hang triéu san pham trén mot nén ting. Mot ngudi dung hang ngay phai duyét
qua tat ca cac kha ning c6 thé 1a qud stc, diéu nay c6 thé gy qua tai thong tin. Hé tu
van ngudi dung (RS) nham gi4i quyét van dé qu4 ti thong tin d6 dong thdi c4 nhan hoa
trdi nghiém ngudi ding bing cach cung cip cic dé xuit chinh xac, dudc ca nhan héa vé

mat hang/san pham cho ngudi dung theo s thich clia ho [68].

Céc RS trd thanh mot phan khong thé thiéu trong thé gi6i hién dai ngay nay. Su
phd bién va trién khai rong rii ca chiing trong nhiéu linh vuc khac nhau, tif thuong mai
dién ti dén phuong tién truyén thong xa hoi [63]. Hé tu van la hé thdng loc thong tin
cung cAp dé xuit muc tin (item) dugc ca nhan héa cho ngusi dung trong mdi trudng dich
vu ¢6 thé Ivu gitt hodc thu thap nhiéu dit liéu khac nhau. Loc thong tin chd yéu dudc st
dung trong cac hé tu van, dudc diéu chinh theo sd thich ctia ngudi ding hoic chi dé xuit

cac myc tin dudc danh gia la htu ich cho ngud6i dung [39].

Tuy nhién, cic hé théng nay yéu cau ngudi dung chia sé thong tin ctia minh véi
mdy chii tu van trung tam. M4y chii nay thu thap thong tin tiy chon tif hang triéu ngudi
dung va st dung mdi tuong quan giita nhitng thong tin ma ngudi dung cung cap dé tao
cac dé xuat dudc ca nhan héa. Piéu nay gay lo ngai vé tinh riéng tu vi mdy chi c6 thong
tin chi tiét vé sg thich ctia ngudi dung. Mdy chii ¢6 thé st dung thong tin niy dé du doan
chinh xdc tinh trang stic khée clia ngudi dung va lap trudng vé cac chi dé nhay cAm nhu
ton gido, dang phai chinh tri, v.v. Ngoai ra, dif liéu do ngudi ding tao ra thudc vé ngudi

dung va do d6 ho phai c6 quyén kiém soat dit liéu d6 dang dudc st dung.

Phan 16n ngudi dung hé thdng tu van khong biét vé nhiing lo ngai vé tinh riéng tu
nhu vdy. Nhung d6i v6i nhiing ngudi dung da biét, nhiing lo ngai vé tinh riéng tu nay sé
ngin can ho cung cAp céc thong tin chinh xac cho hé théng. Piéu nay din dén viéc gidm
chit lugng clia cac dé xuit do c6 su danh ddi cd hitu gitta do chinh x4c va tinh riéng tu
trong cac hé tu vin. Cang nhiéu phan hoi ma ngudi dung chia sé v6i hé thdng thi cac
tu vin ctia ngudi dung tot hon nhung sé din dén tinh riéng tu clia ngudi dung thap hon
do hé thdng c6 quyén truy cip vao nhiéu thong tin hon vé ngudi ding d6. Tuong tu, khi
ngudi diing chia sé it hon véi hé thdng, chit luong dé xuét gidm xudng nhung tinh riéng



2

tu t6t hon vi ho chia sé it thong tin hon [53]. Hon nita, nhiing thong tin c4 nhan nay c6
thé bi lam dung hodc tham chi ban lai cho cdc bén trdi phép d€ kiém 1gi nhuan, khién

ngudi dung gap rui ro [16].

Do d6, trong nhitng nim gan déy, rit nhiéu nha nghién citu da cb gang tim cach tao
ra mot hé théng t6t hon c6 thé duy tri d chinh xdc cla tu vén trong khi vin bio vé tinh
riéng tu cia ngudi dung [29] nhu trong cic cong trinh [2,7,19,55,72,75]. Tuy nhién
khi dit liéu nhay cam dugc luu trit mot cach tap trung du 6 dang thic nao di chang nita
ciing mang lai nhiing nguy cd vé vi pham tinh riéng tu. Do d6, cc giai phap hé tu vin
ngudi dung c6 dam bao tinh riéng tu cho cdc md hinh phan tan dang nhan dudc sy quan
tam 16n. Vi thé Luan 4n tip trung giai quyét bai toan ddm bao tinh riéng tu cho hé tu vin

ngudi dung trong mo hinh di liéu phan tan.

Céc phuong phdp dudc st dung dé bao vé tinh riéng tu ctia hé tu vin ngudi ding
c6 thé dudc chia thanh hai loai [29]: dua trén théng ké, dua trén mat ma. Phuong phap
théng ké 1a mot phuong phép hiéu qua, dam bao tinh riéng tu clia ngudi ding bang cach
loai bd cac thudc tinh nhay cdm trong dif liéu. Tuy nhién phuong phap dua trén thong ké
gy ra thém nhiéu, vi thé phai danh d6i gitta tinh riéng tu va do chinh xac. Phuong phap
dua trén mat ma 1a mot phuong phép an toan hon nhung tiéu tén tai nguyén tinh todn.
Bing cich sit dung ma héa ddng ciu, dit liéu c6 thé dugc bio vé hoan toan ma khong
bi mit thong tin, diéu nay c6 thé ddm bao chat lugng khuyén nghi ctia hé tu van ngudi
dung. Ma chit luong tu vin 12 mot yéu td vo cling quan trong dbi v6i mot hé tu vin ngudi
ding. Vi thé nghién ctiu sinh lya chon x4y dung gidi phdp hé tu vin ngudi ding c6 dam
bdo tinh riéng tu dua trén tinh toan bao mat (SMC). Tinh to4n bao mat dé cap dén cach
thtic cho phép nhiéu bén tham gia cing nhau tinh todn mot ham xac dinh theo mot cach
an toan dua trén cac dau vao riéng tu ciia cic bén tham gia ma khong tiét 16 ching cho
bat ky ai.

Trong luan 4n, tinh riéng tu dif lidu clia ngudi dung dudc dam bao bang cach mbi
ngudi dung sé luu trit cdc gia tri riéng tu ctia minh, cu thé 12 xép hang ctia ho. Khi thuc
hién tinh toan, cac dit li€u riéng tu nay dudc bao vé thong qua st dung k¥ thuat dya trén
ma héa ddng ciu va tinh todn bao mat d€ dua ra cac tu van dua trén dit liéu dudc ma
héa. Uu diém chinh ctia k¥ thuit niy 12 bio toan dudc tinh ding din ctia cic tu van va
dé dang ddp ting cac rang budc an toan cao. St dung cic cong cu va ky thuat ma hoa
dong céu, chiing tdi xay dung cdc giao thiic ddm bdo tinh riéng tu khac nhau cho cac mo
hinh phan tan khdc nhau bang cach phan tich cac yéu ciu va thach thifc vé tinh riéng tu

cua ching.

Cu thé hon, luan 4n tap trung vao giai phap hé tu vin c6 ddm béo tinh riéng tu cho

mo hinh dit liéu phan tdn day di va phan tan day du hai bén. Day 1a cdc mo hinh dit liéu
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clia c4c bai toan hé tu vAn hién c6, vi du nhu hé tu vin san phdm clia cic trang thuong
mai dién td nhu Amazon, Flip kart, hé tu van ban be, dia diém tham quan va thim chi ca

tu vin phim dua trén sé thich ctia Facebook,...

Miic du dd c6 cdc gidi phap PPRS khéc nhau dua trén mat ma dudc dé xuit cho md
hinh dif liéu phan tdn day dd, nhung hoic 12 ching yéu cau c6 su hién dién cia mot bén
tht ba tin cdy, hodc chiing yéu ciu cic bén khong dudc thong ddong véi nhau nhu trong
cac cong trinh [2, 18,19,47,48,58,71,72] hoac chi bao vé tinh riéng tu trong giai doan
md hinh ho4 va giai doan tinh todn nhu trong cic cdng trinh [2,19,72,83] hoic viéc trién
khai phiic tap, yéu ciu khé ning tinh toan 16n [9, 12,38,43,59,61] hodc dd chinh xac c6
thé bi gidm [3,4,28,30,34,41,62].

Trong d6, k¥ thut tu vAn st dung trong cic tai liéu [7,8,55,75] rit gan véi thuc té
dudc ap dung cho hé théng tu van san pham clia cdc san thuong mai dién tif nhu Amazon,
eBay, Alibaba [39]. Pay la cac giai phap su dung bd loc dua trén bd nhé st dung hanh
vi trong qud khit ctia ngudi dung dé€ dua ra tu van. Loc dua trén bd nhé rat dé thuc hién
va yéu cau tinh todn t6i thi€u, c6 kha ning dién gidi, c6 thé xi ly su thua thét ctia dit
liéu t6t hon so véi loc dua trén mo hinh. Hon nita céc giai phap hé tu van ngudi dung cé
dam bdo tinh riéng tu nay khong yéu cau mot bén thi ba tin cdy, dong thoi dit liéu nhay
cam clia ngudi dung ludn chi ton tai dang ma hoa trong qua trinh xit 1y va truyén thong.
Céc giai phap niy dong thdi bao toan tinh riéng tu trong ca ba giai doan véi md hinh
dit liéu phan tdn day dd, quan trong hon, tit ca dif liéu phan hoi chi dugc luu gitt & phia
may khach, nghia 1a n6 sé khong c6 bat ky ¢ hoi nao dugc phat hanh hodc truyén dén
mdy chii khong tin cdy hoic bat ky mdy khach ddc hai nao khac. Tuy nhién giai phap
trong tai liéu [7, 8] mic du c6 hiéu suat tét hon nhung mic do an toan thap hon céac gidi
phép [55,75]. Vi thé, luan 4n sé tip trung dé& xut giai phap PPRS c6 mic do an toan
tuong dudng vdi cac giai phdp hién c6 c6 mic do an toan cao [55,75] va hiéu suit tuong

duong gidi phap c6 hiéu suat tét [7, 8].

Ngoai ra, trong thuc té sé ton tai nhiing trudng hdp ma cac dif liéu ciia mot ngudi
dung c6 thé dudc phan bd & nhiéu vi tri khac nhau (dudc goi 1a cac mién dif liéu khac
nhau), vi du nhu di liéu ctia mot bénh nhan c6 thé mot phan do bénh nhan nim git, cac
phan khéc do cic bénh vién khac nhau nim giit hay di liéu mua ban, d4nh gid ctia mot
ngudi dung c6 thé nam trén cac nén ting mua ban truc tuyén khac nhau,. .. Viéc két hop
thong tin tif cac bén c6 thé gitip cho chit lugng tu van dudc tét hon. Hau hét cac phuong
phép hién tai déu dua vao gia dinh luu trit tip trung dit liéu ngudi dung, diéu nay chic
chin giy ra rii ro dang ké vé ro ri tinh riéng tu ctia ngudi dung. Tuy nhién, c4c nghién
ctfu vé giai phdp PPRS cho cic kich ban niy 14 chua nhiéu va con ton tai mot s6 van

dé: cac giai phap dudc dé xuét trong tai liéu [20, 22, 26] st dung phuong phap hoc tap
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trung va dif liéu van c6 nguy co bi tin cong néu dugc luu trit & phia mdy chd [12], cac
gidi phdp trong tai liéu [21,84] phai d4anh ddi gitta dd chinh xéc va tinh riéng tu, cic giai
phép dudc dé xut trong [26,57,58] lai yéu cau c6 mot bén ddng tin cdy. Dic biét chua
c6 giai phap nao dudc dé xuit cho kich ban dit liéu dugc phan tan diy di hai bén, trong
do6 tap dit liéu dudc phan phdi trén mot sd luong 16n ngudi dung, mbi ban ghi thudc sé
hitu ctia hai ngudi dung khac nhau, ngudi thi nhat chi biét cac gid tri cho mot tap hop
con cdc thudc tinh, trong khi ngudi con lai biét cic gid tri cho cic thudc tinh con lai. Vi
vay trong luin 4n nay sé dé xuat giai phdp PPRS méi cho mo hinh dit liéu phan tan day

du hai bén.
2. Muc tiéu nghién ciru

Luan an tap trung vao giai quyet mot so van de chu yeu sau day:

1. Phat trién giao thiic tinh to4an bdo mat hiéu qua dua vao ky thuat mat ma: duy tri
dugc tinh ding dan, tinh riéng tu va ning cao tinh hiéu qua so véi giao thiic dién hinh
hién co.

2. PBé xuit ing dung giao thiic da dudc phat trién d€ dam bao tinh riéng tu cho hé
tu vin ngudi dung. Giai phap dé xuit duy tri dudc tinh ding dan, tinh riéng tu va nang
cao hiéu suit so véi gidi phap dién hinh hién co.

3. Poi tuong nghién ciu, pham vi nghién ciu

+ Ddi tugng nghién ctiu: Giao thic tinh toan bio mat va ting dung cho hé tu van
ngudi dung cé dam bao tinh riéng tu.

+ Pham vi nghién ctu: Giao thic tinh toan bao mat va iing dung tinh toan bao mat
trong dam bdo tinh riéng tu trong phan tich dit liéu cho hé tu vin ngudi dung.
4. Phuong phap nghién ciru

Lun 4n st dung dong thdi nhiéu phuong phap nghién citu khoa hoc nhu:

- Phuong phap nghién ctu dua trén tai liéu: Thu thap, phan tich, xt ly thong tin dua
trén cdc tai liéu nhu sach, bdo, tap chi,...da in 4n hodc cong bd trén internet lién quan
dén dé tai.

- Phuong phap nghién cifu chiing minh gia thuyét dua trén cic luan cit khoa hoc:
Chitng minh tinh ding dan, mic do an toan cta gidi phap dé xuit thong qua céc luan ci
khoa hoc.

- Phuong phap nghién ctiu dua trén thuc nghiém: Thong qua viéc thut nghi€ém va
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ddi sanh v6i cac két qua da cong bd dé chiing minh tinh hiéu qué ctia gidi phap dé xut.
- Phuong phap nghién citu phi thuc nghiém: Tham khéo y kién clia cac chuyén gia
thong qua céc hoi thao trong nudc va qudc té.
5. Noi dung nghién ciu
Noi dung nghién ctiu co ban dudc trinh bay trong luan 4n bao gdm:

- Nghién cifu vé hé tu vin ngudi dung, nhiing rdi ro vi pham tinh riéng tu, cic ky
thuat ddm bdo tinh riéng tu d6i véi hé tu vin ngudi dung, tinh todn bdo mat. - Phan tich,
danh gia cic gidi phap dam bdo tinh riéng tu cho hé tu vAn ngudi ding hién c6 dé thiy

dugc uu diém, nhudc diém ctia mdi gidi phap. Trén co s& d6 dé xuit cac giai phap mdi.

- Phat trién giao thiic tinh to4an bdo méat phuc vu cho viéc gidi quyét bai toan da

dugc xdc dinh, chiing minh tinh ding dan, mic do an toan va hiéu suét cta giao thic.
- Pé xuit ting dung céc giao thiic da dudc phat trién d&€ ddm bao tinh riéng tu cho

hé tu vin ngudi dung, phan tich tinh ding din, do an toan va hiéu suét cta giai phap.

6. Tinh méi trong khoa hoc cua Luin an

Nhiing déng gép khoa hoc méi ctia Luin 4n bao gdm:

- Phat trién 02 giao thiic tinh toan bdo mat hiéu qua:

+ Giao thiic tinh dong thdi nhiéu gid tri trung binh va do tuong tu bio mat trong
mo hinh dit liéu phan tan day du.

+ Giao thic tinh dong thdi nhiéu gid tri tan suit bio méat trong mo hinh dit liéu
phan tan diy di hai bén.

- Pé xuit 02 gidi phap ddm bdo tinh riéng tu trong bai toan phan tich di liéu cho
hé tu vin ngudi dung st dung cic giao thic da dugc dé xuit:

+ Giai phdp hé tu van ngudi dung c6 dam bdo tinh riéng tu trong md hinh dit liéu
phan tan day du.

+ Giai phdp hé tu van ngudi dung c6 dam bdo tinh riéng tu trong md hinh dit liéu
phén tan day di hai bén.

7.Y nghia khoa hoc va thuc tién ctia Luén 4n

Vé phuong dién 1y thuyét:
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- Nghién cifu, phan tich, danh gi4 c4c uu diém va han ché ctia mot s giao thic tinh
toan bdo mat, dic biét 1a cic giao thic trong mo hinh dif liéu phan tan day da va phan
tan day di hai bén ung dung trong qua trinh ddm bao tinh riéng tu cho hé tu van ngudi
dung.

- Nghién cttu phét trién cac giao thiic tinh toan bio mat d€ ddm béo tinh riéng tu
trong qua trinh phén tich dit liéu ctia hé tu vAn ngudi ding véi md hinh dit liéu phan tan
day du va phan tan day da hai bén.

- Nghién ctiu va dé& xuit cdc gidi phdp hé tu vin ngudi ding c6 dam bdo tinh riéng
tu dua trén cac giao thic da dé xuAt.

Vé phuong dién thuc tién:

- Luan 4n c6 thé dudc st dung lam tai liéu gidng day cho hoc phan Mat ma tng
dung trong an toan thong tin, giao thic an toan § bac dai hoc, cao hoc nganh An toan
thong tai Khoa An toan thong tin, Hoc vién Ky thuit mat ma.

- Luan 4n c6 thé dudc st dung la tai liéu tham khdo cho céc sinh vién dai hoc va
cao hoc nganh an toan thong tin 1am dé tai vé dim bao tinh riéng tu. - Néu ducc dau tu
vé tai chinh va nhan luc, két qua cta luan an c6 thé dudc hoan thién va ap dung cho cic
hé thong thuc té.

8. Cau truc cta Luin an

Ngoai phan md dau, két luan va phu luc, noi dung ctia luan 4n dudc bd cuc thanh 3

chuong nhu sau:

CHUONG 1. TONG QUAN VE HE TU VAN NGUOI DUNG CO PAM BAO
TINH RIENG TU VA TINH TOAN BAO MAT

Trinh bay vian tit vé hé tu vin ngudi dung, nhitng rii ro vé& vi pham tinh riéng tu
trong hé tu van ngudi dung, cac ky thuat ddm béo tinh riéng tu, tinh toan bdo mat, phan
tich, danh gid mot s6 cong cu cho viée phat trién, tit d6 xac dinh bai todn dam bao tinh

riéng tu cho hé tu vin ngudi dung ctia luan 4n.

CHUONG 2. PHAT TRIEN MOT SO GIAO THUC TINH TOAN BAO MAT
HIEU QUA

Trinh bay vé céc giao thiic bio mat dé xut va cai tién, ching minh tinh ding din
va tinh riéng tu cla giao thic, két qua thuc nghiém d€ danh gid vé tinh hiéu qua ctia giao

thuc.

CHUONG 3. GIAT PHAP PAM BAO TINH RIENG TU CHO HE TU VAN NGUOI
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DUNG DUA TREN CAC GIAO THUC TINH TOAN BAO MAT

Trinh bay vé gii phdp hé tu vin ngudi ding c6 ddm bdo tinh riéng tu st dung cc
giao thic da dé xuit & Chuong 2, chitng minh tinh ding dan va tinh riéng tu ctia giai
phap, két qua thuc nghiém dé danh gid vé tinh hiéu qua cda gidi phap méi so véi gidi

phép ban dau.



CHUONG 1. TONG QUAN VE HE TU VAN NGUOI DUNG CO
PAM BAO TINH RIENG TU VA TINH TOAN BAO MAT

1.1. Mé dau chuong

Hé tu vin ngudi dung c6 lich st phat trién 1au ddi v6i nhiéu loai ky thuat tu vin
khac nhau va d dudc ting dung trong nhiéu hé thdng thuc té. Tuy nhién hé tu van hoat
dong dua trén viéc phan tich dit liéu thu thap dugc tif cdc cdc nhan, t6 chiic, trong d6 ¢
chita nhiing dit liéu nhay cdm. Piéu d6 dan dén méi lo ngai vé vi pham tinh riéng tu ctia
cc cdc nhan, t8 chic. Vi thé, chuong nay sé trinh bay biic tranh tdng quan vé hé tu vin
ngudi ding, bai toan ddm bao tinh riéng tu cho hé tu vin ngudi ding va tir d6 x4c dinh
nhiing vin dé can dudc gidi quyét.

B6 cuc cia chuong dugc sﬁp xép nhu sau: muc 1.2 s& tém ludc vé hé tu vin ngudi
duing, ciu triic, phan loai va hoat dong ctia hé tu vAn ngudi dung. Dua trén d6, nhiing rii
ro vé vi pham tinh riéng tu trong qua trinh hoat dong ctia hé tu vin ngudi ding sé ducc
trinh bay trong muc 1.3. Tur d6, muc 1.4 s€ dua ra cac ky thuat dam bao tinh ri€ng tu cho
hé tu vAn ngudi dung, phn tich cdc vu nhudc diém cla cic ky thuit va lua chon k§ thuat
dua tinh todn bdo mat d€ ddm bao tinh riéng tu cho hé tu vin. Tit Iua chon d6, tinh toan
bao mat dudc hé thdng hoa trong muc 1.5. Sau d6, cac nghién ctu lién quan dén gidi
phdp hé tu vin ngudi dung c6 dam bao tinh riéng tu st dung SMC hién cé dugc trinh
bay trong muc 1.6. Tir cic phan tich d6, muc 1.7 sé dua ra cac vin dé md can nghién ctiu

dé dam bao tinh riéng tu cho hé tu vin ngudi dung.

1.2. Hé tu vAn nguoi dung

Hé tu van ngudi dung 13 hé thdng hd trd ra quyét dinh nham tu vin cac thong tin
lién quan dén ngudi dung mot cach dé dang va nhanh chéng, phu hdp véi tiing ngudi
dung [1]. Vi du v6i trang web Amazon, mdt trong nhiing trang web thuong mai dién tu
ndi tiéng nhat, khi ngudi ding truy cip vao trang web nay ho sé dudc tu van nhiing san
pham tiém ning nhat tir hang triéu san pham trong hé thong. RS nhu mot cong cu cung
cAp nhiing thong tin hitu ich va riéng biét theo tliing c4 nhan trén mot hé thong chita dung
mot luong 16n thong tin. Cac RS dudc thiét ké nham cung cip cho ngudi dung nhiing tu
van lién quan, nhitng tu van hiéu qua nhit c6 thé tir thong tin cta cac muc dit lidu, tir hd

s0 ngudi st dung va tif mbi lién hé gitta nhiing ddi tuong nay.

CAu triic ctia mot RS gdm c6 ba thanh phan chinh [1]: tdp hop cdc ngudi ding
U = {uy,us,...,u,}y bao gdm céc thong tin clia ngudi dung dudc Iuu trén hé thdng; tap
hgp cac muc dit liéu I = {iy,iz,...,in} bao gdm dinh danh va cdc thudc tinh ctia muc dit
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liéu; tap hop cac “mbi quan hé” R = (u;,i;) gilta “ngudi dung” va “muc dit liéu”, day la
tap hop cdc giao dich lién két gitta tap hop ngudi dung U va tip hop muc dit liéu 7 va
nhiing mo ta ca mbi lién két nay [69]. Mot RS c6 thé dugc miéu ta nhu trong Hinh 1.1.

Ho so ngwoi ding

Mo ta dir liéu

Tén: Mai %Clﬂ ?hi}n
Gi6Gi tinh: nr = n - - e = — | 1he loai
Z.. -} ~ Pao dien )

Tuoi: 35 Mua? Nam san xuat

Tén: Khoi o Danh gia? Tua sich

Gioi tinh: nam == j/j |=—| Lwachon? |-= ¢ J| The loai

Tlléi: 10 Xem? Tac‘ gla: ,
E Nghe? Nha xuat ban

AL q .

Tén: Huy S Poc? o Nhan hiéu

Gioi tinh: nam (== -, ' ~ Gié tidn

Tuoi: 50 n = Mau sic

Kiéu dang

Hinh 1.1: So dd téng quat ctia hé tu vAn ngudi dung

RS thong thuong dudc xay dung dua trén 3 bude tuan tu:

Budc thi nhét: tién xi Iy dit liéu s& sit dung dé xay dung hé théng dua trén dit
liéu c6 sin trong hé théng. Nhitng dit liéu c6 sdn nay (cac muc dit liéu, danh sach ngudi
dung, mdi lién hé gilta cdc ngudi dung) dudc biéu dién lai dudi nhiéu dang khac nhau

nhu véc to céc tif khéa hay cidc mbi quan hé,...

Budc thit hai: tinh su tuong quan gitta nhitng nguoi dung hodc muc di liéu. Cac
chi s6 Pearson, do tuong tu cosin, cac phuong phap mo hinh,... dudc sit dung & budc nay.

Cudi cung, hé thdng sé dua ra mot danh sich cac muc dit liéu khuyén nghi hoic
gia tri danh gia du doan cua muc di li€u (vi du nhu gia tri danh gia du doan cua mot bd

phim hay mot quyén séch).

Dua trén cach thic xay dung, RS dudc chia thanh 3 loai chinh [1]: RS dua trén
ndi dung (CBF - Content-based filtering), RS dua trén loc cdng tac (CF - Collaborative
Filtering), va RS lai — két hop phuong phép loc cong tac va phuong phap dua trén noi
dung nhu Hinh 1.2. RS dua trén noi dung st dung su tuong dong giita cidc muc dif liéu,
cac muc dudc md ta bdi mot s6 luong 16n céc tir khéa. Hé théng coi cdc muc c6 cung tit
khoéa 1a c6 su tuong dong. S6 luong tit khéa dudc chia sé cao hon, tu vAn midc do quan
hé chit ché hon. Néu ngudi dung ddnh gia mot san phadm, RS sé dé xuét nhiing san phdm
tuong tu nhat tiép theo.

RS dua trén loc cong tic dua ra quyét dinh dua trén thong tin cong tac dudgc thu
thap bdi nhiéu ngudi dung tuong tu. Hé théng so sanh ngudi dung dua trén cic quyét
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[ Hé tw van ]

~

Loc néi dung ] [ Loc cdng tac ] [ Loc két hop ]

W

I

[ch dwa trén mo h‘lnh] [ Loc dua trén b nhé’]

Phin cum, Két hep,

Mang Bayes,
Mang Noron Dupa trén Dua trén muc
ngwdi dun, dit lidu
Hinh 1.2: Céc loai hé tu vin ngudi dung
dinh hoic x&p hang ctia ho trong qua khii. Sau d6, hé théng gia dinh ring nhiing ngusi

dung da dua ra Iya chon tuong tu sé tiép tuc lam nhu vAy trong tuong lai. Nhiing san
phdm dugc danh gia tot bdi nhitng ngudi ding tuong tu sé dudc tu van nhiéu hon.

RS lai 1a su két hop ctia hai phuong phap loc CF va CBF. Viéc két hop cac thudc
tinh cta céc loai loc khac nhau gitp ting hiéu suat hodc giam cac nhudc diém cia RS.
Tuy nhién viéc két hop nay c6 thé din dén cac mo hinh phiic tap hon va céc van dé tuong

ung cua su phuc tap nay. [63]

Thong thudng, ma tran danh gia rat thua thét do thiéu cic gia tri vi tit cd ngudi
dung trong hé thdng khong thé danh gid tit ci cac muc tin. Pdnh gia con thiéu dudc
bi€u thi r; ; = 0. Do d6, muyc tiéu chinh cta hé thdng tu van 1a dy doan dénh gia cho
ngudi dung u; d6i v6i muc tin i j ma trude do ngudi dung chua danh gia. Tay thudc vao
cac thuat todn tu van co ban trong c4c tinh hudng khéc nhau, céc loai dé xuét cho ngudi
dung c6 thé khac nhau [7]. Phuong phap CBF va CF dé€ du dodn cac xép hang con thiéu

trong hé thdng tu van dua trén muc tin dudc st dung trong lun 4an.

1.3. Nhitng rti ro vé vi pham tinh riéng tu trong hé tu vin nguoi ding

Nghién citu vé RS c6 truyén théng 1au doi va viéc bao vé tinh riéng tu trong hé
thong tu vin (Privacy Preserving Recommender System - PPRS) da dudc cong dong
nghién cifu quan tdm dang k€ trong nhiing ndm gan day. “Quyén riéng tu” cé nhiéu dinh
nghia khac nhau, mot trong nhiing dinh nghia dugc chip nhan rong rai nhat 1a “Quyén
ctia mot ca nhan d€ kiém soat cac diéu khoan/gidi han cia thong tin c4 nhan c6 thé nhan
dang dudc ddi v6i cd nhan d6 dugc thu thap, tiét 16 hodic st dung” [29]. Dinh nghia trén
vé quyén riéng tu nhan manh su kiém soat ctia chii s¢ hitu thong tin d6i v6i nd, thay vi
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kha nang khong su dung nhiing thong tin da dudc niém phong hoan chinh. Do do, khi
xem xét viéc su dung thong tin trong mang, dam bao tinh riéng tu 1a dam bao cho cac
thong tin cua cac ca nhan khong bi thu théap, Iuu trit hodac cong khai bdi ngusi khac mot
cach trai phép. Va céc thong tin d6 c6 mic do cong khai nhu thé nao, vao thdi diém nao,

theo céch thiic nao sé do chi s6 hitu thong tin dé quyét dinh.

Diéu nay ciing thé hién rd nét va cu thé trong Diéu 38 Bo luat Dan sy clia nuée
Viét Nam niam 2015: “Pdi séng riéng tu, bi mat c4 nhan, bi mat gia dinh 13 bit kha xam
pham va dudc phap luat bao vé. Viéc thu thap, Iuu giti, st dung, cong khai thong tin lién
quan dén doi sdng riéng tu, bi mat c4 nhan phai dugc ngudi d6 dong y, viéc thu thap, luu
gitt, st dung c6 cong khai thong tin lién quan dén bi mat gia dinh phai dudc cic thanh
vién gia dinh dong y, trir trudng hop luit c6 quy dinh khac; Thu tin, dién thoai, dién tin,
co s6 dif liéu dién i va céac hinh thiic trao doi thong tin riéng khac clia ca nhan dugc bao
dam an toan va bi mat. Viéc boc md, kiém sodt, thu gitt thu tin, dién thoai, dién tin, co
s6 dir liéu dién t va cdc hinh thic trao d6i thong tin riéng tu khic cia ngudi khac chi
dugc hién trong trudng hop luit quy dinh; Céc bén trong hop dong khdng dudc tiét 10
thong tin vé doi sbng riéng tu, bi mat ca nhan, bi mat gia dinh ctia nhau ma minh da biét
dudgc trong qua trinh x4c 1ap, thuc hién hop dong, trit trudng hop c6 thoa thuan khac”.

Hé tu vAn ngudi dung yéu cau bd dit liéu vé sé thich c4 nhan cla ngudi ding, diéu
nay c6 nguy co bi tiét 16 bdi nhitng ké xAm nhap doc hai. Nhitng vi pham quyén riéng tu
nay c6 thé lién quan dén cac hanh dong c6 chi ¥ nhu tin cong hodc rinh mo bdi céac loai
bén khic nhau nhu ngudi ding bén ngoai, ngudi dung hé théng hodc nha cung cip dich
vu hoic dich vu bén ngoai. Nhiing su ¢d nhu vy c6 thé giy ra hiu qua nghiém trong tily

thudc vao muc do nhay cam cua thong tin ca nhan.

Trong hé tu vin, may chid cang cung cip nhiéu thong tin ¢4 nhan thi cdc dé xuit
cang chinh xdc hon. Thong tin cia ngudi dung bao gdm nhén dang, thong tin nhan khau
hoc, hanh vi, md hinh hoic lich st mua hang, xép hang, v.v. Nhiing thong tin nhu vy rét
nhay cam vé quyén riéng tu va ngudi dung thudng mién cudng chia sé nhiing thong tin
nay v6i bat ky nha cung cip dich vu bén thi ba nao. Viéc khong thé cé dugc hd so xac
thuc cia ngudi dung hau hét dan dén cac dé xuét khong du tiéu chudn, dic biét 1a vé do
chinh x4c du dodn, vi nhiing dit liéu ding dudc dung d€ xay dung hé tu vin khong dang
tin cay [85]. Do d6, cac chuyén gia di c6 su quan tdim dang ké dén viéc dam bio tinh
riéng tu cia hé tu van d€ dua ra du dodn chinh xdc & mic thoa dang ma khong vi pham

nhiing lo ngai vé tinh riéng tu clia c4 nhan [65].

Céc i ro vé vi pham tinh riéng tu ctia ngudi dung c6 thé xay ra trong ca ba giai
doan cua RS [29]:

Giai doan dau tién 13 mé hinh héa nguvi dung. Trong giai doan nay, thong tin
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nhu cau va sé thich dugc cd nhan héa cta ngusi dung dudc thu thap va cdc mo hinh
ngudi dung dudc thiét 1ap. Cac phuong phap dé c6 dudc sé thich va nhu cau dudc ca
nhan héa bao gdm céc cch rd rang do ngudi dung chi dong cung cap, chang han nhu
cdc thudc tinh co ban nhu tén ngusi ding, tir khéa ngusi ding nhap, phan hdi tiiy chon
clia ngudi dung, v.v. Va cic cach ngdm nhu theo ddi hanh vi duyét web ctia ngudi ding
(chang han nhu s6 1an nhap chudt, thdi gian duyét, danh diu trang, v.v.) biang cich suy
luan sau khi theo doi hanh vi ciia ngudi dung. Sau khi ¢6 dugc thong tin dudc ca nhan
hoéa, sé thu dugc mo hinh ngudi dung. Cac thong tin dugc ca nhan hoa cua ngudi dung
dudc cau triic lai theo céach thich hop d€ tao diéu kién thuan 1di cho viéc xt Iy va st dung
trong hé théng, sau d6 két ndi gitta tinh todn v6i mo hinh. Tiép theo, md hinh ngudi diing
s& dugc cap nhat theo su thay ddi ctia nhu cau c4 nhan héa ctia ngusi ding. Céc lo ngai
vé tinh riéng tu phat sinh trong giai doan nay bao gdom truy cap, thu thap, gidm sat, phan

tich, hop nhét, truyén tai, Iuu trii dif liéu khong ding cach, v.v.

Giai doan thit hai la giai doan tinh toan. O giai doan nay, can tién hanh tinh toan
cdc tham s6 ctia hé tu van ngudi ding. Nhiing lo ngai vé tinh riéng tu bao gdm phan tich,

tong hop dit liéu, truyén dif liéu khong diing cach, gian 1an danh tinh, . . ..

Giai doan cudi cung la tao ra két qua tu vAn. Céc lo ngai v& tinh riéng tu phat
sinh tif giai doan nay bao gém phan tich, két hop dit liéu, truyén dit liéu khong ding
cach, tiét 1o thong tin tu van, thong tin tu van sai 1éch.

Viéc cung clp hoic tiét 16 thong tin d6 cho mdy chi tu van thudng 1a bt ky nha
cung cap dich vu bén thid ba nao c6 thé giy ra nhiing rii ro khong mong mudn vé quyén
riéng tu. Dit liéu c¢6 thé dudc ban cho bat ky bén nao khac ma khong cé su dong y cia
chi s& hitu hodc ké thn cong c6 thé tin cong va dua ra tu van sai. Vi vdy, diéu rat quan

trong 12 phai bdo vé nhiing thong tin d6 dong thdi dua ra cac tu vain chinh x4c.

Hon thé nita viéc Iuu trit tip trung dif lidu clia nhung ngudi dung hé thong du &
dang nay hay dang khdc ciing dem dén cdc méi lo ngai vé quyén riéng tu cia dif liéu.
Do d6, cic gidi phap hé tu vin c6 dam bio tinh riéng tu cho mo hinh dit liéu phan tn 1a
rit can thiét vd dang dudc cic nha nghién ciu dic biét quan tim. Phuong phap ma hoa
thuong dugc st dung dé€ bio vé tinh riéng tu ctia ca nhan trong cc hé tu vin ngudi ding
phan tan [32]. Vi viy, bai toan didm bao tinh riéng tu hé tu vin cho m6 hinh dit liéu phan

tan sé ducc tip trung giai quyét trong luan 4n nay.

1.4. Cac k§y thuat dam bao tinh riéng tu cho hé tu vin

D& gidi quyét nhiing lo ngai vé vin dé vi pham tinh riéng tu, cac k¥ thuat ddm bao
tinh riéng tu da dudc phat trién dé bao vé tinh riéng tu dif liéu clia ngudi dung trong
khi van cho phép hé tu vin hoat dong hiéu qua gom c6 [5]: k¥ thuat dua trén mat ma
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(tinh to4n bdo mat, ma hod dong ciu - HE), k¥ thuat dua trén nhiéu (riéng tu khac biét -
Differential privacy - DP), Ma thong bdo (Tokenization) va ky thuat dua trén mit na (an
danh (Anonymization), biét danh (Pseudonymization)). Trong phan nay trinh bay céc k§
thuat dam bao tinh riéng tu cho hé tu van va so sanh cic wu diém ciing nhu han ché cia

ching.

1.4.1. Ky thudt dua trén mdt ma
Ky thuat dua trén mat ma gdm co: tinh todn bao mat, ma hod dong cu. [5]

Tinh to4n bao mat (SMC) la mot k§ thuat ma héa cho phép hai hodc nhiéu bén tinh
toan mot cach an toan mot chic nang trén di liéu riéng tu cia ho ma khdng bén nao cé
thé truy cap dit liéu ctia bén kia. N6i cach khac, SMC dam bdo ring dit liéu riéng tu ctia
mdi bén vain dudc bao mat trong khi vin cho phép cic bén nhan dugc két qua tinh toan
trén tat ca dit liéu ma khong can phéi tu chia sé dit liéu. SMC da dudc sit dung trong RS
dé bao vé dit liéu ngudi dung va cho phép céc tu van hop tac gitta nhiéu bén. Loi ich ctia
viéc st dung SMC trong RS bao gdm kha ning bao vé tinh riéng tu dif liéu cia ngudi
ding, kha ning cong tdc tao ra cac tu van dudc ca nhan héa tif nhidu bén va kha ning
tao hé thdng tu van phi tap trung. Tuy nhién, viéc st dung SMC ciing c6 mdt s6 han ché,
chang han nhu chi phi tinh todn cao lién quan dén tinh toan an toan, ciing nhu su phiic

tap trong viéc thiét k& va trién khai cic giao thic an toan da bén.

Mai héa dong ciu 12 mot loai ma hoa cho phép bén tinh todn thuc hién cac phép
toan trén dif liéu & dang ma ma can truy cap dén di liéu & dang ro. Trong RS, ma héa
dong cu cho phép dit liéu dudc ma héa va chia sé giita nhiéu bén dong thdi cho phép
tinh todn cac dé xuat dua trén dit liéu dudc ma héa. C6 hai loai ma héa dong ciu chinh
dugc st dung trong RS: ma héa dong cAu diy di (FHE) va ma héa dong cAu mot phan
(PHE). Loi ich chinh ctia HE trong RS 1a cung cip miic dd riéng tu va bio mat cao cho
ngudi ding, vi dit liéu ctia ho dudc ma hda va dugc giit bi mat. Tuy nhién, han ché chinh

ctia HE 12 t6n kém vé miit tinh todn, c6 thé 1am gidm hiéu suit tdng thé ctia hé thong.

Tinh todn bdo mat c6 thé€ tinh todn dudc moi ham tong quat tuy nhién mot nhugc
di€ém chinh ctia SMC la c6 do phic tap tuong tic (communication/interaction) cao clia
cdc bén tham gia. Ngudc lai, ma hod dong cAu c6 do phiic tap tuong tac rat thap (khong
tuong tdc) nhung lai c6 nhude diém la c6 do phiic tap tinh toan phu thudc vao kich thude
ham tinh toan (thuong la d6 phuc tap tinh toan cao).

Bén canh, chiing ta c6 thé st dung két hop hai k¥ thuat nay nham tan dung vu diém
ctia chiing. Viéc nay sé cho phép thuc hién cac phép tinh truc tiép trén dit liéu di ma hoa
ma khong can gidi ma, gitip bao vé dif liéu trong sudt qua trinh xi ly. Pong thdi, viéc

két hop nay ciing dam bao rang khong cé bén nao nam giif toan bo thong tin, ma chi
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c6 cac phan nhod ctia dit liéu, gidm nguy co 1o ri dit liéu. Dit liéu ¢6 thé dudc phan chia
va ma héa, 1am cho ca bén tinh todn 1an cdc bén lién quan khong thé truy cp thong tin
gbc. Khi két hop hai ky thuat nay sé gitip gidi quyét van dé chi phi tinh todn va luu trit
rit 16n & mot bén. Tuy nhién, d€ 4p dung hiéu qua, can ddnh gi cin than c4c yéu cau vé
hiéu sut, chi phi va tinh kha thi ctia hé thong. Viéc t6i uu héa thuat todn va phan bé tai
nguyén hop ly sé gitip gidm thiéu nhugc diém va khai thac t6i da vu diém cua su két hop
nay. D€ thuc hién dudc diéu ndy doi hdi phai c6 kién thiic chuyén siu vé mat ma, phan

tan va cac giao thic bao mat.

1.4.2. Ky thudt dua trén nhiéu

Riéng tu khac biét 1a mot ky thuit bao vé tinh riéng tu biang cach thém nhiéu ngiu
nhién vao di li€u, gay kho6 khan cho viéc xac dinh du li€u riéng 1€ trong tap du li€u [5].
Ky thuat nay da dudc st dung trong nhiéu bdi canh khac nhau, bao gom ca hé tu van

nguoi dung.

Lgi ich cta viéc st dung DP trong RS bao gom kha ning bao vé tinh riéng tu di
liéu ctia ngudi ding trong khi vin cho phép may chd 14y thong tin hitu ich tir dit liéu.
Hon nita, né ddm béo rang di liéu thd khong bao gid bi 16 ra mdy chd, diéu nay rt quan

trong dé bao vé quyén riéng tu clia ngudi dung.

Nhiing han ché ctia viéc st dung DP trong RS 1a nhiéu dugc thém vao dit liéu c6
thé dan dén két qua khong chinh x4c, cling nhu ting thdi gian tinh todn do can phai thém
nhiéu [5]. Ngoai ra, rat khé dé xdc dinh mifc nhiéu t6i wu cho mot tap dit liéu nhat dinh,
diéu nay c6 thé dan dén két qua khong chinh xédc. Do d6, diéu can thiét 12 phai thiét ké

mot hé théng c6 thé can bang hiéu qua gitta do chinh xac ctia dé xut va tinh riéng tu. [5]

1.4.3. Ma thong bdo (Tokenization)

Ma thong bdo trong RS gitip chia dif liéu thanh cac thanh phan nhd hon (ma thong
bdo) d€ gitp phan tich va xi ly chiing dé dang hon. Diéu nay gdm viéc chia nhd vin ban
thanh céc ti, cAu va cum tif cling nhu chia nhd dit liéu s thanh cic s6 va céc gia tri khac.
Ma théng bdo ciing gitip ddm bao tinh riéng tu va bi mat dit liéu bang cach ngin chin ro

ri dit liéu nhay cdm ctia ngudi dung, chang han nhu thong tin ¢4 nhan [5].

Loi ich cua viéc st dung ma thong bdo trong RS la cai thién dd chinh xac, tinh
riéng tu va kha ning md rong. Dic biét, tokenization cho phép hé thong xt ly dit liéu
nhanh chéng va chinh xdc hon ma van ddm béo tinh riéng tu di liéu ctia ngudi dung.
Ngoai ra, né cho phép hé thong md rong quy mo sang cac bo dit liéu 16n hon ma khong

4nh hudng dén hiéu suit.
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Tuy nhién, han ché cta viéc st dung ma thong bdo trong RS bao gdm su phic tap
clia quy trinh ma thong bdo va kha ning mat dit liéu. Qua trinh ma thong bdo c6 thé ton
nhiéu cong stic tinh todn va ton thdi gian, dong thdi c6 thé dan dén mat dit liéu néu ma
thong bio khong dudc tao chinh x4c. Ngoai ra, mot s6 ma thong bdo cé thé khé xir 1y

hon céc ma thong bao khac, dan dén cdc van dé tiém 4n vé do chinh xdc. [5]

1.4.4. Ky thudt dua trén mat na
Ky thuat dua trén mit na gdbm: 4n danh va biét danh [5].

An danh 12 mot k§ thuat bao vé tinh riéng tu dif liéu clia ngudi ding trong RS bing
cach che gidu danh tinh ctia ho. Y tuéng chinh ctia ky thuat nay 1a che du thong tin
nhén dang cta ngudi dung, chang han nhu ID ngudi dung, tén ngudi dung va cic thong
tin khac lién quan dén ngudi diing, trong khi van duy tri tién ich dif liéu ctia ho. Ky thuat
nay c6 thé bio vé thong tin nhan dang clia ngudi diing trong RS dong thdi cho phép hé
thong dua ra cac tu van hitu ich va chinh xdc. Ky thuét 4n danh rat dé thuc hién vi n6 chi
yéu cau che gidu thong tin nhin dang ctia ngudi dung. Nhitng han ché clia viéc sit dung
tinh niing 4n danh trong RS bao gdm kha ning 10 ri dif liéu cling nhu nguy co bién dang
dit liéu do che gidu thong tin nhan dang ngudi dung. [5]

Biét danh la mét k¥ thuét bao vé tinh riéng tu dit liéu cua ngudi dung dugc su dung
trong RS hoat dong bing cach thay thé cac thudc tinh c¢6 thé nhan dang ctia ho biang biét
danh. D6 12 mot phuong phép che gidu danh tinh thuc su cia ngudi dung dong thdi cho
phép ngudi d6 dudc xic dinh bing biét danh clia minh. Viéc dit biét danh c6 thé bao
vé cac thudc tinh nhay cam ciia ngudi dung, chang han nhu tudi tic, gidi tinh va vi tri
ciing nhu cdc sd thich o rang va ngam dinh cta ngudi d6. Ldi ich cta viéc st dung ky
thuat biét danh trong RS bao gdm cai thién tinh riéng tu cho ngudi ding vi dit lidu clia
ho khong dugc luu trit va chi biét danh ctia ho dugc st dung dé nhan dang ho. Hon niia,
viéc dit biét danh ciing cho phép kha niing mé rong RS t6t hon khi luong dii liéu ducc
luu trit giam xudng va di liéu c6 thé dugc chia thanh cac phan nhé hon. Tuy nhién, ciing
c6 mot sb han ché khi sit dung biét danh trong RS. Mot trong nhiing han ché chinh la
khoé c6 thé lién két chinh xac biét danh ctia ngudi dung v6i danh tinh va sé thich thuc
su ctia ho. Hon nita, dif liéu c6 biét danh ciing c6 thé dé bi tin cong ti dién va tin cong

nhin dang lai. [5]

1.4.5. So sdnh cdc kj thudt dam bdo tinh riéng tu cho hé tu vin

Céc ky thuat & trén da dugdc st dung rong rai trong RS dé cung cap kha ning bao
vé tinh riéng tu manh mé hon. Bang 1.1 trinh bay chi tiét su so sanh uu, nhudc diém giia
cac ky thuat nay.
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Bang 1.1: So sanh céc ky thuat dam bdo tinh riéng tu

dong cau

- bam bao tinh riéng tu ¢ muc
cao

Ky thuit | Uu diém Nhudc diém
Tinh toan | - Duy tri d6 chinh xac - Chi phi tinh toan cao
bao mat | - Pam bdo tinh riéng tu & muc | - Phiic tap trong viéc thiét ké va trién
cao khai
- C6 kha nang cOng tac tao ra cac
tu vin dudc c4 nhan hoéa ti nhiéu
bén va khd niing tao hé tu vin phi
tap trung
Ma hoa | - Duy tri do chinh xac - Chi phi tinh toan rat cao

ctia ngudi dung
- Hiéu suét t6t

Riéng tu | - DE thuc hién - Tang thoi gian tinh toan do can phai
khac biét thém nhiéu
- Rat kho dé xac dinh muc nhiéu t6i vu
cho mdt tap dif liéu nhat dinh, diéu nay
c6 thé din dén két qua khong chinh x4c
- Danh d6i gitia tinh riéng tu va tinh
ding din
Ma thong | - Cai thién d0 chinh xac, tinh | - Ton nhiéu chi phi va thoi gian tinh
bao riéng tu va kha nang mé rong toan
- C6 thé mét dit lidu
- Ton tai vin dé tiém an vé do chinh
Xac
An danh | - Dé thuc hién - Ro 1i dit liéu - Bién dang dit liéu
Biét danh | - Cai thién tinh riéng tu du liéu | - Kho ¢ thé lién két chinh xdc biét

danh véi danh tinh va sé thich thuc su
- Bi tAn cong tlf dién va tin cong nhin
dang lai

Ma héa dong cau va SMC déu 1a cac co ché dua trén ma héa, gitip ddm bao tinh

riéng tu & muic cao trong khi van duy tri do chinh xéc, nhung chi phi tinh todn cao. SMC

tuy lam giam chi phi tinh toan nhung lai lam tang chi phi lién lac.

Mit khdc, riéng tu khac biét ddm bao tinh riéng tu bing cich thém nhiéu ngiu

nhién, c6 chi phi tinh todn thip va khong thém bét ky chi phi lién lac nao. Tuy nhién,

viéc thém nhiéu ngau nhién chic chian sé anh hudng dén hiéu suat ctia md hinh & mot

muc dd nhét dinh va lam anh hudng dén tinh ding dan.

Ky thuit ma thong bdo mic du cai thién vé do chinh xac, tinh riéng tu, kha ning

md rong, tuy nhién lai c6 thé mat dit liéu va ton tai van dé tiém an vé do chinh xdc. An

danh va biét danh déu 1a cac co ché dua trén mit na, day 1a k§ thuat don gian, dé thuc

hién, c6 hiéu suét tét. Tuy nhién k§ thuat ndy van ton tai cac hiém hoa vé tinh riéng tu

(ro ri dit liéu, bién dang dit liéu, nhan dang lai,...).
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Déi véi bai toan xdy dung hé tu van thi chit lugng ctia hé tu van (tinh ding dan)
12 quan trong nhat, né cé vai trd quyét dinh trong viéc c6 dua hé tu vin nay vao st dung
hay khong. Do d6, ky thuat dua trén mat ma 1a ky thuat dugc lua chon trong luan 4n dé
dam bao tinh riéng tu cho hé tu vin ngudi dung phan tan vi k¥ thuat nay c6 thé ddm bao

dugc tinh ding din va dé dang dap dng cac rang budc an toan cao.

1.5. Tinh toan bao mat

Bai toan tinh todn nhiéu bén dugc thuc hién bang cach xdc dinh mot quy trinh ngau
nhién 4nh xa chudi dau vao (mot dau vao cho mdi bén) thanh chudi du ra tuong tGng
(mdi bén mot dau ra). Nhu di dé cap true ddy, tinh todn nhidu bén 12 mot mo hinh tinh

todn cu thé clia linh vuc tinh todn phan tan.
Bai todn tinh todn nhiéu bén tdng quat dudc phét biéu nhu sau [24]:

Dinh nghia 1.1. Cho n(n > 2) la s6 nguoi tham gia vao qud trinh tinh todn phdn tdn,
trong doé bén thit i ndm giit mot dau vao x; (i = 1,...,n) va tdt cd cdc ddu vao co cing

dé dai (|x;| = |x;| vdi Vi, j). Ham tinh todn nhiéu bén f dugc dinh nghia nhu sau:

S+ ({0,117)" = ({0,137)" (1.5.1)

la mot chuoi dnh xa qud trinh ngdu nhién co dang:

X=(x1,....%0) = f(X) = (fi(X),. ... [u(X)) (1.5.2)

Diéu nay c6 nghia 13 Vi, bén thi i ban dau giit mot dau vao x; va mong mudn lay
phén t thi i trong £ (%), ky hiéu 1a f;(%).

Ham tinh to4n nhiéu thanh vién f c6 thé thudc mot trong céc loai sau:

e Céc ham tit dinh (deterministic functionality): trd vé mot dau ra duy nhét c6 cling
gia tri dau vao.

e Cic ham tdng quat (bao gdm ca ham tit dinh va ham khong tat dinh): c6 thé tra

vé cac gia tri dau ra khac nhau v6i cung mot gia tri dau vao trong cac lan thuc thi khac

nhau.
Giao thic tinh toan nhiéu bén dugc dinh nghia nhu sau:

Dinh nghia 1.2. [24] Giao thiic @ dé'tinh todn ham f la moét quy trinh ngdu nhién dnh
xa chudi cdc dau vao (méi bén mot ddu vao) véi cdc chudi dau ra tuong ving, sao cho
phdn phéi ddu ra ciia giao thitc (khi dwgc thuc hién ding theo quy tdc ciia giao thifc)

trén chudi ddu vao (x1,x2,...,x,) c6 phdn phéi giong f(x1,X2,...,%,).
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Tinh to4n bao mat (Secure Computation - SC) hay tinh to4n nhiéu thanh vién (Mul-
tiparty Computation - MPC) hay tinh todn bdo mat nhiéu thanh vién (Secure Multiparty
Computation - SMC) la mot linh vyc ciia mat ma véi muc ti€u tao ra cac phuong thic
cho phép cdc bén cling tinh todn mot ham dua trén cic gid tri dau vao ctia ho ma van

dam bao tinh riéng tu ctia nhiing gi4 tri dau vao nay.

Dé thuc hién giao thiic SMC, chi cin mdi bén tham gia c6 mdt mdy tinh ddng tin
ciy dé€ chay phan giao thifc ctia minh va cach (c6 thé khong an toan) dé giao tiép vdi cac
bén tham gia khic. Giao thic tao ra mot loat cac thong diép dudc trao doi gitta nhiing
bén tham gia, v cudi cing mdi bén tham gia c6 dudc dau ra cia giao thifc. Ban than
giao thic 12 cong khai, cho phép mdi bén tham gia xdc minh doc 1ap rang phin mém
chay trén mdy cua chinh ho 1a hop 1. Cac cong cu mat ma khac c6 th€ dudc tich hop
vao giao thiic dé€ ngin cic bén tham gia di chéch khdi giao thiic quy dinh. Vi mbi ngudi
dung chi cAn mot mdy tinh (dudc tin tudng bdi chinh minh) va két ndi véi ngudi ding
khac, cac giao thitc SMC c6 thé dé dang dudgc thuc hién qua Internet. [24]

VE co ban, linh vuc SMC dé cap dén cac phuong phap cho phép nhiing ngudi tham
gia tinh todn mot ham f mot cach an toan dua trén thong tin dau vao riéng tu ctia ho

trong khi bat ky ai cling khong biét gi vé thong tin dau vao ctia mdi bén.

Diu vao riéng: ¥,
Paura: y;

Diiu vao riéng: x,, Diu vio rieng: x;

Piura: y, Piura: y;

Pau vao riéng: x;
Pau ra: y;

Hinh 1.3: M6 hinh tinh toan bio mat

Nhu m6 t4 trong Hinh 1.3, mdi bén thi i sé s& hitu mot gid tri diu vao bi mat x; va

mubn c6 dugc phan ti thd i trong £(x1,x2,...,%,) 12 f; (x1,%2,...,x,) (ky hiéu y;).
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1.5.1. Cdc thuc thé trong giao thitc SMC

Giao thiic SMC thudng chiu su de doa do cac hanh vi cb y giy hai ciia mot s6 thuc
thé d6i nghich. Nghia 13, viéc thuc thi giao thic c6 thé bi “tin cong” bdi mdt thuc thé bén
ngoai hodc thim chi bdi mot nhém nhd cac bén tham gia [44]. Muc dich ciia cudc tin
cong nay c6 thé 1a dé€ tim hiéu thong tin riéng tu hoic 1am cho két qua tinh toan khong
chinh x4dc. Chinh vi thé trong m6 hinh tinh to4n cia SMC gom ba loai thuc thé: (1) cac
bén trung thuc (honest parties) tuan theo quy tic ctia giao thiic va ho khong thong dong
v6i bat ky ai dé thuc hién cac hanh vi xiu, (2) cac bén thong dong (corrupted parties)
san sang thong dong vé6i bén khac hoic c6 thé bi kiém soat bdi mot thuc thé d6i nghich
bén ngoai dé thuc hién cic hanh vi nguy hiém chdng lai cdc bén trung thuc va (3) ké tn
cong bén ngoai (external adversary) kiém sodt cdc bén ban thong dong dé thuc hién cac

hanh vi nguy hiém.

1.5.2. Dinh nghia an toan

Trudc khi trinh bay dinh nghia an toan cta giao thiic SMC, Luén 4n s&é md ta vé
md hinh dinh nghia dudc lua chon.

1.5.2.1. M6 hinh dinh nghia

Céc giao thiic SMC phai chéng lai dudc moi tin cong dudc dinh nghia trong md
hinh an toan gin véi giao thiic d6. P& ching minh ring mot giao thifc 13 an toan, can
phéi c6 mot dinh nghia vé an toan cho SMC. C6 nhiéu dinh nghia khéac nhau da dugc dé
xuét va nhiing dinh nghia nay nham muc dich ddm bao mot s6 thudc tinh an toan quan
trong di tdng quat d€ bao hau hét céc tic vu tinh toan nhiéu bén [44]. C6 hai cich tiép
can dé dinh nghia mo hinh an toan trong SMC: dua trén ly thuyét tro choi (game-based)

va dua trén mo6 phdéng (simulation).

Vi céach tiép can dau tién dé€ dinh nghia an toan cho mot giao thiic SMC 1 chi can
tao mot danh sach cac yéu cau riéng biét va sau d6 két luan mot giao thic 13 an toan néu
tit ca cac yéu cau nay dudc dap tng. Tuy nhién, cach tiép can nay khong kha quan vi
nhiing ly do sau. Pau tién, c6 thé bd sét mot yéu cau quan trong nao dé. Diéu nay dic
biét diing vi cdc ing dung khac nhau c6 cic yéu cau khac nhau va mong mudn 1 c6 mot
dinh nghia di chung d€ bao quat tit ca cic dng dung. Thi hai, dinh nghia phai di don
gian dé co thé thiy ring tit ca cic tin cong thu dich c6 thé xay ra déu dugc ngin chin
bdi dinh nghia dudc dua ra. [44]

Do do, an toan cua mot giao thiic SMC dudc dinh nghia mét cach khai quat hoa
thanh "mo6 hinh mo6 phéng thuc té/ly tudng"(ideal/real simulation paradigm) nhu Hinh

1.4. Trong “Md hinh ly tudng” tdn tai mot bén dang tin ciy bén ngoai san sang gitip cac
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bén thuc hién tinh todn ctia ho. Vi thé, cic bén c6 thé chi can giii thong tin dau vao cia
ho cho bén dang tin cdy, bén nay sau d6 sé tinh todn ham mong mudbn va chuyén cho
mbi bén dau ra theo quy dinh. Vi hanh dong duy nhit dugc thuc hién bdi méi bén 1a gti
thong tin diu vao ctia minh cho bén déng tin cdy, nén kh ning duy nhit ma ké tn cong

c6 1a Iva chon thong tin dau vao ctia bén trung thuc.

TAt nhién, trong “Md hinh thuc t&”, mot ké tin cong khong thé mua chudc duge
tAt c4 cac bén tham gia giao thiic va trong mo hinh thuc té khong con bén dang tin cay
gibng nhu trong md hinh ly tudng. Thay vao d6, cac bén thuc hién mot sb giao thiic ma
khong c6 bat ky su trg gitip nao, va mot so trong sd ho 1 ban trung thuc va thong dong
v6i nhau. Méc du vy, mdt giao thic an toan nén mo phong “Mo hinh ly tudng”. Nghia
12, mot giao thifc 12 an toan, néu bat c diéu gi ma ké tin cong c6 thé c6 dudc trong giao

thiic thuc thi n6 ciing c6 thé c6 dudc trong giao thiic Iy tudng.

Mot cdch téng qudt, tinh an toan ciia moét giao thiic dugc thiét ldp bang cdch so
sdnh két qud ciia viéc thyc thi giao thiic thuc voi két qud cia viéc thuc thi giao thiic Iy
tudng [44].

e @i |ie—aoi
() ol '® o

\ / '

Giao thwe

ﬁ § -
@ '

Hinh 1.4: M hinh ly tuéng va thuc té trong tinh todn phan tdn

Tiép theo, mo hinh ké tin cong dudc Iua chon trong luin 4n sé dudgc trinh bay.

1.5.2.2. M6 hinh ké tén cong

Ludn 4n sé tip trung vao hai tham so chinh d€ x4c dinh mo hinh ké tAn cong cho
mot giao thiic SMC [44]: hanh vi d6i nghich dudc cho phép va chién lugc thong dong

(corruption strategy) ctia ké tAn cong.
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e Hanh vi ciia ké tdn cong

P4y 1a tham sb6 quan trong nhit dé€ xac dinh mo6 hinh ké tin cong cho mot giao
thic SMC [44]. C6 hai loai ké tin cong chinh: ké tAn cong ban trung thuc (honest-
but-curious/semi-honest/passive adversaries) va ké tin cong ddc hai (malicious/active

adversaries).

Trong md hinh ban trung thuc, tit ca cic bén tham gia (k€ ca cdc bén thong dong)
dudgc gia dinh tuan theo tat ci cdc giao thiic mot cach chinh x4c. Mit khéc, cac bén tham
gia c6 thé thong dong v6i nhau hoic bi ké tin cong kiém sodt dé thuc hién cac hanh vi c6
hai nhu cb ging lay dif liéu riéng tu ctia nhitng ngudi tham gia khac thong qua viéc phan
tich bat ky thong tin hoiic thong diép ndo ho nhan dugc. K& tin cong ban trung thuc con
dudc goi la “trung thyc nhung to mo” va “thu dong”.

Ngudc lai, trong cdc md hinh doc hai, cic bén tham gia 4c y ¢6 thé tu y thuc hién
cac hanh vi ciia minh ma khong tuin theo quy dinh ctia giao thiic, thAm chi c6 thé hay
bé giao thifc bat cii lic nao. Mot giao thifc an toan trong mo hinh doc hai (ddi khi dugc
goi 1 an toan hoan hdo) vé co ban sé ludn ludn phat hién ra mot bén tham gia di chéch
khoi giao thuc.

M0 hinh ban trung thuc déng vai tro 12 budc dém va cho phép céc nha thiét ké giao
thic thuc hién mot cach tiép can md dun hon dbi véi thiét ké an toan. Cac giao thidc an
toan trong md hinh doc hai cung cip cidc ddm bdo an toan manh nhét, nhung khé thiét

ké nhét va do d6 chiing 12 c4c giao thiic kém hiéu qua nhit trong thuc té [24].

Cac giao thiic SMC theo md hinh ban trung thyc kha hiéu qua, vi vdy mo hinh nay
phut hop véi céc ting dung yéu cau hidu suit cao, chang han nhu phan tich va khai thic
dit liéu phan tan bao vé tinh riéng tu [20, 39, 103]. Day ciing 12 mo hinh gan véi thuc
té, bdi vi khi mot bén sin sang tham gia thuc hién giao thiic SMC véi thién chi va danh
tiéng ctia minh, thi bén d6 sé tuan theo quy tac cla giao thiic. Vi du, c6 mot sb bénh vién
mudn cung nghién ctiu vé ho so bénh nhan théng nhét ctia ho. Do nhiing han ché vé tinh
riéng tu, moi bénh vién khong dudc phép biét dit liéu cia bénh vién khac. RS rang, md
hinh bén trung thuc phi hgp véi kich ban nhu vay. Néu cac giao thiic hiéu qua trong mo
hinh ban trung thuc thi cdc giao thiic nay c6 thé dudc diéu chinh dé dat dudc cac mic an

toan can thiét cho viéc st dung trong thuc té.

Vi thé mé hinh ban trung thuc 13 mé hinh an toan dudc lwa chon cho bai toan
dam bao tinh riéng tu cua luin an.
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e Chién lugc mua chudc

Tham s6 ndy sé xac dinh vin dé cac bén bi mua chudc khi nao va nhu thé nao. C6
ba mo hinh chinh [44]:

Mb hinh mua chudc tinh (Static corruption model): Trong mé hinh nay, ké tAn cong
c6 thé chon trudc/mua chudc mot sd bén tham gia truée khi giao thiic dudc thuc hién va

cac bén bi mua chudc khong thay déi trong sudi qud trinh thuc hién giao thiic.

M6 hinh mua chudc thich nghi (Adaptive corruption model): Thay vi c6 mot nhom
¢ dinh cdc bén bi mua chudc, cic ké tn cong thich nghi dudc cung cip kha ning ctia
cac bén bi mua chudc trong qud trinh tinh todn. Viéc lua chon ai dé mua chudc va khi
nao c6 thé dugc quyét dinh tily y bdi ké tin cong va c6 thé phu thudc vao quan sit ctia
ho vé viéc thuc thi (vi ly do ndy, né dudc goi 1a thich nghi). Chién ludc niy md phéng
mbi de doa ctia mot “tin tic” bén ngoai dot nhap vao mdy trong khi thuc thi hodc mot
bén ban dau trung thuc va sau d6 thay d6i hanh vi ctia minh. Trong md hinh nay, mot khi

mot bén bi mua chudc thi bén dé sé 1a bén bi mua chudc ké tir thai diém do.

M0 hinh an toan chu dong (Proactive security model): M6 hinh nay chi xem xét
kh4 ning cac bén bi mua chudc trong mot khoang thdi gian nhit dinh. Do do, céc bén
c6 thé 1a bi mua chudc trong sudt qua trinh tinh toan (chang han nhu trong mé hinh mua
chudc thich nghi), nhung céac bén bi mua chudc ciing c¢6 thé trd nén trung thuc. Mo hinh
chii dong cé y nghia trong trudng hop mdi de doa 1a ké thut bén ngoai c6 thé xAm nhap
mang, cdc dich vu va thiét bi khi qud trinh tinh toan an toan dang dién ra. Khi cic vi
pham dugc phat hién, hé thdng sé dudc 1am sach va ké tin cong sé mat quyén kiém soat
mot s6 may, khién cac bén bi mua chudc trd lai thanh cic bén trung thuc. An toan trong
trudng hop nay 13 ké tin cdng chi c6 thé hoc dudc nhiing gi c6 dudc tif trang thai cuc bd
ctia cac bén bi mua chudc. K& tin cong nhu vy ddi khi dudc goi 1a ké tin cong di dong.

Trong d6, chién Iudc mua chudce dudc luan an lua chon 12 md hinh mua chudc thich
ting v6i sd luong clia cac bén thong dong sé bi gidi han tuy thudc vao tiing bai toan cu
thé.

Ngoai ra, con mot s6 tham sd khac sé dugc trinh bay trong phan tiép theo.

o Mot s6 tham s6 khdc

Bén canh hai tham s6 chinh xac dinh md hinh k& tin cdng, con c6 mot sd tham sd
khac nhu: Kénh lién lac, Stic manh tinh toan ctia ké tin cong, Gi6i han trén dbi vé6i sd

lugng cac bén bi mua chudc. Trong do:

- Kénh lién lac: Kénh cong khai hoac Kénh riéng (Kénh an toan).
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- Stic manh tinh toan ctia ké tAn cong: Tinh todn trong thoi gian da thic hoic Tinh
toan khong gidi han, ké tin cong c6 thé s hita mdy tinh luong ti cd 16n. Ddi véi giao
thiic SMC, siic manh tinh todn ctia ké tAn cong thudng 12 tinh toan trong thdi gian da
thuc.

- Gi6i han trén ddi véi sd lugng cac bén bi mua chudc ¢ (trong trudng hop khong
xac dinh chinh xac cac bén bi mua chuoc) [14]:

+ Khong c6 da sb trung thuc (No honest majority): tinh todn hai bén
+ Pa sb trung thuc 1 < 5 (Honest majority).

+ [t hon mot phan ba s6 bén 6 thé bi mua chudc 1 < 4 (Two-thirds honest majority)

v6i n 1a tdng s6 cac bén tham gia.
+ Kich thudc cu thé ctia mot tap con cac bén bi mua chudc.

Trong mé hinh ké tin céng dugc xem xét trong ludn an nhu sau: cic bén lién
lac véi nhau qua kénh an toan, ké tAn cong bi giéi han vé mat tinh toan, nghia la
né chay trong thui gian da thic va gidi han trén déi s6 lugng cac bén bi mua chudce

théng qua thiét 1ap kich thudc cu thé ctia mét tip con cac bén bi mua chudc.

Phan tiép theo sé trinh bay so bd vé mot s6 khai niém can thiét dudc st dung cho

dinh nghia vé an toan cta giao thiic SMC.

1.5.2.3. Khdi niém khong thé phdn biét vé mdt tinh todn

Dinh nghia 1.3. [24] Ham khéng ddng ké' (negligible) Goi N la tép hop cdc so tw nhién,
ham w(-) : N — [0, 1] la khong ddng ké’theo n, néu véi moi da thicc duong p(-) ton tai

mot s6 nguyén khong dm ng > 0 sao cho tdt cd n > no,

wn) < — (1.5.3)

Ham khong dang ké quan trong thudng dudc st dung la: 27" [33].

Khong thé phan biét vé mit tinh todn (Computational indistinguishability) 12 mot
khai niém quan trong khi ching minh thudc tinh an toan cua cac giao thiic SMC [24].
Dit X = {X,, },en 1a mot tap hop duge 1ap chi muc bdi tham sd an toan n (thudng dé cap
dén kich thudc ctia dau vao), trong d6 cac X; 12 bién ngau nhién.

Dinh nghia 1.4. [78]. Cho X = {X,}pen va Y = {Y, }uen la hai phdn phéi xdc sudt.

. oo N N N 7 N cn, Lz . P ¢ £ 4 . 7oA
Chiing ta noi X va Y la khong thé phdn biét tinh todn (ky hiéu X =Y ) néu voi moi bo
phdn biét D c6 dang la thudt todn xdc sudt chay trong thoi gian da thiic va Vn di lon, ta
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\Pr(t' < X,,D(t') =1)—Pr(t' < Y,,D(t') = 1)| < u(|n|) (1.5.4)

Trong do:
+ |n|: kich thudc cta n.
+ 1 (|n|) 1a ham khong dang k€ theo |n|.

+X = {X,, },en hodc Y = {¥,, },en: phan phdi xdc sult hodc tAp céc bién nglu nhién
dudc danh chi sb.

+t' 1a mot dai luong ngiu nhién, dudc 1y mau dau vao mdt cach ngau nhién va cé
phan phdi déu, 1am dau vao ctia D(z).

+ D(¢') 1a mdt bd phan biét, c6 dang 12 mot thuét todn xac suit chay trong thdi gian
da thuc, thuat todn cho ra két quéa dau ra 1a 0 hodc 1. Trong SMC thi D(¢') thudng 1a mot
md phdng cach thiic ma dbi phuong tin cong vao giao thifc véi dau vao ¢ cho trudc, va

khi md phéng thanh cong thi dau ra ctia D(¢') bing 1.

+ Pr(t' < X,,D(¢') = 1) la xac suit x4y ra khi t' < X,, (¢’ € X,,, dugc 1dy miu ngiu

nhién va dong nhit) va bd phan biét D(¢') c6 dau ra bang 1.

+ Pr(t' «+ Y,,D(t') = 1) 1a xdc sut xay ra khi ¢’ < Y, (¢’ € ¥,, dugc lay miu ngiu

nhién va dong nhit) va bd phan biét D(¢') c6 dau ra bang 1.

Nhu viy 12 hai phan phdi x4c suat théa man tinh chit khong phan biét dugc vé mit
tinh toan néu khong c6 thuat todn hiéu qua chay trong thdi gian da thic c6 thé phan biét
dugc hai phan phdi nay véi nhau, tifc 12 khong thé phan biét dudc mot miu ngiu nhién

dau vao ¢’ thudc phan phoi nao.

1.5.2.4. Pinh nghia vé an toan cua giao thitc SMC

Phan nay trinh bay dinh nghia vé& an toan clia giao thiic SMC trong m6 hinh ban
trung thuc dudc tham chiéu tir khung SMC [24]. Trong md hinh nay cic bén tuin theo
diing giao thiic, ngoai trir viéc cac bén d6 luu giit hd so vé tit ca céc tinh todn trung gian
clia minh. N6i mot cach dé hiéu, mdt giao thiic SMC an toan néu bt ky thong tin gi ma
mot tap hop (hodc mot lién minh) cdc bén bi mua chudc c6 thé thu duge sau khi tham

gia vao giao thic vé co ban c6 thé thu dudc tir diu vao va dau ra cla chinh cic bén nay.

Dinh nghia 1.5. [24]. (Tinh riéng tw dbi véi moé hinh bdn trung thuc) Cho f la mot
ham tinh todn nhiéu thanh vién nhu dugc dinh nghia trong Dinh nghia 1.1. Giao thitc @
tinh todn an toan ham f vdi t bén tham gia bi mua chuéc néu~¥I1 C {1,2,...,n} sao cho

1| =1, ton tai thugt todn xdc sudt thoi gian da thiic M sao cho:
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« Trong truong hop f la ham tdt dinh:
. c _
{M (1,37, f1(X)) }rejo.1y )y = AVIEWL 1 (3) bre(fo.134) (1.5.5)
« Trong truong hop tong qudt:

{M(1%7, f1(%), £ (®) }re((o.1yyr = {VIEW] (%), OUTPUT™(X) }re(o,1yy (1.5.6)

Trong do:

. VIEWA’f ,(X): nhitng gi ma t bén thong dong quan sdt dugc va tdt cd cdc thong
diép (duoc truyén giita cdc bén trung thuc) ma ké tdn cong A nghe lén trong qud trinh
thite thi giao thiic 47 voi dau vao X = (X1,X2, ..., %,).

* X7: ddu vao cila tdt cd cdc bén tham gia bi mua chudc trong giao thiic T.
* f1(X): chudi ddu ra ciia tdt cd cdc bén tham gia bi mua chudc trong giao thiic .

« OUTPUT™(X): chudi ddu ra cia tdt cd cdc thanh vién tham gia giao thiic T.
Trong truong hop ddu tién, OUTPUT™(X) = f(%).

c > 1 A A Ao, . . AT , . .
* = la khong thé phdn biét dugc vé mdt tinh todn (mo hinh tinh todn (computational

model)).

Bén canh d6, c6 mot dinh Iy thanh phan thudng dudc st dung dé xay dung cac giao
thiic SMC trong mo hinh ban trung thyc (Pinh li 1.1). Trude khi trinh bay ndi dung cu
thé ctia dinh ly, luin 4n sé trinh bay vé khdi niém quan trong trong dinh ly nay.

Dinh nghia 1.6. [24]. (Phép quy ddn an toan, truong hop nhiéu bén):

- Mot giao thiic tién tri dugc cho la sit dung ham tién tri f néu nhu cdc cdu trd 0i
tie giao thikc tién tri nay déu tudn theo f. Piéu nay cé nghia la khi ham tién tri dugc goi,
bén i viét cdu hdi q; (i € [1,n]), cdc cdu trd loi dugc phdn phoi theo f(q1,q2,---,qn),
trong do bén i nhdn phan i (tic la f; (q1,92, - - . ,qn)), 6 dai cia méi cdu hdi phdi c6 moi

quan hé da thitc véi do dai ciia ddu vao ban dau.

- Mot giao thiic tién tri sw dung ham tién tri f duoc cho la sé tinh todn ham g mot
cdch riéng tw néu ton tai thudt todn thoi gian da thiic, dwoc ky hiéu la M, théa mdn
phuong trinh (1.5.6), trong do khung nhin cua viéc thuc thi giao thiic tién tri duoc xdc
dinh theo cdch tu nhién.

- Mét giao thite tién tri dugc cho la quy ddn an toan ciia ham g t6i ham f néu né
tinh todn g mét cdch riéng tu khi sit dung ham tién tri f. Trong truong hop nhu vdy, ta

noi rang ham g co thé' quy ddn an toan téi ham f.
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Tiép theo, luan 4n sé trinh bay dinh Iy thanh phan cho mo6 hinh bén trung thuc.
Dinh 1y quan trong nay phat biéu rang néu mot giao thic cé thé dudc phan tich thanh
cdc giao thiic con, thi tinh an toan cia giao thiic d6 s& dudc ching minh néu c6 thé chi

ra rang cac giao thic con cta no la an toan [24].

Dinh li 1.1. [24]. (Dinh Iy thanh phdan cho mé hinh bdn trung thice, truong hop nhiéu
bén) Gid sit rang ham g co thé quy ddn an toan tdi ham f va ton tai mot giao thitc tinh

f an toan, thi ton tai mot giao thitc tinh g an toan.

Chiing minh cta dinh li nay da dugc trinh bay cu th€ trong tai liéu [24] nén khong
dugc trinh bay 6 trong Luén an nay.

1.5.2.5. Mot s6 nguyén thuy mdt ma

Phan nay trinh bay mot s6 nguyén thuy mat ma dudc sit dung cho qua trinh phat

trién giao thiic SMC trong luan 4n.

e H¢ mdt ma Elgamal

Chon nhém tuan hoan G ¢6 phan tit sinh g trong Z,, sao cho g|(p — 1), thod man
g#1, g?modp = 1 véi p va g 12 hai sb nguyén t6 16n. Tat ca cac tinh toan déu dugc thuc
hién trong Z,,.

Hé mat ma Elgamal an toan dua trén do kho cua viéc giai bai toan logarit rdi rac,
V01 X1 €R Ly ::
|Pr(D(g") =1)| < u(lql) (1.5.7)

Theo gia thuyét Diffie-Hellman quyét dinh [11], Hé mat ma Elgamal 13 an toan vé
mat ngl nghia, v0i x1,x2,x3 €g Zg ta co:

\Pr(t <+ {g"",g2,¢"},D(t)=1)—Pr(t < {g",¢2,&"2},D(t)=1)| < u(lq]) (1.5.8)

Hon nita, hé mat ma Elgamal c6 tinh chit dong ciu va 1a mot hé mat ma ngudng
[10], day 1a cac tinh chit quan trong dudgc st dung trong thiét ké cac giao thiic SMC. Hé
mat ma Elgamal bao gdm ba thut todn cu thé nhu Thuét toan 1. Trong d6: KG la thuat
toan sinh khod, thuit toan ma héa E(m,X) v6i m la ban r6 va X la khoéa cong khai, va

thuét toan giai ma D(C,x) trong d6 C la ban ma va x la khoa bi mat.

Ma héa Elgamal dudc chitng minh la an toan truéc CPA, khong an toan truéc CCA2
va dugc phong doan 1a an toan tru6c CCA1, nhung chua cé bing chiing chinh thiic. [81]
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Thuat toan 1: Lugc d6 ma hoa Elgamal

KG: Chon mot khoa bi mét x €g Z, va tinh khoa cong khai X = g*.
E(m): Gia stt m € G, chon r €g Z,, két qua ban ma la
C=(C,G)=(g" ,mX")
D(c): Ban r6 dugc tinh nhu sau:
m= Cz.Cl_x

e H¢ mdt ma duong cong Elliptic

Chon mdt dudng cong Elliptic E(Z,) v6i diém vo cuc O va d 1a mot s6 nguyén to
16n, G 1a mot diém co sS ctia dudng cong E véi bac d (d.G = O). Tat ca cac tinh toan
dudgc thyc hién trong Z,,, v6i p, 1a mot s6 nguyén t0 16n. Céc tham sb (E, G,d, p,) dudc
biét bdi tit ca cic bén tham gia.

Gia st P,Q,R € E, k € Zy, cac phép toan trén dudng cong Elliptic bao gom:
- Phép cong diém: P+ Q = R.

- Phép nhan mot s6 nguyén v6i mot diém: k-P=P+P+---+P=R.
klan P

Mot sb tinh chét cta dudng cong Elliptic:

- Cong véi di€m vo cuc: P+ O = P.

- Phén t nghich déo: P+ (—P) = O v6i P = (xp,yp), —P = (xp,—yp) = P =
(xp, p —yp modp).

Hé mat ma dudng cong Elliptic (Elliptic curve cryptosystem, viét tit ECC) dua trén

bai toan logarit rdi rac tong quat. Su an toan clia mat ma duong cong elliptic dva trén do

kho cua bai toan logarit r6i rac cua dudng cong elliptic [40], v6i x| €g Zg:

Pr(D(x1.G) = 1)| < u(d]) (1.5.9)

Theo gia thuyét Diffie-Hellman quyét dinh [11], Hé mat ma dudng cong Elliptic 1a
an toan vé mit ngif nghia, v6i x1,x2,x3 Eg Zg ta co:

|Pr(t < {x1.G,x2.G,x3.G},D(t) = 1) — Pr(t < {x1.G,x2.G,x1.x,.G},D(t) =1)| < u(|d|)
(1.5.10)

Hon nita, hé mat ma dudng cong Elliptic ciing c¢6 tinh chit dong ciu va 12 mot hé
mat ma ngudng, diy 1a cac tinh chit quan trong dudc st dung trong thiét ké cac giao
thiic SMC. Hé mat ma dudng cong Elliptic bao gdm ba thuat toan cu thé dugc thé hién
trong Thuét toan 2. Trong d6: KG la thuit toan sinh khod, thuét toan ma héa E(P,,,Y)
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v6i P, 1a di€m ctia ban rd m va Y 1a khéa cong khai, va thuét todn giai ma D(C,x) trong
do C la ban ma va x la khoa bi mat.

Thuét toan 2: Ludc dd ma hoa dudng cong Elliptic

KG: Chon mot khoa bi mat x €x Z; va tinh khoa cong khai ¥ = x.G.
E(P,): Gia st P, € IE, chon r €g Zy, két qua ban ma la
C=(C,C;)=(r.G,P,+rY)
D(c): Ban ro dugc tinh nhu sau:
Pm == C2 - x.C1
T do tinh dudc m.

1.6. Cac nghién ciru lién quan

Céc nghién ctiu vé hé goi y trong nudc da tién xa, véi su két hop clia cdc cong
nghé méi nhu hoc sau va xi 1y dd thi, cung vé6i viéc chd trong dén trai nghiém ngudi
ding va tinh minh bach. Nhiing tién b nay khong chi ning cao hiéu suit ctia hé thong
ma con mS rong pham vi dng dung, dap dng nhu ciu ngay cang da dang cla ngudi
dung [10,51,56,73]. Tuy nhién theo hi€u biét ctia tdc gia, hién nay trong nuéc chua cé
cong trinh nghién cifu vé ddm bdo tinh riéng tu cho RS, néu khong ké t6i cac cong bd
ctia ban than va nhém nghién ctiu. Trong khi d6 da c6 khd nhiéu cong trinh nghién ctu
trén thé gidi trong linh vuc nay. Phan nay sé phan tich, danh gia nhiing uu nhugc diém
clia cac giai phap hé tu vin c6 ddm bao tinh riéng tu st dung phuong phap dua trén mét
ma hién co.

Dau tién, luan 4n xem xét gidi phap dua trén dong cAu ma trong d6 céc tic gia da
st dung hé mat ma Paillier d€ ddm bao tinh riéng tu cia ngudi ding trong thuat todn CF
dua trén muc tin trong tai liéu [71]. Trong gidi phdp nay, hé tu vin hoat dong dua trén
dit liéu xép hang ctia ngudi dung, dit liéu ndy dugc dam bdo tinh riéng tu va dudc luu trit
bdi mdi ngudi dung. Nhitng gii ding sé ma hoa céc gid tri riéng tu ctia minh bang khod
cong khai ctia mdy chd tin cly va tuong tac véi nhiing ngudi dung khac d€ tinh ban ma

t0 hop, sau d6 sé tuong tac véi may chi tin ciy d€ gidi ma cac ban ma do.

Tiép theo, gidi phap PPRS dugc dé xut trong céc tai liéu [2, 19,72, 83] ciing hoat
dong dua trén md hinh dif liéu phan tan ddy di, trong d6 mdi ngudi dung sé chiu trach
nhiém luu trit dit liéu xép hang riéng tu cia minh. Tuy nhién, nhiing giai phap nay doi

héi su hién dién ctia mot bén trung thuc va cic bén khong thong dong.

Tac gid Badsha [7] da dé xuit mot hé théng PPRS cho phép tit ca tinh toan dugc
thuc hién theo cich phan phdi riéng bing cach sit dung ma héa dong ciu Elgamal, ma



29

khong anh hudng dén do chinh xac va hiéu qua ctia dé xuét. Tuy nhién, nhém tic gia Mu
va cdc cong su [55] di chi ra mot nhuge diém tiém 4n cla giai phap trong tai liéu [7] va
dé xuit mot giao thiic dudc stia d6i loc cong tac bao vé tinh riéng tu nham giai quyét 16
héng dudc xac dinh nay. Ho st dung mot s6 cdi cong khai luu trit cic gid tri bim clia tat
ca ngudi dung va hién thi cho tat cd ngudi dung. Vi viy, giao thic nay rat ton kém vé

mat tinh toan.

Trong mot trong nhitng nghién ciu gan dy hon trong tai liéu [75], cdc tdc gia dua
ra PPRS nang cao, hé thong nay bao vé tinh riéng tu ctia cac xép hang trudc mot may
chii doc hai nhu dudc chi ra trong tai liéu [55]. Ho thém khéa tam dé che gia tri xép
hang. Mic du gidi phdp stia ddi ndy di nang cao tinh riéng tu ma khong dnh hudng dén
do chinh xdc cta dé xuit ctia luge do trong tai liéu [7], nhung chi phi truyén thong tuong
duong véi lude dd true d6 va di kém véi d phic tap tinh todn.

Giai phap PPRS dudc dé xuit trong [38] st dung ma héa dong ciu day di (FHE)
d€ cai thién hiéu suit so vé6i cic phuong phap trude do. Ho da khai thac céc thudc tinh
SIMD ctia cac md hinh FHE dé€ thuc hién cac phép tinh hang loat trong mién vin ban ma
héa, mang lai nhiing cai tién hiéu suit dang ké. Nhom tac gia Chai va cic cong su [12]
da dé xuét mot hé tu vin phan tidn ddm bao quyén riéng tu v6i HE d€ tdng hop dit licu.
Tuong tu, nhém tdc gia Du va cac cong su [16] cling cho biét kha ning ro ri quyén riéng
tu khi st dung dao tao phan tdn, tic gia di ning cao hon nita quyén riéng tu bang cich

két hop HE va ngiu nhién véi nhau.

Tiép theo do, cc gidi phap PPRS st dung phuong phap hoc két hop va ma ho4
dong cau d& dam bao tinh riéng tu [34,61]. Han ché chinh ctia ma héa dong ciu 1a chi

phi tinh todn cao, ¢ thé 1am gidm hiéu suét tdng thé clia hé thdng.

Nhém tic gid Ammad-Ud-Din [3] st dung hoc két hop (Federated learning - FL)
cho hé tu vin. Mic di hoc két hop cho phép dao tao md hinh ma khong can cong khai
dit liéu cuc bo, viéc truyén tai cac ban cap nhat cia md hinh hoc may cuc bd sé giy ra
thém cdc van dé vé quyén riéng tu [62]. DE gidi quyét vin dé nay, nhiéu nghién ctu da
tich hop thém cic k§y thuat khac [4, 28, 30, 62]. Bén canh d6, hoc két hop con c6 mdt
nhugc diém d6 1a chi phi truyén thong cao va do chinh x4c ctia mo hinh toan cuc c6 thé
bi gidm néu dit liéu phan bd khong dinh danh va doc 14p (Non-1ID) [79].

Mot xu huéng nghién citu gan day ciing da dudc thuc hién vé viéc st dung moi
trudng phan tan d€ bio vé tinh riéng tu dit liéu [9, 43, 59]. C4c gidi phap nay cung cip
mot moi trudng an toan cho ngudi dung bang cach st dung cic tinh ning phan tin
trong d6 dit liéu ctia ngudi dung dudc st dung véi quyén cta ho. Tuy nhién, cong nghé
blockchain doi hdi siic manh tinh toan cuc 16n, diéu nay van khién hiéu suét clia giai

phap giam di dang ké.
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Mot nghién cifu gan day hon trong céc tai lidu [47,48] dé xuat mdt hé tu van c6
dam bao tinh riéng tu ciing hoat dong dua trén xép hang cta ngudi dung, trong d6 tinh
ding dan ctia két qua dé xuét va hiéu qua cao. Tuy nhién, gii phdp nay cin c6 mot bén
hd tro goi 1a nha cung cip dich vu an toan (security provider, Security Server), tit ca
cdc thong tin vé xép hang va do tuong tu cuc bo cia ngudi dung déu dudc ma hoa bing
khod cong khai ctia nha cung cip dich vu an toan. Bén nay sé 1am nhiém vu hd trg giai
ma thong diép bang khoa bi mat ctia minh. Céc thyc thé déu dugc gia dinh khong thong
dong véi nhau.

Mic du da c6 céc giai phap PPRS khéc nhau dua trén mat ma dudc dé xuat, nhung
hoic 12 ching yéu cau c6 su hién dién ctia mot bén thi ba tin cdy, hoic ching yéu cau cac
bén khong dugc thong déng vGi nhau nhu trong cac cong trinh [2,18,19,47,48,58,71,72]
hodc chi bao vé tinh ri€ng tu trong giai doan mo hinh hod va giai doan tinh toan nhu trong
cac cong trinh [2, 19,72, 83] hoidc viéc trién khai phic tap, yéu cau kha ning tinh toan
16n [9,12,38,43,59,61] hodc do chinh xé4c c6 thé bi giam [3,4,28,30,34,41,62].

Ky thuat tu van trong céc gii phap [2,7,18,19,47,48,55,71,72,75,83] rit gan véi
thuc té dugc 4p dung cho hé thong tu vin san phdm clia cic san thuong mai dién ti nhu
Amazon, eBay, Alibaba [39]. Dy la cac giai phap st dung bo loc dua trén b nhé st
dung hanh vi trong qua khif clia ngudi dung dé€ dua ra tu van. Loc dua trén b nhd rat dé
thuc hién va yéu cau tinh todn tbi thiéu, c6 kha ning dién giai, c6 thé x ly su thua thét

ctia dit liéu tot hon so véi loc dua trén mé hinh.

Trong d6, cc gidi phdp trong tai lidu [7, 55, 75] khong yéu cau mot bén thi ba tin
ciy, dong thdi dif liéu nhay cdm ctia ngudi dung ludn chi ton tai dang ma hod trong qua
trinh xit 1y va truyén thong. Cac gidi phap nay dong thdi bdo toan tinh riéng tu trong ca
ba giai doan v6i md hinh dif liéu phan tan day di, quan trong hon, tit ca di liéu phan hoi
chi dudc luu giit & phia mdy khach, nghia 13 né sé khong c6 bat ky co hoi nao duge phat

hanh hoic truyén dén may chii khong tin ciy hodc bt ky may khach ddc hai nao khac.

Tuy nhién trong cdc gidi phdp ndy van con ton tai mot sd van dé: vdi gidi phap
trong tai liéu [7] mic du c6 hiéu suit kha tot nhung lai ton tai cdc van dé an toan nhu da
dudgc chi ra trong nghién cifu [55]. Gidi phdp trong tai liéu [55] da giai quyét dudc vin
dé an toan cia giai phap trong tai liéu [7] nhung lai gip trd ngai vé vin dé hiéu suét kha
thap. Giai phdp gan day trong tai liéu [75] cling giai quyét dugc van dé an toan cla giai
phdp trong tai liéu [7] va phan nao gii quyét dugc vin dé hiéu suit clia gidi phdp trong
tai liéu [55]. Tuy nhién dé c6 thé dua gidi phap vao ap dung thuc té thi hiéu suit ctia gidi
phap nay van can phai cai tién hon nita. Danh gi4 chi tiét vé cac giai phap nay dudc trinh

bay cu th€ trong Bang 1.2.

Ngoai ra, trong thuc té sé ton tai nhiing trudng hdp ma cac dit liéu cia mot ngudi
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Bang 1.2: So sdnh vé hiéu suit va an toan clia c4c gidi phap PPRS dién hinh cho md hinh
di liéu phan tan diy da

Chi phi tinh toan Chi phi truyén thong (bit)  Tinh riéng tu

Mdi  ngudi | May cha Moi  ngudi | Mdy chi

dung dung
Giai | 2B (47, 4| miS) (34 InCnt3lpl ol S)el | Mg hinh bén
phap | T,) DT+ T + trung thuc
trong | ~ TpL)
tai liéu | (480,5m> +
[7] 2402,5m)T,,
Gidi | 22347, 4 Imm 3Nl gy SemniS)lel 4] Mo hinh ban
phap | nT,+2Ty) 2|H| 2n|H| trung thuc -
trong | ~ (482m? + Mady chu doc
tai lieu | 0,5nm* + hai nhu dugc
[55] 2410m  + chi ra trong tai

2,5nm)T,, liéu [55]
Giai | ") (5T,+ Immt3)pl | Pl | Mo hinh ban
phap | 2T,,) trung thuc -
trong | ~ (601m> + May chu doc
tai liéu | 3005m)T,, hai nhu dugc
[75] chi ra trong tai

liéu [55]

dung c6 thé dudc phan bd & nhiéu vi tri khac nhau (dudc goi 1a cac mién dif liéu khac
nhau), vi du nhu dit liéu ctia mot bénh nhan c6 thé mot phan do bénh nhan nam gitt, cac
phan khéc do cic bénh vién khac nhau niam giit hay di liéu mua ban, d4anh gid ctia mot
ngudi ding ¢ thé nam trén cac nén ting mua ban truc tuyén khac nhau,. .. Viéc két hop
thong tin tif cac bén c6 thé gitip cho chit luong tu van dudc tét hon. Hau hét cac phuong
phép hién tai déu dua vao gia dinh luu trit tip trung dit liéu ngudi dung, diéu nay chic
chin giy ra rii ro dang ké vé ro ri tinh riéng tu ctia ngudi dung. Tuy nhién, c4c nghién
ctfu vé gidi phap PPRS cho céc kich ban nay 1a chua nhiéu:

Céc cong trinh [20, 22] dé xuat chi chia sé c4c thong tin ctia muc dit liéu thay vi
thong tin ciia ngudi dung giita mién ngudn va mién dich d€ tranh 1o ri thong tin lién quan
dén ngudi dung, phuong phap nay trich xuit thong tin hitu ich tit cic muc dif liéu bang
cach tan dung kha ning biu dién manh mé cia mang ndron. Luu y ring mic du cac
phuong phdp nay bio vé tinh riéng tu clia ngudi dung & mot mifc do nao do, nhung tht
ca ching déu dua trén phuong phap hoc tap trung va dit liéu vin c6 nguy cd bi tin cong
néu dudc luu trit & phia mdy chd [12].

Nhém tac gia Gao va cac cong su [21] dé xuat an dif liéu thuc trong mién nguodn véi

tinh riéng tu khac biét trong giai doan dau tién bang cach st dung ma trin do tin cay dé
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1am cho dit liéu nhiéu hiéu qua hon va sau d6 chia sé dit liéu dudgc bao vé v6i mién dich.
Mot khung hoc két hop bao vé tinh riéng tu cho RS mién chéo, dudc goi 12 FedCDR
dugc dé xuét trong tai liéu [84], trong d6 mo hinh tu vin chung dugc huin luyén trén
thiét bi c4 nhan ctia mdi ngudi dung dé liy cic ban nhing ctia ngudi dung va cic muc,
dong thdi mdi ting dung mdy tram tai cac trong s6 1én mdy chu trung tam. Trudc khi gti
cac trong sd nay, ting dung mdy tram sé st dung tinh riéng tu khac biét d€ bao vé tinh
riéng tu clia cdc trong sb. Sau d6, mdy chd trung tAm sé tong hop cac trong s6 va phan
phdi ching cho titng may tram dé€ cap nhat. Tuy nhién cdc gidi phdp nay phai danh d6i

gitta do chinh xac va tinh riéng tu.

Nhém tic gia trong cic tai liéu [57,58] da dé xuit mot framework bio vé tinh riéng
tu cho cac RS c6 su hop tac cla cac mién dif liéu khac nhau v6i muc tiéu c6 thé tao ra
dé xuét tot hon. Giai phdp nay ciing st dung ma hod dong ciu mot s6 phan (SWHE) dé
dam bao tinh riéng tu v6i khod bi mat do may chu bao mat chiu trach nhiém gitr an toan.

Day 1a bén thd ba dang tin cay.

Mot nghién ctiu gan day trong tai liéu [26] da dé xuit mot luge do RS giiia cac
mién c6 ddm bao tinh riéng tu bang cich st dung ma hoa dong ciu ddi xing va giao
thic tinh do tuong tu Jaccard an toan dé tinh diém tuong dong vé xa hoi va vi tri dia ly
gilta nhitng nguoi dung theo cach duge ma hoa. Tuy nhién gidi phdp nay van luu trit tap
trung dit liéu clia ngudi dung tai cuc bo tiing mién.

1.7. Nhitng van dé can dugc nghién citu ciia Luén an

Trong luin 4n nay hudng tdi gidi quyét nhitng thach thiic chinh trong céc linh vuc
khac nhau ctia hé tu van ngudi dung trong khi vin ddm bao tinh riéng tu cia ngudi ding

cho mo hinh di liéu phéan tan.

Muc tiéu vé dam bao tinh riéng tu trong giai phdp hé tu van ngudi dung dé xuat
gibng véi cic giai phap da c6 [7,55,75] va bao gdom:

— Mady cht tu van va ngudi dung khac khong thé biét dugc vé su danh gid ciia ngudi
dung (k€ ca miic d6 danh gia va trang thai danh gia).

— Mdy chii tu vAn khong thé biét dugc liéu ngudi dung cé danh gid mot muc cu thé
hay khong.

— Gi4 tri tu vin chi nén dugc biét bdi ngudi dung muc tiéu.

— May chii tu van khong thé biét dugc két qua tu van clia bat ky ngudi ding nao. —

Ngudi dung khong thé c6 dudc bat ky thong tin nao vé dit liéu ctia may chi tu vAn (cac

tham sb cta hé tu van).
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Phan tiép theo sé trinh bay cu thé vé nhitng van dé can dudc nghién cifu trong mot
s6 trudng hop cu thé.

1.7.1. Nhitng vdn dé cdan duoc nghién ciiu trong hé tu van nguoi ding cé dam bdo
tinh riéng tu véi mé hinh dit liéu phan tdn day di

1.7.1.1. Mé hinh dit liéu phdn tdn day dui

M0 hinh dit liéu phan tan day da (Fully Distributed Setting) 1 phan tan mot quan
hé tong thé n-bd R thanh céc quan hé con Ry,Ry,...,R, (mdi quan hé con R;,i € [1,n]
gdm 1 bod) sao cho quan hé R c6 thé dudc khoi phuc lai tif cac quan hé con nay bing
phép hop: R = R UR, U ...UR,. Vi du vé dif liéu phan tian diy dd nhu Hinh 1.5, quan
hé n-bd R dudgc tach thanh n quan hé con, moéi quan hé con nay chi chita mot ban ghi va

dugc s& hitu bdi mbi ngudi dung ctia hé thong.

‘ ID ‘ Active? ‘ Delinquent? ‘ New? ‘ Balance?

Bén tinh toan

/ \ Ngudi dung n
(296 [No [Yes | No [>$1000 | 4127 | No | No | Yes | $400-600

Nguoi dung 2

Nguwoi dung 1 Nguwoi dung i

|113 ]Yes \No |Yes \<$400 | (1934 |Yes |Yes |No |$400-600 |

Hinh 1.5: Vi du vé md hinh phan tan day da

1.7.1.2. Vdn dé can duoc nghién ciiu

Tu nhitng danh gia & trén c6 thé thly mic du gidi phdp PPRS clia nhém tc gia
Badsha va cdc cong su [7] 12 mot gidi phap rit gan v6i mo hinh RS thuc té, ¢ thé dé
dang trién khai, bao toan dudc tinh ding dan. Giai phdp nay ciing c¢6 hiéu suit tét, dif
liu riéng tu cia cac bén tham gia dudc luu trii cuc bd phia cac bén tham gia ma khong
can phéi luu tri tip trung, trong sudt qua trinh tinh todn dé€ xay dung hé tu vin ngudi
dung ciing nhu qua trinh sinh tu van di liéu riéng tu nay déu ton tai dusi dang ban ma

vi thé dam bao tinh riéng tu clia cic bén tham gia trong md hinh bén trung thuc.

Tuy nhién, giai phap nay ton tai vin dé an toan trong trudng hop mdy chi tu vin c6

hanh vi doc hai nhu dudc chi ra trong tai liéu [55]. C4c giai phap cai tién cia [7], cc tac
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gia trong cong trinh [55] da giai quyét dugc vin dé an toan nay nhung c6 hiéu suét thip
hon so véi gidi phap ban dau. DE c6 thé ap dung thuc té thi cin tim ra giai phap viia gidi
quyét dudc van dé an toan nhu dugc chi ra trong tai liéu [55] viia c¢6 hiéu suit tot hon
giai phép ci tién trong tai liéu [75].

Trong hé thong sé st dung céc xép hang ctia ngudi ding dbi véi cac san phdm dé
ddnh gia mic do tuong tu giita nhitng san pham cho muc tao ra cic khuyén nghi cho
ngudi dung theo hai cach: dua trén ndi dung (CBF) va dya trén loc cdng tac (CF) theo
hai cong thic (1.7.11) va (1.7.12) tuong ung.

. Z’}’—’; ri,j-*sj(i].}ik)

’ Y S(3i, i)

Rie. X0y Sk, i) + X7y (rij — Rj)-S (i, i)
Y51 S(ik: i)

(1.7.11)

Py= (1.7.12)

Trong do:
m 12 sb lugng muc tin trong hé thong.

P, biéu thi du dodn xép hang cho muc tin thd k ctia ngudi dung Uy, k = {1,2,...,m}
1a thif tu muc tin ma ngudi dung muc tiéu da yéu cau sinh tu van.

rijla xép hang do ngudi diing U; cung cap trén muc tin i j-

fi.jla trang thai xép hang do ngudi dung U; trén muc tin i s néu ngudi dung da xép

hang cho muc tin thi gia tri trang thai nay nhan gia tri 1a 1, ngugc lai s€ nhén gia tri 1a 0.

Ry, R; 1a trung binh xép hang cta nhiing ngudi ding da xép hang dbi véi muc tin i
va i tuong ung, dudc xac dinh theo cong thiic sau:

Yil1Ti

S(ij,ix) 1a d0 tuong tu cosin gitta hai muyc tin i; va i} dudc xdc dinh theo cong thiic sau:

R;= (1.7.13)

Yo TijTik

\/Z, 1 ,J\/Z, 177y

Vi n 12 s6 luong ngudi dung trong hé thong.

(1.7.14)

ljalk

Nhu vdy, gidi phdp dam bao tinh riéng tu cho hé tu vin ngudi dung sé dudc chia
thanh hai giai doan: giai doan dau tién la tinh trung binh xép hang ctia nhiing ngudi ding
da xép hang d6i v6i cdc muc tin va tinh do tuong tu gilia cdc cip muc tin an toan, giai

doan thi hai 12 sinh ra cdc tu vAn cho ngudi dung an toan.
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Chinh vi vdy, ludn dn tip trung vao vin dé nding cao hiéu sudt ctia gidi phdp hé
tw van nguoi ding cé dam bdo tinh riéng tw cho mé hinh dit liéu phén tin day di
thong qua viéc cdi tién hiéu sudt ctia giai doan tinh trung binh xép hang ciia cdc muc

tin, dé tuong tu giita cdc cdp muc tin va giai doan sinh tw vin cho nguvi ding.

1.7.2. Nhitng vin dé can duwoc nghién citu trong hé tu van nguoi ding cé dam bdo
tinh riéng tw véi mé hinh dit liéu phén tdn day du hai bén

Mot vin dé nita c6 thé thiy dudc qua phan danh gia vé cac giai phap hién c6 1a chua
hé c6 giai phap PPRS nao cho kich ban dit liéu nhay cam ctia ngudi dung dudc phan tan
day dd hai bén (2 party fully distributed setting - 2PFD).

1.7.2.1. Mé hinh dit liéu phdn tdn ddy du hai bén

Mb hinh 2PFD 1a mot trudng hop dic biét cia mo hinh két hop gitta phan tan doc
va phan tan ngang.

MO hinh dit liéu phan tan ngang 1a phan tdn mot quan hé tong thé n-bd R 1a tach R
thanh cdc quan hé con n-bd R{,R;, ..., Ry sao cho quan hé R c6 th€ dugc khdi phuc lai
tif cac quan hé con nay bang phép hop: R =R; UR,U---URy.

M hinh dit liéu phan tan doc 1a phan tdn mot quan hé tong thé n-bo R 1a tich R
thanh cdc quan hé con R{,R,, ..., Ry sao cho quan hé R c6 thé dudc khoi phuc lai tir cdc
quan hé con nay bang phép ndi: R=R; X R, X --- X Ry.

Mb hinh 2PFD dugc xdc dinh lan dau tién trong [27], trong d6 tap dit liéu ducc
phan phdi trén mot s6 luong 16n ngudi dung, mdi ban ghi thudc s3 hitu cia hai ngudi
dung khic nhau, ngudi thd nhat chi biét cdc gid tri cho mot tip hop con cic thudce tinh,
trong khi ngudi con lai biét cac gia tri cho cac thudc tinh con lai.

Mo hinh 2PFD la phan tan mot quan hé tong thé n-bd R thanh cic quan hé con
Ri1,R21,R12,R2..., Ry, Ry, (mbi quan hé con Ry I Ry;, j € [1,n] gdm 1 bd) sao cho
quan hé R c6 thé dudc khéi phuc lai tif cic quan hé con nay bang phép hop va phép ndi:
R=(R;1 ™ Ry)U(Ri2>xRp)U...U (R, > Ryy).

Vi du vé dit liéu phan tan day da hai bén nhu Hinh 1.6, quan hé n-bd R dudgc tich
thanh 21 quan hé con, mdi quan hé con R;;(i € [1,2],j € [1,n]) nay chi chita mot phan
ban ghi va dudc s& hitu béi mdi ngudi ding ctia hé thong.

Céc vi du vé md hinh nay c6 thé thiy: Nha xa hoi hoc mudn tim hiéu mbi quan
hé gitta hanh vi nhan céch cua tré em va phuong phap nudi day cua cha me nhu trong
tai liéu [60, 80]. Nha xa hoi hoc cung cAp miu khao sit d€ thu thap thong tin vé phuong

phap nudi day con cai cia cha me va hanh vi cua con cai ho. R0 rang, day la nhiing thong
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1296 | >$1000 | | 4127 | $400-600 |

Nguoidung V, Nguoidung V,,

1934 | $400-600 |

Nguoi dung V4 Ngwoi dung V;

T N

‘ ID ‘ Active? ‘ Delinquent? ‘ New? ‘ Balance?
Bén tinh toan

Ngui dung U, Nguwoi dung U,
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1296 [No [Yes |No |
Nguwoi dung U, Nguwoi dung U;
‘113‘Yes‘No ‘Yes| |1934 ‘Yes ‘Yes ‘No‘

Hinh 1.6: Vi du vé md hinh phén tan dy dd hai bén

tin kha nhay cam, cha me khong mudn boc 10 mdt cach khach quan nhitng han ché cia
minh trong viéc nudi day con céi, ddng thdi ciing khé yéu ciu con cdi tra 16i thang thin,
trung thuc vé hanh vi nhan cach ctia minh. Vi vy, dé c6 dudc thong tin chinh xdc, Nha
nghién ctiu phai ddm bao nguyén tic bdo mat thong tin cho tiing d6i tugng. Trong trudng
hop nay, mdi ban ghi dit liéu thudc s hitu riéng cia ca cha me va con ci cia ho.

Mot vi du khac 1a tinh hudng mét nha nghién ctiu y hoc can nghién citu mbi quan
hé gitta théi quen sinh hoat, thong tin [Am sang va mot can bénh nao doé [6,82]. Mot bénh
vién c6 bd dit liéu 1am sang clia bénh nhan c6 thé dugc st dung cho muc dich nghién ciu
va thong tin vé théi quen sinh hoat c6 thé dudc thu thap bang mot cudce khao sat bénh
nhan, tuy nhién, ca bénh vién va bénh nhan déu khong sin sang chia sé dit liéu ctia ho
v6i trung tAm tinh todn vi lo ngai van dé riéng tu. Trong trudng hop nay, mdi dbi tugng
dit liéu bao gdom hai phan: mot phan bao gdom théi quen sinh hoat ctia bénh nhan, phan

con lai bao gdm dif liéu 1am sang ctia bénh nhan nay do bénh vién luu git.

Trong trudng hdp mot trudng hoc mudn tim mbi lién quan gitta théi quen in udng
va chi s6 co thé ctia hoc sinh, sinh vién [25,52]. Trudng hoc c6 cic thong tin dif liéu nhan
kh&u hoc ctia hoc sinh, sinh vién: bao gdm thdng tin vé cdc diic diém nhan khau hoc cia
dbi tugng nghién ctiu nhu tudi, gidi tinh va cac phép do nhan trac hoc (can ning, chiéu
cao va chi s6 co thé (body mass index — BMI),...). Thong tin vé théi quen dn ubng c6
thé dugc thu thip bing mot cude khao sat hoc sinh, sinh vién, tuy nhién, ca trudng hoc

va hoc sinh, sinh vién déu khong san sang chia sé dit liéu cia ho v6i bén phan tich vi lo
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ngai vin dé riéng tu.

1.7.2.2. Vidn dé can duoc nghién ciiu

PPRS trong m6 hinh 2PFD phuc tap hon so véi cac mo hinh di liéu khéc, bdi vi
mot bd gia tri & day c6 thé thudc vé hai ngudi dung khac nhau [27]. Gidi phap ddm bao
tinh riéng tu cho hé tu van ngudi dung trong md hinh 2PFD vé co ban la tuong tu vdi
mo hinh phan tdn ddy du, tic la sé dugc chia thanh hai giai doan: Giai doan dau tién 1a
tinh trung binh xép hang ctia nhiing ngudi diing da xép hang ddi v6i cac muc tin va tinh
do tuong tu gilta cac ciip muc tin c6 bao mat, giai doan thi hai 12 sinh ra cic tu vin cho

ngudi dung cé bao mat.

Tuy nhién trong giai doan thd nhat vi mot bd dit lidu thudc vé hai ngudi dung thude
hai mién dif liéu khac nhau nén qua trinh tinh do tuong tu gitta cic cip muc tin thudc
hai mién dit liéu khac nhau doi hoi phai c6 gidi phap phic tap hon so véi md hinh phan
tan ddy di. Vi thé, ludn dn can dé xudt giao thitc tinh tan sudt cé dam bdo tinh riéng
tu trong mé hinh 2PFD dé tinh tong cdc tich vé hudng ciia cdc xép hang ciia nguvi
dung déi véi cdc muc tin thudc hai mien dit liéu khdc nhau theo cong thiic 1.7.15. Tic
do ting dung giao thitc dé xdy dung gidi phdp hé tw vian nguoi ding cé dam bdo tinh
riéng tu cho mé hinh 2PFD s dung SMC.

n
SUjj =Y Tijrik (1.7.15)
i=1

1.8. Két luén chuong
Két qua dat dudc trong chuong nay gom:

- Trinh bay téng quan vé& hé tu vin ngudi dung, nhiing rii ro vé vi pham tinh riéng
tu, cac ky thuat ddm bdo tinh riéng tu cho hé tu vin ngudi dung, tinh todn bio mat.

- Trinh bay, tong hop va khai quat mot sd cong trinh nghién ciiu trude luin 4n vé
giai phap PPRS, trong dé thuc hién viéc phan tich rd vé nhitng han ché ctia cic gidi phap
PPRS st dung SMC hién c6.

- Phén tich va dua ra nhitng vin dé md can giai quyét trong luan 4n.
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CHUOGNG 2. PHAT TRIEN MOT SO GIAO THUC TiNH TOAN
BAO MAT HIEU QUA

2.1. M6 dau chuong

Trong cac bai todn PPRS cho m6 hinh dit liéu phén tan day di va mo hinh dit liéu
2PFD ma luin 4n can gidi quyét, cac gia tri dau vao thuong 1a cac gid tri xép hang thé
hién y kién danh gia ctia ngudi dung d6i véi mot muc tin, trong d6 céc gia tri nay 1a cac
s6 nguyén khong 4m kh4 nho, vi du trong mot sd ing dung danh gia thuc té hién nay thi
thang d4nh gia thudng c6 gid tri tit 0 dén 5 nhu: cac hé thdng ctia amazon, ebay, google,
shopee,. .. . Trong bai toan xem xét cua ludn an cac gia tri bi mat nay c6 gia tri cing tu
0 dén 5.

D& xay dung PPRS thi can phai tinh dudc gid tri trung binh xép hang clia cac muc
di liéu va do tuong tu cua cac cap muc di liéu theo cong thic 1.7.13 va 1.7.14. Tuy
nhién véi viéc xay dung RS cho mo hinh du liéu 2PFD, mét cap muc di liéu thudc sé
hitu bdi hai mién dit liéu khac nhau, vi thé viéc tinh do tuong tu ctia cac cip muc dif liéu
loai nay can phai c6 phuong phédp tinh khéc biét so véi viéc tinh dbi véi cdc ciip muc
cing thudc mot mién dit liéu. Do d6 luan dn can phat trién giao thiic tinh cac gid tri tan
suat cho mo hinh 2PFD theo cong thic 1.7.15.

Vi thé, chuong nay trinh bay 2 giao thic dé xuit, giao thic dé xuét 1 vé cai tién
giao thidc tinh dong thdi nhiéu gia tri trung binh va do tuong tu c6 bao mat cho mo hinh
dit liéu phan tan day di va giao thic dé xult 2 vé cai tién giao thiic tinh dong thdi nhiéu
gi4 tri tan sut c6 bao mat trén mo6 hinh 2PFD. Nhitng dé& xuit nay c6 lién quan dén
Cong trinh [CT1, CT3, CT4, CT5, CT6]. Trong d6: Giao thiic tinh dong thdi nhiéu gia
tri trung binh va do tuong tu c6 bao mat sé dugc trinh bay trong muc 2.2; Giao thuc tinh
dong thdi nhiéu gid tri tin suit c6 bdo mat trong md hinh 2PFD sé dudc trinh bay trong

muc 2.3.

Céc giao thifc dé xuat trong luin 4n tip trung dam bdo tinh riéng tu trong mo hinh
ban trung thuc, trong dé cac bén tham gia sé tudn thu giao thiic nhung cac bén cling c6
thé thong dong véi nhau dé tim hi€u cac thong tin nhay cam ctia cdc bén tham gia khac.
Tat c4 ngudi ding c6 mot kénh dudc xéc thuc riéng tu véi trung tam tinh todn. Trung
tAm tinh todn 1am nhiém vu t6ng hop cdc thong diép nhan dudc tir cdc bén tham gia va
tinh todn dé thu dugc gia tri can tinh. Trung tAm tinh todn sé khong thong dong véi cac

bén tham gia d€ tim hi€u cac thong tin nhay cdm ctia cdc bén tham gia.

Céc tham sd ctia cac hé mat dudc st dung trong luan 4n dugc gia dinh 14 thod man

yéu cau sao cho bai toan logarit roi rac trén trudng hitu han va trén duong cong Elliptic
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la bai toan kho.
2.2. Giao thitc tinh dong thoi nhiéu gia tri trung binh va dd tweng tu ¢é bao mat
2.2.1. Y tuéng

Mo hinh bai toan g6m n bén tham gia U = Uy, U,, ..., U,, mdi bén U; nam giti m gia
tri bi mat 12 s4 nguyén khong am nho hodc via r;, ;0L j<m), néu r; A0 thi f; =1,
ngudgc lai f; ; = 0. Mot trung tdm tinh todn can tinh cdc gid tri trung binh cla cdc gia tri
bi mat r; #0 ma cdc bén nay nim gilf theo cong thiic (1.7.13) ma khong tiét 10 7; ;, fi
va tinh céc gia tri d0 tuong tu cia cap muc tin dya trén do tuong tu cosin nhu cong thic
(1.7.14) ma khong Gt 10 r; j, r; k.

2.2.1.1. Tinh trung binh c6 bdo mdt

Bai toan tinh trung binh c6 bao mat (Secure multiparty Average computation -
SMAC) da thu hiit dudc rit nhiéu su quan tim cta gidi nghién citu. C6 hai cach dé xay
dung mot giao thic SMAC: phuong phap ma héa va phuong phap théng ké. Trong phan
ndy, cdc giao thiic SMAC dién hinh theo phuong phap ma hod dudc xem xét toan dién

ve ca thudc tinh bao mat va hiéu qua.

Phan nay phan tich vé cdc giao thiic SMAC phé bién nhéit lién quan dén luan 4n,
bao gom: giao thiic SMAC hai bén [32] dudc st dung trong ddm bao tinh riéng tu cho
bai toan phan cum, giao thic SMAC trong mé hinh phi tip trung [86] ap dung cho bai
to4n dong thuan trung binh c6 didm béo tinh riéng tu c6 cc ting dung quan trong trong
can bang tai dong va diéu khién hop tic cac nhém phuong tién, giao thiic SMAC cho bai
toan hé tu vin ngudi dung c6 dam bdao tinh riéng tu [7], giao thic SMAC [55] cii tién
giao thiic d& xuit trong tai liéu [7] nham loai bé rii ro an toan khi may chii ¢6 hanh vi
doc hai dudc md ta trong tai liéu [55], va dic biét 1a giao thic cai tién do nhém tac gia
Verma va cic cong su [75] dé xuat nham nang cao hiéu suét hoat dong ctia giao thiic ban

dau [55] ma van duy tri dudc mic do an toan.

Dau tién, trong tai liéu [32] dé xuat hai giao thiic bao vé tinh riéng tu cho tinh trung
binh c6 trong s6 (Weighted Average Problem viét tit WAP) hiéu qua hon céc giao thiic
tiéu chudn. Giao thiic dau tién dua trén danh gid da thic khong tiét 16 thong tin va giao
thuc thi hai dua trén ma héa dong ciu. Ca hai giao thiic nay déu cho két qua dau ra chinh
x4c va an toan trong md hinh ban trung thuc. Hiéu ning ctia cac giao thic niy con thip,
hon nita méi diing lai & viéc tinh toan gitta hai bén, viéc md rong tinh toan bao mat nhiéu

bén sé& dan t6i hiéu suit rt thap va c6 thé khong thuc té.

Giao thic SMAC tht hai [86] dudc ap dung cho m6 hinh phi tip trung. Muc tiéu
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clia giao thic 1a tinh gid tri trung binh trang thdi ban dau cda cic nit trong mang nhu
trong cong thic dong thdi bdo vé tinh riéng tu ctia cac nit tuan theo giao thic. Trong
giao thiic st dung hé mat ma Paillier d€ ma hoa cac thong diép dudc trao doi gilia cdc
nit. Trong giao thifc cic bén phai trao ddi nhiéu 1an va truc tiép véi nhau, do dé véi
nhiing tng dung c6 su hién dién clia mot bén dong vai tro 1a bén hd trd tinh todn thi
khong hiéu qua. Ma trong thuc té c6 kha nhiéu cc ting dung c6 su hién dién ctia trung

tam tinh todn nhu vy, vi du nhu hé tu vin ngudi ding, hoc mdy, khai ph4 dit liéu,. . .

Céc giao thic con lai [7,55,75] dudc st dung cho mo hinh di liéu phan tan nhung
6 su hién dién ctia bén ho trg tinh todn (may chu, trung tdm tinh todn,. .. ) trong bai toan
bio vé tinh riéng tu cho hé tu vin ngudi dung. Gid st c6 n ngudi dung ducc ky hiéu
U =U,,Us,...,U, di tham gia v6i mdy chi va c6 xép hang 1a r; tuong ting véi gia tri cd
fi (1 néu c6 xép hang, ngudgc lai 1a 0). Muc tiéu clia mdy chii 1a tinh gid tri trung binh
nhu cdng thifc (2.2.1) ma vin ddm bdo tinh riéng tu clia cic gia tri r; va trang thdi xép

hang ctia ngudi dung f;.
n
i=17i

= = 22.1
Iy (22D

Trong giao thic cua nhém tac gia Badsha va cac cong su [7] st dung hé mat
Elgamal dé che diu nhiing dit liéu riéng tu. Giao thifc nay ddm bao dudc tinh ding dan
ctia két qua dau ra, an toan trong mo hinh ban trung thuc. Giao thiic dugc so sanh vdi
ba giao thiic ndi tiéng: Giao thifc dua trén nhiéu loan ngiu nhién dudc dé xuit trong tai
liéu [64], Giao thic dua trén dong cAu ma trong d6 sit dung hé mat ma Paillier d&€ dam
bao tinh riéng tu clia ngudi dung [35], Giao thdc cubi cung [71] ciing dua trén hé mat
ma Paillier clia cing mdt tic gia trong cong trinh [35], dudc céi thién vé mit tinh toan
va chi phi truyén thong so vdi giao thiic [35]. Giao thic [7] ciing hoat dong tdt hon giai

phap khong dua trén mét ma, mang lai hiéu qua cao biang cach gidm chi phi tinh todn.

Tuy nhién, céc tdc gia trong tai liéu [55] da chi ra hai 106 hong an toan cta giao thic
trong tai liéu [7] va dé xuat giao thic cai tién d€ gidm ting cudng mic do riéng tu cho
ngudi dung truée 16 hdng tiém 4n nay. Hai 16 hdng tiém 4n dudc chi ra nhu sau: L6 hdng
tiém 4n tht nhit, may chi c6 thé thuc hién mot cudc tin cong don gian bing cich di
chéch khdi giao thiic & bude 2 khi tinh gia tri trung binh. M4y chii dudgc yéu cau truyén
phat tich cta tit ca cic ban ma riéng 18 cho ngudi ding va mdi ngudi ding giai ma tich
nay bang khéa bi mat ctia ho. Néu, thay vi gdi tich clia cdc ban ma riéng 18, mdy cha gti
cho tt ca ngudi dung phan dau tién ctia bin ma xép hang va cd clia mot ngudi ding cu
thé (vi du g™), thi gia tri ma ngudi dung tra vé sé 1a (g™ )%, trong d6 a 1a gia tri dudc

chon ngiu nhién dugc st dung d€ ma héa cac xép hang. Sau d6, mdy chi c6 thé dé dang
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giai ma x&p hang ctia ngudi dung bang cach chia xép hang duge ma héa cho:

n

[T 2.2.2)

i=1

L6 hdng tiém 4n thi hai, may chi c6 thé thém mot ngudi dung "gid"khac va chon
xép hang dugc ma hda clia ngudi dung mdt cach thich hop dé danh Itta mot ngudi dung
cu thé cung cip xép hang ctia ho. P& ddm bio giao thiic c¢6 thé loai bé dudc hai 16 hdng
ndy, cic tac gia da su dung thém sé cdi cong khai dé luu trif cidc ban ma hod va gid tri
biAm ctia ngudi dung, yéu cau ngudi dung thuc hién bim cac ban ma va gti gid tri bam
nay cho mdy chi trudc khi giii cic ban ma, dong thdi mdy chii cling phai giii tAt ca cic
ban ma va gia tri bim Ién s6 cdi cong khai dé€ ngudi dung c6 thé kiém tra xem liéu may
chli ¢6 hanh vi doc hai khong. Cac budc bd sung do ngudi ding thuc hién trong dé xuit
méi rd rang da thém chi phi tinh toan dang ké. Méi thong diép M; bao gdm ma héa danh
gid va gin cd cho tiing muc. Do d6, viéc x4c minh H(M;) cho mdi ngudi ding i mit O(n)
thoi gian, trong d6 n 12 s6 luong ngudi ding. Ngoai ra, mdi ngudi dung phai nhan cac
ban ma riéng 18 d€ xac minh gid tri do mdy chii cung cip. Nhan 7 ban ma ngudi diung
méit O(n) thoi gian. Trong giao thic ban dau, chi phi tinh toan cho ngudi dung chi don
gian 1a O(1), vi ngudi dung chi can ma héa tiing xép hang ctia ho. Chi phi tinh todn cho
mot ngudi dung khong phu thudc vao tdng sd ngudi dung trong giao thiic gbc. Trong
giao thiic da stia d6i, sd lugng ngudi dung ciing 1a mot yéu t6 trong chi phi tinh todn clia
mot ngudi dung. Véi mot kich ban ¢6 s lugng 16n ngudi dung, rd rang 1a chi phi tinh
todn clia dé xuét stia ddi sé cao hon dang ké so v6i dé xuit ban dau. Do d6, ton tai mot
su danh d6i ro rang gitta an toan va hiéu suit, viéc dat dugc an toan cao hon phai tra
gia bang viéc ting chi phi tinh todn cho ngudi diing, dic biét 1a khi sb lugng ngudi dung
tang lén.

Mot giao thiic dién hinh gan day do nhém tic gid Verma va cdc cong su dé xuét
trong tai lidu [75], trong d6 céc tac gia da phan tich lai cac 16 hdng clia giao thifc dé xuét
trong cong trinh [7] va giai phap khic phuc dudc dé xuit trong cong trinh [55]. Tur d6
nhom tac gia da dé xuét giai phap khac phuc khac dua trén viéc cong thém céc gia tri
mit na ngiu nhién vao cdc gia tri nhay cam trudc khi thuc hién ma hod cac gia tri nay
nhu trong cong trinh [7], khi nhiing ngudi dung tham gia vao qua trinh giai ma thanh
phan ciing sé thuc hién viéc loai bé gid tri mit na nay dé€ mdy chi c6 thé thu lai gia tri
trung binh ban dau. Giao thdc nay khong nhiing duy tri tinh diing dn va an toan trong
md hinh ban trung thuc nhu giao thiic gbc [7] ma con loai bé dudc cac 16 hdng dude xac
dinh trong [55]. Hon nita giao thiic ciing khong yéu cau ngudi dung hay may chd phai
thuc hién thém qua nhiéu tinh todn nhu gii phép trong [55]. Giao thiic nay c6 chi phi
truyén thong bang véi giao thiic gbc [7]. So véi giao thifc gbc thi giao thifc méi nay chi
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yéu cau mdi ngudi dung tinh thém 2 phép nhan modulo, vi thé chi phi tinh todn clia giao

thiic méi cao hon giao thiic cii mot chut.

Dua trén nhiing phan tich & trén, c6 thé thiy ring cic giao thiic cia nhém tic gia
Verma va cac cong su [75] la giao thic SMAC c6 muc do an toan cao tuy nhién hiéu
sut lai thip hon giao thic gbe [7]. So sdnh vé d6 phic tap tinh todn va chi phi truyén
thong clia ba giao thic dién hinh cho md hinh dit liéu phan tan véi su c6 mit clia bén hod
tr¢ tinh todn dudgc thé hién trong Bang 2.1.

Bang 2.1: So sanh vé hiéu suit va bao mat clia cac giao thiic SMAC dién hinh

Chi phi tinh toan Chi phi truyén thong (bit) | Tinh riéng tu

Moi  nguoi | May Moi nguoi | May

dung chu dung chu
Giai (1+8m)T, + | n(1+ (1 + (1 4+ - M6 hinh bén
phap 2mT,, om)T,,+| 6m)|p| 2m)n|p trung thuc
trong ~ (1922m + | 2mT; +
tai 240) T, 2mTpy,
lidu [7]
Giai (14+8m)T, + (1 + (1 + - M6 hinh ban
phap AmTy + om)|p| + | 6m)n|p|+ trung thuc
trong 2nmT,, 2m|H | 2mn|H | - Mdy chu doc hai
tai liéu | ~ (1924m + nhu dugc chi ra
[55] 2nm + trong tai liéu [55]

240)T,,
Giai (1 + (1 + (1 4+ - M6 hinh ban
phap 10m)T, + om)|p| 2m)n|p| trung thuc
trong 4mT,, - May chu doc hai
tai liéu | ~ (2404m + nhu dudc chi ra
[75] 240)T,, trong tai liéu [55]

Tir két qua so sanh vé do phic tap tinh toan gitta cac giao thic SMAC dién hinh
dudc trinh bay & trén c6 thé thiy ring, cic giao thiic dugc dé xuét trong [68, 93] 1a cic
giao thiic SMAC dién hinh cho m6 hinh ¢6 su hién dién cia mot bén hd trg tinh todn,
dam bio dugc tinh riéng tu clia cic bén tham gia & miic cao, tuy nhién hiéu suét lai thap
hon giao thic ban dau [7], dic biét 1a giao thic trong cong trinh [55].

Vi vay, giao thifc ban dau [7] dugc luin 4n phan tich dé tim ra huéng cai tién dam
bdo miic d an toan cda giao thiic [75] va c6 thé cai tién hiéu suit cia giao thic nay.
Trudc khi thuc hién giao thific ndy, cac bén sé thong nhit cdc tham s6 clia hé mat ma
Elgamal trén trudng hitu han nhu trong muc 1.5.2.5.1. Chi tiét vé giao thiic gbc [7] ducc
trinh bay trong Giao thuc 2.1.
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Pau vao:

n: S6 lugng ngudi dung.

U;: Ngudi dung thi i, v6i i € [1,n].

m: S6 lugng céc gid tri trung binh can tinh.

ri j: Cac s6 nguyén khong am nho hoic vira, 1a cic gia tri bi mat ma mdi U; nam giit
0 < j<m).

max: Gi4 tri 16n nhét trong cic gia tri bi mat ma cic U; nam gii.

Dau ra: Tai trung tam tinh toan (CC):

_ Lingliy
Ri=sr 7,
Pha khéi tao: 16. By =1II1, gixPu;
- Méi U; thyc hién: 17. Giti {A, j,A2,;}7— cho U.
. xi €r 2y Xi = g™, Pha 3: Méi U; thuc hién
2. Gui X; Ch.OACC' 18. for (0 < j < m)
- CC thyc hién: 19. (A% (A))%;

3. X=II. X
4. Gui X ch9 tat ca Us,.
5. Pha 1: Moi U; thuc hién

20. Gti {(A1,))%, (A2,j)% Y=y cho CC.
Pha 4: CC thuc hién
21. for (0 < j <m)

6. For(0< j<m . .

7. af,j;ﬁij’ €R Z?;; 22. G= % = gLi=1ij

8. E(g"i) = (g%, giiX%i); 23. G, = m — glini¢ij

?() flé :..O; . 24. dV =Dlog(p,g,C1,j) =YL, i
it #F0 fii=1 25 42 — Dlog(p,,Ca.j) = Y\ fi]

1. E(ghi) = (ghii, gliixPuy);

12. Giti {E(g/4), E(g%4) )"~ cho CC; 26. Rj= o =357,
Pha 2: CC thuc hién

13. for (0 < j < m)

14. Al,j = H?:1gai’j§ Az,j = H?:lgﬁi‘j;
15. By, =TI g X%

d(l) Z?:l Tij

Giao thitc 2.1: Giao thic SMAC dudc dé xut trong tai liéu [7]

Giao thifc trén c6 mdt s6 van dé c6 thé cai tién dé nang cao hiéu suit cling nhu mic

dd an toan nhu sau:

(1) Pha 1 trong giao thiic cia nhom tac gia Badsha va cac cong su [7] mac du
mdi U; gii cho may chi day dii cd 2 ban ma E(g'/) = (g%i,g"i.X%i),E(gli) =
(gPii, gfii XPii) nhung & pha 2 mdy chi chi giii két qué tinh todn phin dau tién cta
cdc ban ma cho mdi U;. Vi thé, c6 thé cai tién giao thiic & pha 1 bing cach mdi U; chi
tinh va gtii thanh phan dau tién ctia cac ban ma cho CC.

O pha 3 trong giao thiic gbc mbi U; sé thuc hién tinh thanh phin gii ma tucng
ting v6i ngudi dung thi i {(A; )%, (A2;)%} clia cdc bdn ma tdng hop ma CC ndm gii.
Diéu nay din dén viéc CC c6 thé c¢6 hanh vi doc hai [55]: CC khong giii phan dau

tién cta ban ma tong hop (A; ;)% theo qui dinh cta giao thic ma gli phan dau tién
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cia ban ma thanh phan g%/ clia ngudi dung muc tiéu thi i nao d6 va cé thé thu dudc
thong tin vé gia tri riéng tu clia ngudi dung nay. D€ khic phuc 16 hdng nay, giao thiic
c6 thé cai tién nhu sau: thay vi cic bén chi tham gia gidi ma cdc ban ma tdng hop nhu

giao thic gdc thi § pha 3, mbi U; sé thuc hién déng thoi qud trinh ma hoa va gii ma
lJ x%.j gfl J Xﬁl
At (A )

{By; =TI/, & X% By = [T, g/i7.XPii}. Vi thé m&i U; sé khong phai gti riéng
thanh phan thif hai clia cdc bdn ma tai pha 1 nita.

} clia cac ban ma tong hop

thanh phan tuong ting v6i ngudi dung tha i {£ (

(2) Trong trudng hop cic tdc vu tinh todn yéu cau thuc thi giao thic SMAC dé
tinh dong thi m (m > 2) gia tri trung binh, bién thé cii tién & trén chi st dung ny =
{% +4/2m+ %—| cip khoa riéng va cong khai ma khong lo ngai vé su an toan, trong khi
nhiing lugng khéa nay cla cic giao thifc dién hinh [7,55,75] déu 1a 1 +2m. Dic biét 1a
ddi v6i cac ing dung chuyén biét yéu cau tinh todn dong thdi nhiéu gid tri trung binh chi
trong mot vong tinh toan (vi du: bai toan PPRS).

(3) Bén canh d6, hiéu ning cta giao thic gbc con ¢ thé ting 1én bang cach ting
dung cdc hé ma trén dudng cong elliptic. Piéu nay sé 1am cho dung luong can trao ddi
gilta cdc bén va chi phi tinh todn gidm di dang ké.

Chi tiét y tudng cdi tién dudgc trinh bay trong Bang 2.2.

Béng 2.2: Chi tiét cai tién so véi giao thic gbc

Giao thitc goc Peé xuit cai tién
Pha khéi | X; = g% {KPU; j = g-vii} e
tao X=IT" X
Pha 1 {E(g i) = (g%i,8" X %) YT,
(E(gh) = (gP.g/0 XPo)},
Pha 2 {A1; = H?:lgai’j}Tzl {KP,j =TI, KPU; ,J}] 1

Az =TI g}
{B1y =TIL, g X7y

{Ba; =TT g7 XPi}

Xi X ria.j Xal'j
Pha 3 Ay LAY B = X
fl,.]'Xﬁl,]
B2 =
By ;
Pha 4 Crj= i Cj =11 By
i=1411,j C H B
C L 2.] 2aJ - i=1 27/
20 T Ay
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2.2.1.2. Tinh do tuong tw co bdo mdt

Bai toan tinh dd tuong tu cosin ¢c6 dam bao tinh riéng tu (Secure multiparty sim-
ilarity computation - SMSC) da thu hiit dugc rit nhiéu su quan tdm trong gidi nghién
ctiu. C6 hai céach d€ xay dung mot giao thic SMSC: phucng phap ma hda va phuong
phap théng ké. Trong phan nay, cic giao thiic SMSC dién hinh theo phuong phap ma

hoa s€ dugc xem xé€t toan di€n ve ca thudc tinh bao mat va hiéu qua.

C6 thé ké dén céc giao thidc trong cdc cong trinh [36, 76] dudc tng dung cho bai
toan xac thuc c6 dam bao tinh riéng tu. Tuy nhién day la giao thuc tinh do tuong tu
gitta hai vector riéng ctia hai bén. Trong céc tai lidu [37,66] da dé xult giao thic tinh
do tuong tu gitta hai bén st dung hé mat dong cau toan phan Cheon-Kim-Kim-Song ap
dung cho bai toan xac thuc giong néi va so khép van ban c6 dam bao tinh riéng tu. Giao
thiic SMSC cho bai toan khai phd dit liéu dif liéu c6 ddm bdo tinh riéng tu dugc dé xuat
trong tai liéu [46] dbi v6i nglt canh hai bén s dung hé mat Pallier. Cac gidi phap nay
déu dé xuét cho md hinh hai bén, mdi bén sé hitu mot vector bi mat vi thé khong thé ap

dung vao bai toan cia luén an.

Céc giao thiic SMSC dugc dé xuat trong cac tai liéu [7,55,75] cho bai toan hé tu
vAn ngudi diing ¢6 dam bdo tinh riéng tu phit hdp v6i mo hinh bai todn ctia Luan 4n tuy
nhién: mic du giao thiic trong tai liéu [7] c6 hiéu suat t6t tuy nhién lai ton tai 16 hdng an
toan tiém 4n khi mdy chi c6 hanh vi doc hai nhu da dudc chi ra trong tai liéu [55]. Giao
thifc trong tai liéu [55] da loai bd dudc cdc 16 hong nay bing cach st dung s6 cdi cong
khai va giai phdp bim cdc gid tri bAn ma dudc gii bdi ngudi dung, didu dé lam gidm
dang ké hiéu sut. Mot giao thic gan ddy trong tai liéu [75] dudc dé xuat nham nang cao
hiéu suit hoat dong ctia giao thiic [55] ma van ddm bao loai bé dudc cac 16 hdng cia

giao thic trong cong trinh [7]. Tuy nhién hiéu suét ctia giao thiic nay van chua cao.

Vi thé, Luan 4n thiét ké giao thiic méi nham loai bd dudc céc 16 hdng ctia giao thic
trong cong trinh [7], dong thdi nang cao hiéu suét cla giao thic trong cong trinh [75].
Trudc khi thuc hién giao thiic, cac bén sé théng nhit cac tham s6 ctia hé mat ma Elgamal
trén truong httu han nhu trong muc 1.5.2.5.1.

Trong pha khéi tao, moi U; s€ phai chudn bi mot cdp khod (x;, X; = g%) va gitii cho
CC d¢€ thyc hién tinh khod cong khai chung X = [T, X;. Khod cong khai chung nay
dugc gtii cho tat ¢ U; dé€ diing cho qua trinh ma hod cic gid tri riéng tu cia minh. Sau
do6 & pha 1, mo6i U; ma hod gid tri binh phuong, gid tri tich cla tiing cdp gid tri riéng
tu st dung khoa cong khai chung X va gti cho CC. CC s€ thuc hién tinh cac ban ma
tong hop va glii thanh phan thi nhét clia cdc ban ma nay cho tit ca U; & pha 2. Trong
pha 3, mbi U; sé thuc hién tinh cac thanh phin gii ma tuong ing cia minh cho ban
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Pau vao:

n: S6 lugng ngudi dung.

U;: Ngudi dung thi i, v6i i € [1,n].

m: S6 lugng céc gid tri trung binh can tinh.

giti.

D?\u ra: Tai trung tam tinh toan (CC):

rij»rix: Cdc sO nguyén khong &m nhd hodc vira, la cac gid tri bi mat ma mdi U; nam

max: Gia tri 16n nhit trong céc gid tri bi mat ma cic U; nim gii.

5. X =T, X

6. Gii X cho titca U,.
Pha 1: Méi U; thuc hién
7.€i1,Ci2,Ci3 ER Ly

8.E(g '2')—(gci1 gizj L XCil);

0. E( ) ( Ci2 gl] thz)

10 E( rl/r’k) ( Ci3 grl]rlk XC13)
2

11. Gti {E(g"i"ix),E(g ;j),E(gz,k)} cho

CG;

Pha 2: CC thuc hién

12. Ay =1L, 8%

13A2 = ?:1gci,2;

14A1 :H;l:l gclz3’

15. Bl = ?:lgri,j . X ¢l

2
16. B, =1, gk . X¢i2
17. B3 = H?:l VijTik . XCi3

18. Gui {Al,Az,A3,Bl,Bz,B3} cho Ul‘.

Z, 17,7k

\/Zl I zj\/zl ik
Pha khdi tao: Pha 3: Mo6i U; thuc hién
1. - Méi U; thuc hién: 19. (Ay)%;
2. X; €ER Zq, 20. (Az)xi;
3. Xi=g"; 21. (A3)™;
4. Gui X; cho CC. 22. Gui {(A})*, (A2)", (A3)%} cho CC.
- CC thuc hién: Pha 4: CC thu’c hién

72

23C] H:L( ) =g l llj
— L — Z‘fi: i7 .
24. CZ— ?:gAz)xl —g nl k’
25.C53 = ﬁ = gzizlrl}j'ri,k;
26. d; :Dlog(p g;CI) l 1 lzj’
27. dy =Dlog(p,g,Ca) = L1 1%
28.d3 = DlOg(P 8:C3) =X rij riks
Yo Tik
29. 8= =L ;
/ \/7\/7 \/anl]\/zlllk

Giao thitc 2.2: Giao thiic SMSC ban dau [7]

ma tong hop va giii chiing cho CC. CC sé thuc hién gidi ma cac ban ma tdng hop, thuc

hién tinh logarit r0i rac dé€ thu dudc céc gid tri tong hdp va tinh cac gia tri do tuong tu

z 17ij-Tik

\/Zl 1 1/\/21 1 1k

Phan tich giao thtic trén v nhan thdy y tudng phat trién ctia giao thic nay tuong tu

v6i giao thiic SMAC [7] chi khac vé s6 lugng cac thong tin can tinh todn va trao d6i. Vi

thé, cic van dé ton tai v6i giao thifc nay sé gidng véi giao thiic SMAC [7].
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2.2.1.3. Dé xudt ¥ tudng cdi tién

Xem xét trudng hop can thuc hién tinh nhiéu gi4 tri trung binh va do tuong ty cia
cip muc tin v6i tdp m (m > 2) muc tin. Trong cdc giai phéap trude day [7,55,75] dé c6
thé tinh gi4 tri trung binh xép hang va do tuong tu gilta cac ciip muc tin cla tip muc tin
(ttic 1a can tinh tip cac gid tri trung binh A nhu cong thic (2.2.3) va tip cic gid tri do
tuong tu S nhu cong thiic (2.2.4)) can thuc thi 01 1an giao thic tinh trung binh xép hang

muc tin va 01 1an giao thic tinh do tuong tu gitta cdc cip muc tin.

Zr'l:ﬂ’i,l Zr'l:ﬂ’i,m
A:{alz,’i—‘,...,am:;—’} (2.2.3)
Z?lmriz Y Tim—1-Tim

(2.2.4)

S={S =

\/Zz 1 ,1 \/Zz 1 12 \/Zz 1rlm 1\/2 17im

- C6 thé thy trong céc giao thiic trudc day mdi gia tri bi mat clia ngudi dung sé
st dung hai cip khoa riéng va khoa cong khai d&€ ma hod. Do d6, néu mdi ngudi dung
st dung ny cdp khoa riéng va khod cdng khai thi ngudi ding d6 c6 thé ma hod 1én tdi
C2 = M gia tri riéng tu. Vi thé mbi ngudi dung chi can chuén bi n; cip khod riéng

m(+)

va khoa cong khai thay vi + 1 cdp nhu trong cac giao thuc trude day, trong dé ny

dudc tinh theo cong thuc sau:

ng = Bﬂ/m(mjLS) +H (2.2.5)

m(m+5)

: (2.2.6)

- CC tong hop n; ban ma clia cac gid tri tong tlf cdc ban ma clia cac bén, sau d6 tinh
ban rd ctia ng, ban ma téng hop nay bing cach chi thuc hién thut todn vét can mot 1an vi
cic bai todn logarit rdi rac c6 ciing khong gian nghiém (tic 1a {0,1,...,n.max*}, trong

d6 max 1a gid tri 16n nhit trong ctia gia tri xép hang ma mdi ngudi dung c6 thé ndm gii).

Tir cdc phan tich nay, phan tiép theo giao thifc tinh dong thdi nhiéu gid tri trung
binh va do tuong tu hiéu qua dudc dé xuit dua trén y tuéng gdm hai bude chinh nhu sau:

Budc 1: Thiét ké lai giao thirc trong [7] b?lng cach:

- O pha khdi tao: chi yéu cau mdi U; sit dung ny cip khod, tuong ting CC chi tinh
ni khod cong khai chung dung cho qua trinh ma hod cac gid tri riéng tu ciia ngudi dung

thay vi ng + 1 cap khoa.

- O pha 1: yéu ciu mdi U; thuc hién ma hod cdc gid tri riéng tu ctia minh bing khod
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cong khai chung va giai ma thanh phan st dung khoa bi mat tuong ting ctia minh.

- O pha 2: CC chi tinh c4c ban ma tdng hdp ctia cic gia tri trung binh, cic gia tri
do tuong tu va thuc hién tinh logarit rdi rac mot 1an tat ca cac gid tri nay.

Budc 2: Chuyén ddi giao thite dugc thiét ké lai & bude 1 sang mét bién thé st
dung hé mat ma trén duong cong Elliptic.

Tt c4c phan tich ndy, phan tiép theo trinh bay giao thiic tinh dong thdi nhiéu gia tri
trung binh va do tuong tu c6 bao mat hiéu qua dugc dé xuat. D& xuit nay dugc cong bd
trong cac Cong trinh [CT3], [CT4], [CT6].

2.2.2. Giao thitc dé xudt

Giao thic dé xuat ciing gia thiét CC bén tin cdy gidng nhu giao thic gbc [7] va vi
thé CC sé& khong thong dong dé tiét 10 xép hang ctia ngudi ding. Giao thidc trong cong
trinh [7] dudc thiét ké lai theo y tudng cai tién sd 1 da dugc dé xuit trong muc 2.2.1 va
dudgc giao thiic tinh dong thdi nhiéu gid tri trung binh va do tuong tu c6 bao mat cai tién
dugc md ta nhu trong Giao thic 2.3. Giao thiic cai tién cling st dung hé mat Elgamal
trén truong hitu han giéng véi giao thic ban dau [7], cic tham sé dudc mo ta trong muc
1.5.2.5.1.

Céc gia tri Y/, a; j khong qua 16n nén viéc tinh logarit rdi rac khong kho.

2.2.3. Phan tich tinh diing ddn
P& cho thiy tinh diing din cta giao thiic dé xuét, luan 4n chiing minh ménh dé sau:

Ménh dé 2.1. Giao thiic tinh dong thoi nhiéu gid tri trung binh va do thOng tu c6 bdo
mdt tinh ding cdc gid tri trung binh xép hang cua cdc muc tin R; = %;1 f va cdc gid
i=1J1,j

, 17i,jTik

\/Zl 1 lj\/z’l 1 tk

Chiing minh. Ta c6 sa; = Dlog(p,g,max*,A;) nén:

tri do tuong ty gitia cap muc tin S = voi 0 < j<k<m.

ksu; .

KFE)

—ksu;

gsaj:Aj: - (galj KP
H;z lgal] H S k
_ KF,

ksul it

a; ksu ksu;
Hlnlgzjnn zkatlg it
Hn ksult Hn ksuiJ(

i=1

=11, g% = g&:]ai,j

1=

Do 0 < j<mnéna;;=r;;, vay:
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Pau vao:

n: S6 lugng ngusi dung.

Uiz Ngudi dung thi i, véi i € [1,n].

m: SO lugng cac gia tri trung binh can tinh.

RM: Ma tran xép hang ctia nhiing ngu’dl dung ddi véi cac muc tin, trong do:r; j: Cac )
nguyén khong &m nho hoac vua, la cac gid tri bi mat ma m01 U; nam git (0 < j < m).
max: Gia tri 16n nhét trong cac gi4 tri bi mat ma cic U; nam gii.

Dau ra: Tai trung tam tinh toan (CC):

Yo, Yo, Tik 2o .
R;=&FLH S , Voi0<j<k<m.

Z; 1fl1 \/Zl 1 ,j\/zl 1 zk /
* Pha khdi tao: 19. for (0 <t <np—1)
- Méi U; thuc hién: 20. for(t+1 <k <ny)
1. for (0 < j < ) 21, AU, ;= g% KP, " KPP
2. ksujj €g Ly KPU; j = = ghsuij; 22. j++;
3. Gt {KPU,J}'J’.":O] cho CC. 23.  if(j==ny—1) break;
- CC thuc hién: 24. if (j==mny—1) break;
4. for (0 < j < ny) 25. Giii {AU; ;}'' cho CC.
5. KP;=]I.,KPU,;; * Pha 2: CC thuc hién
6. Gti {KP;}5, { cho {U;}L_|; 26. for (0 < j <ny)

P n -

* Pha 1: M4i U; thuc hién 27, Aj =1 AU
7.for (0< j < m) 28.sa=Dlog(p.gmax’,A);
8. aii=riifii=0: /*Su duyng thuat toan vét can mot lan

i,j — li,j>Ji,j — VY /e . .
9. if(r; £0) fi; = I; v6i A = {A;,j € [1,n]}, sa = {saj,j €

) ) S
10. for (m < j < 2m) L}/
. 29. for (0 < j <m)
11. al,]_ﬁ7j—m’ 30 R_ Saj .
12. for 2m < j < 3m) : J 7 sajim’
13. aij=rijom: rij—2m 31.1=0; _
4. for(O<t<m—1) 32.for(0<j<m—1)
15. for(t4+1<k<m) 33. f0r(j+1<k§3m3
) m+

16 al] rlt rlk, 34 S],k \/W\/ma
17. j++; 35. [++;
18.7=0;

Giao thite 2.3: Giao thic tinh dong thdi nhiéu gi tri trung binh va do tuong tu c¢6 bao
mat
g8 = gLiz1%ij = gXini7ij
Vi thé sa; = Z?:] Tij-
Theo cach tuong tu ta c6 saj, = Y1, fi j» do do

_2?1”!/
Rj=$r 7

A 2 2 " .
Do 0 < j <k < mnén A2m+j = T j» Q2m+k = Tjp> @3m+l = Tij-Tik- Vay gtdm+j =

n 2 n 2
gZ?:l Gidmtj = ghi=1 i, gimtk = g):;»lzl i ik — g2i=1 ik, gSBm+ = gZ?:l Aidmyl — gZ?zl TijTik

Do do, ta co:
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S = SA3m 41 _ Y tijTik
17 - . - '
VS@mj/S0mk \/ Yigr 121\/ Y
Ménh dé dugc chiing minh. O

2.2.4. Phan tich tinh riéng tw

D& cho thiy miic do an toan clia giao thifc tinh dong thdi nhiéu gid tri trung binh

va do tuong tu c6 bao mat dudc dé xuat, can chiing minh ménh dé sau:

Ménh dé 2.2. Giao thiic tinh dong thoi nhiéu gid tri trung binh va dé tuong tw ¢é bdo
mdt ddm bdo tinh riéng tw cua méi nguoi dung trong mo hinh bdn trung thuc trong
truong hop khéng co su thong dong giita cdc bén. Trong truong hop co sy thong dong
lén dén téi da n — 2 nguoi dung, giao thiic vdn bdo vé tinh riéng tu ciia nhitng nguoi
dung trung thuc.

Chiing minh. Dau tién, luan 4n cin ching minh ring giao thic dé xuit ddm bao tinh
riéng tu trong md hinh ban trung thuc trong trudng hop khong c6 su thong dong gitta
cac bén. Trong giao thic, mo6i ngudi dung U; chi gui cdc gid tri AU; ; (j € [0,n;)) theo
cong thic (2.2.7) trong mot ludng giao tiép t6i CC. Ching ta c6 thé thiy AU;, j chinh la

N X gea 5 ” ~ ksu;
phan dau tién clia ban ma (z; ;.KP, e

gksik) trong hé mat Elgamal. Trong do: Zij=
. —ksujt 1« 1o~ < e %  n N PN .

g“i.KP, i1 12 ban 10, ksu; i €R ZZ la gia tri ngau nhién dudc chon va khoa cong khai

chung KP, dugc st dung d€ ma hod va khong ai c6 khod bi mat Y7 ksu;, tuong tng.

—ksu;

AU; ;= g% .KP,

ksu; i

KP (2.2.7)

Vi ksuj g, ksuj; €g Z;, g 1a phan ti sinh cia mot nhoém con nguyén t6 16n Z, nén
v6i moi phan tif ¢6 dang y = g* mod p véi x Eg Zg4 la duy nhét, thudc tap ZLg va déu 1a
phan ti sinh cia nhém nay, do do:

1
Pr(t < {z,j,AUi j Yie1 n),jelony) D) = 1) = Z] (2.2.8)
q

Vi thé bd mo6 phdng c6 thé chon bat ky tip cac gid tri bAn ma ngiu nhién ctia hé
mat ma Elgamal ta déu c6 tap hop thong diép do bd mo phdng sinh ra va tap hop thong

diép do giao thidc thuc sinh ra déu la céc tip phan phdi déu rdi rac trén Z nén:
— = ¢ —
{M(I,XI,f](x))}xe({o’l}*)n = {VIEWXZI(X)}XE({O,I}*)" (229)

Theo Pinh nghia 1.5 giao thic dé xuit ddm bao tinh riéng tu clia cic bén tham gia

trong mo hinh ban trung thuc trudng hop khong c6 su thong dong giita cac bén.
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Tiép theo, ludn 4n can chitng minh giao thic dé xuit bdo vé tinh riéng tu ctia moi
ngudi dung trung thuc truée su thong dong ciia 1én dén tdi da n — 2 ngudi dung thong
dong. D€ chitng minh, can chi ra mot trinh md phong M (con dudc goi 1a thuit toan thoi
gian da thiic) mo6 phéng ché do xem chung ctia nhitng ngudi dung thong ddong va sau dé
trinh md phdng nay dugc két hop vdi trinh mo phéng cho mi héa Elgamal dé thu dugc
mot trinh mo phong hoan chinh. P& 1am nhu viy, vé cd ban, can chi ra mot thuit toan
thoi gian da thifc dé tinh todn ché do xem chung cta nhiing ngudi dung thong dong. Mo
phdong dua trén nhiing gi nhiing ngudi dung thong dong da quan sat dudc trong qua trinh
thuc hién giao thidc chi st dung thong tin clia ngudi ding thong dong va khéa cong khai.
Thuat toan cho dau ra 1a cic gid tri m6 phéng cho cic ban ma héa dudc tao bdi mot trinh

mo phong ma hoa Elgamal.

Khong mét tinh tdng quat, gia st U; va U, khdng thong dong va nhiing ngudi ding
U; 1a nhiing ngudi dung thong dong (i € I = {3,4,...,n}). Do d6, thuat todn M chi can
mo phong tinh todn cho céc gid tri AU, ; va AU, ; (j € [0,ny)). Duéi ddy la trinh bay chi

tiét vé trinh md phong M.

ksu;
' ulz.H- KPU, "
L= ok - (2.2.10)
uz1-[lier KPU, ,°
w1 [lie; KPUS ™
/ 211 lier 2.k
AU, ;= - o (2.2.11)
”12-HieIKPU2,t ’
Trong do:
.(u12;V12) _ (gal,j.gksul_’,.ksulk,gksul’t)
.(u217v21) — (gaz"j_gksuz,,.ksul’k’gksult)
Vi cac gia tri ksuy ;, ksuy;, ksuy i, ksuo . €Eg Zj] nén:
!/ ! 1
Pr(t + {AUl’j,AUzJ}jE[o’ns),D(t) =1)= Z] (2.2.12)
q
Két hop v6i cong thiic (2.2.8) ta co:
o ¢ _
{M(I,xl,fl(x))};ce({o’l}*)n = {VIEWATI(X)})?E({O,I}*)” (2213)

Trinh mo6 phéng M & trén da thoa man Pinh nghia 1.5, do d6 giao thiic bao vé tinh
riéng tu clia cdc bén trung thuc trudc su thong dong cia 1én téi n — 2 bén thong dong.
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Déi v6i kich ban hanh vi doc hai cta trung tim tinh toan nhu dudc dé cip trong

cong trinh [55], giao thiic dé xuAt van ddm bao tinh riéng tu cho tit ca ngudi dung trung

thyc. Khong mét tinh téng quét, gia st ring CC mubn biét gia trj 1 .

O pha khdi tao, CC sé giii cho {Ui}icji o KP| = KPU, | = gl thay vi KP) =

[T, KPU; 1 nhu quy dinh cua giao thic.

Vi {ksui71}i€[17n] €R ZZ nén:

Pr(D(KP))=1)=Pr(D(KP]) =1) =

Trong pha 1, mdi U; sé tinh gid tri:

“kS”LO ksuhl

AU/ = g0 .KPU, """ KP,

1

va gui cho CC thay vi:

ksuhl

AU = g0 KPU, " K P,

Vi {ksu,-70,ksu,-71},-€[1,n] €R Z; nén:

Pr(t < {AU; g }icp1 ) D(t) = 1) = Pr(t = {AUo}icpy s D(1) = 1)

Pha 2: CC thuc hién tinh:

n
—ksu; ksu; 1 Y ksug g

Ay =Y g0.KPU, "0 KB = gEiTio K Py
i=1

Do {ksu; | },«6[27”] €R Zy ta co:

Pr(D(Ap) =1) = ’Z%

Tu cong thuc (2.2.14), (2.2.17) va (2.2.19) ta co:

C
{KP[,AU]y,A0}ic(1,n) = {KP1,AU; 0, A0} ic[1

(2.2.14)

(2.2.15)

(2.2.16)

(2.2.17)

(2.2.18)

(2.2.19)

(2.2.20)

Do d6 giao thiic dé xuét bdo vé dudc tinh riéng tu cia cac bén tham gia truc hanh

vi ddc hai cta trung tam tinh toan nhu dudgc chi ra trong [55].

Theo Dinh nghia 1.5, ménh dé dudc chiing minh.
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Tir d6 cho thiy giao thifc dé xuét c6 mifc d6 an toan cao hon giao thifc gbc va duy

tri mic d6 an toan so véi giao thiic cai tién [75].

Cubi cung, miic do an toan cua giao thic dé xuit dudc danh gia trudc nhitng tin

cong pho bién.

Trong giao thic dé& xult, cac bén tham gia dudc gia dinh 13 tuan tha giao thifc va

giao tiép thong qua mot kénh an toan vi thé céc tn cong bén ngoai dudc loai bo.

Débi v6i cac so dd ma hoa khéa cong khai, ba md hinh tin cong thudng dudc st
dung d€ phan tich tinh an toan 1: tAn cong bang vin ban gbc dudc chon (CPA), tin cong
bang vin ban ma héa dudc chon khong thich ting (CCA1) va tan cong bang vin ban ma
hoa dude chon thich tng (CCA2). CCA2 manh hon CCA1 va CCA1 manh hon CPA. Ma
hoa Elgamal dudc chiing minh 1a an toan truéc CPA, khong an toan truéc CCA2 va dugc
phdng doan 14 an toan truéc CCA1, nhung chua cé bang chiing chinh thic. [81]

Nhu di dudc chiing minh trong Ménh dé 2.2, giao thic dé xuét Ia an toan ngi
nghia, tiic 12 giao thiic chéng lai dudc tan cong lua chon ban 1o (CPA).

Thém vao d6, trong giao thifc dé xuit:

- Céc cip khod dudc st dung déu la cip khoa sit dung mot 1an duy nhét trong mdi
1an goi giao thiic.

- Khong ¢6 hoat dong giai ma dién ra trong giao thic, trung tAm tinh toan chi don
gian 12 t6 hop cac ban ma dé thu dudc két qua can tinh.

- Gi4 tri ban ro truéc khi ma hod da dudc bd sung thém mot I6p mit na 12 mot
gi4 tri dudc Iva chon dong nhét, ngdu nhién trong Z*, vi thé cho du ké tn cdng c6 toan
quyén truy cap bd gidi ma véi mot khod nhat dinh (CCA2) thi tinh riéng tu cta dit liéu
dau vao clia ngudi dung van dudc ddm bao:

Gia st ké tin cong thuc hién CCA2 thanh cong va tim dugc ban ro can tim

—ksu;

2= Dy, (AU j) = g% .KP, (2.2.21)

Do ksuhtie[l’n]) €R ZZ nén ta co:

1

Pr(D(z)=1) = Z
q

(2.2.22)

Vi vay giao thiic dé xuat an toan CCA2 véi cac gia thuyét trén.



54
2.2.5. Phdn tich tinh hiéu qua

Trong phan ny trinh bay vé viéc so sanh giao thic dé xuit véi giao thic gbc [7]
va giao thic [75] (dugdc goi la giai phap 1 va giai phap 2 tuong tng). Cac giao thic dugc
d4nh gia vé chi phi truyén thong, chi phi tinh. Di v6i mbi gidi phdp xem xét do phiic
tap tinh toan va chi phi truyén thong cta tiing giai doan. Trong d6 n 1an luct 1a s6 lugng

cac bén tham gia tinh toan.

Céc giao thuc s€ st dung hé mat Elgamal kich thudc khoa bi mat 160 bit va khoa
cong khai 1024 bit [42], vi thé mdi thong diép sé c6 kich thude 1a |p| = 1024 bit.

2.2.5.1. Ddnh gid vé chi phi truyén thong

Chi phi truyén thong dudc tinh toan dua trén sd luong muc tin va ngudi dung trong
hé théng.

Trudc tién qua trinh thuc thi cua giai phap 1 va giai phap 2 dudc luan an xem xét.
Trong pha khdi tao, moi ngudi dung sé phai gui 1 thong diép t6i CC va CC ciing phai gui
1 thong diép dén tit ca cic bén tham gia. D€ tinh cac m gia tri xép hang trung binh, mdi
ngudi dung sé phai glii 4m thong diép & pha 1 va 2m thong diép & pha 3, vi thé sb lugng
théng diép ma mdi ngudi dung can gilii cho CC 1a 6m; CC phai gtii 2m thong diép cho
tat c4 nhitng ngudi dung trong hé thdng & pha 2, vi vy sb luong thong diép ma CC phai
gtii 12 2nm. Do d6, dé tinh m gia tri xép hang trung binh, mdi ngudi dung sé phai g 6m
thong diép va CC phai gti 2nm thong diép. Tuong tu dbi v6i qud trinh tinh do tuong tu,
dé tinh ™~ ( D gid tri do tuong tu, mdi ngudi dung sé phai g 3m? +3m thong diép va CC

( 1)

phai gti ~ thong diép. Do d6, dé tinh tit cic cac gid tri trung binh xép hang va gia

tri do tuong tu’ cho m muc tin thi mdi ngudi dung phai gt 6m + w +1= w

nm(m+1) n(m?+5m+2)

thong diép va CC can gii 2nm + "0 4y = 5

Déi véi gidi phap dé xut, dé€ tinh cac gia tri cdc cdc gid tri trung binh xép hang va
gid tri do tuong tu cho m muc tin thi moéi ngudi dung phai gui ny (n; dudc tinh theo cong
thiic (2.2.5)) thong diép & pha 1 va (m+5)
diép & pha 2. Nhu vay, mdi ngudi dung s€ phai gui ny +

thong dié€p 6 pha 3, CC sé phai gui nin thong

( ) thong diép, CC sé phai

gui ng.n thong diép. Ta co:

1 1 1 1
ng = [E—H/m(m—l—S)—l—Z—‘ < [E—i—m—i—vSm—i—E—‘ =m+v5m+1<1,5m+3,5

(2.2.23)

Suy ra:
m(m+5)

5 <0,5m*+4m+3,5 (2.2.24)

ng
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Bang 2.3 tém tat cac chi phi truyén thong dé thuc hién tinh cic gid tri trung binh,
tinh do tuong tu cua ngudi dung va CC.

Bang 2.3: Bang so sanh chi phi truyén thong giita cac giao thiic

Ngudi dung Trung tdm tinh toan
Giao thic [7,75] | |p|(1,5m* +7,5m+1) n|p|(0,5m*> +2,5m+1)
Giao thic d& | |p|(m + ")) < |p|(0,5m% + | |p|.n.nmg <n|p|(1,5m+3,5)
xuét 4m+3,5)

Tir két qua trén c6 thé thdy ro giao thic dé xult c6 chi phi truyén thong hiéu qua

hon hai gii phap con lai. Nho viée thiét ké lai giao thiic gbc gitp giam dang ké sb lugng

thong diép can trao d6i ctia cac bén: mdi U; chi can giii ny + (m+5)

3m+15m42 s nlm 24 5m+2)
2 2

thong diép va CC

chi phai gui n.n; thong diép thay cho
thiic dién hinh.

thong diép cua cac giao

2.2.5.2. Ddnh gid vé chi phi tinh todn

B4&i vi chi phi tinh toan ctia cac giao thiic chii yéu lién quan dén thdi gian thuc thi
tinh toan phép nhan, phép luy thira, phép nghich dio modulo ctia cac sb6 nguyén 16n,
phép tinh logarit rdi rac véi sd nguyén 16n. Do d6 chi phi tinh todn cla céc giao thiic

dudgc danh gia thong qua cac phép toan nay.

Trudc tién qua trinh thuc thi cua giai phap 1 dudc xem xét. Trong pha khdi tao,
mdi U; sé phai thuc hién 1 phép tinh luy thita modulo va CC phai thuc hién n phép nhan
modulo. D€ tinh m gia tri xép hang trung binh, mdi U; sé phéi thuc hién 8m phép luy thira
modulo va 2m phép nhan modulo va CC phai thuc hién 6mn phép nhan modulo, 2m phép
nghich d4o modulo, 2m phép tinh logarit roi rac. Tuong tu di v6i qud trinh tinh do tuong
tu, dé tinh ( D gid tri do tuong tu, moi U; s€ phai thuc hién 2m(m + 1) phép luy thira

modulo, m(m—H) 3nm(m—|—1)

(m+l)

phép nhan modulo va CC phai thyc hién
(m+1)

phép nhian modulo,
phep nghich ddo modulo, phép tinh logarit rdi rac. Do d6, d€ tinh tit ca
cac gia tri trung binh xép hang va gia tr1 do tuong tu cho m muc tin thi mdi U; phai thuc

hién 1+ 8m+2m(m+1) = 2m? + 10m+ 1 phép luy thira modulo, 2m + ™ (mH) — m2J2r5m

phép nhan modulo va CC phéi thuc hién n + 6mn + 3"m(m+1) n. 3 “5’"” phép nhan
modulo, 2m + (m;l) = m(";+5) phép nghich dio modulo m +5’" phep tinh logarit roi

rac.

Tiép theo, qua trinh thuc thi ctia gidi phdp 2 dudc xem xét. Gidi phap 2 va giai phap
1 chi khac nhau vé chi phi tinh todn ctia ngudi dung. D€ tinh m gia tri trung binh, méi U;

sé phai thuc hién 10m phép luy thita modulo, 4m phép nhan modulo. Dé tinh ~ ( D) gia



tri do tuong tu, moi U; sé phéi thuc hién

56

(m+ )

phép luy thira modulo, m(m + 1) phép

nhan modulo. Vi vy, d€ tinh tit ca c4c gid tr1 trung binh xép hang va gi4 tri do tuong tu

cho m muc tin thi mdi ngudi dung phai thuc hién (1 + 10m +
luy thira modulo, (4m+m(m+1) =

Sm(m—H)

5m2425m+2 4
5 phép

m(m+5)) phép nhan modulo.

Db6i v6i gidi phap dé xuat, dé tinh tit ca cdc gia tri trung binh xép hang va gi4 tri

dd tuong tu cho m muc tin thi moi ngudi dung phai thuc hién ny +

modulo, ("HS)

hién n.(ny —|—

phép nhian modulo,
(WH—S) )

(m+5)

Sm{m+5) +5) phép luy thua

phép nghich dao modulo va CC phai thuc
phép nhan modulo, 1 phép tinh logarit rdi rac. So sanh chi tiét vé

chi phi tinh toan glﬁ’a cac giao thic dugc trinh bay trong Bang 2.4.

Bang 2.4: So sanh chi phi tinh toan gitta cc giao thuc

Nguoi dung

Trung tdm tinh toan

Giao thuc [7]

(2m?* 4+ 10m + 1)T, + (0,5m* +
2,5m)T,

~  (480,5m> + 2402,5m +
240)T;,

n(l,5m*> + 7,5m + 1T, +
(0,5m> + 2,5m)T; + (0,5m* +
2,5m)TDL

Giao thuc [75]

(2,5m> +12,5m+ 1) T, +m(m +
5)T;,
~ (601m? 4 3005m +240)T,,

~ n(7,3m* + 36,5m + 1)T,, +
(0,5m? +2,5m)Tpy

Giao thic dé

xuat

(e + 1,5m> + 7,5m)T, +
(0,5m> + 2,5m)T,, + (0,5m> +
2,5m)T;
< (1,5m* + 9m + 3,5)T, +
(0,5m? + 2,5m)T,, + (0,5m> +
2,5m)T;
~ (336,3m*> + 2191,5m +
840)T,,

(nk+0 5m —|—2 Sm) m—f—TDL
<n(o,5m2+4m+3,5)T +Tpr

Tir bang két qua nay ta c6 thé thy chi phi tinh todn ctia gidi phap méi thap hon cac

giao thifc con lai. Két qua nay 12 do viéc thiét ké lai giao thiic [7] di gitp gidm sb lugng

cdc gia tri can tinh todn ctia mdi U; trong pha 1 va pha khéi tao tit
gidm sd luong cdc gia tri can tinh todn ctia CC trong pha 2 va pha khéi tao tir

xudng ny, giam sb luong cac phép tinh logarit rdi rac tir

2 2
m-+5m+2 A
=57 xuong ny,

m2+5m+2
2

2 Z
m-+m A ~
5= xuong con 1.

2.2.6. Chuyén déi giao thitc dé xudt sit dung hé mdt duong cong Elliptic

P& tiép tuc nang cao hiéu suit, giao thiic dé xuat dudc chuyén ddi sang mot bién

thé st dung hé mat ma trén dudng cong Elliptic theo y tudng cai tién sb 2 da dudc dé
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xuat trong Muc 2.2.1. Vi hé mat ma Elgamal trén trudng hitu han va trén dudng cong
Elliptic 12 tuong ddng nén véi ciing mic do an toan thi tinh ding dan va tinh riéng tu ctia
giao thiic khi chuyén d6i sang st dung hé mat dudng cong Elliptic sé tuong duong véi
giao thic ban dau st dung hé mat ma Elgamal trén trudng hitu han. Do d6 trong phan
nay chi phan tich vé tinh hiéu suét ciia giao thiic chuyén ddi nay so véi giao thiic ban dau

st dung hé mat ma Elgamal trén trudng hitu han dugc mo ta trong Muc 2.2.2.

Trong d6 cac tham sb hé théng dudc thiét 14p nhu mo ta trong Muc 1.5.2.5.2. Chi
tiét giao thic tinh dong thdi nhiéu gia tri trung binh xép hang va do tuong tu giifa cic
muc tin bao mat st dung hé mat duong cong Elliptic dugc md ta nhu trong Giao thic
24.

Phan tiép theo sé ddnh gid mic dd hiéu qua ciia giao thiic nay so véi giao thic
st dung hé mat Elgamal trén trudng hitu han vé chi phi truyén thong, chi phi tinh toan.
Giao thic dua trén hé mat ma duong cong Elliptic sé st dung duong cong Elliptic Brain-
poolP160r1 véi kich thude khoa bi mét 1a 160 bit, khoa cong khai 1a 320 bit [45] (hai hé
mat nay c¢O cung muc an toan la 80 bit).

Khi xem xét vé chi phi truyén thong ta c6 thé thiy: giao thic dé xuit st dung hé
mat Elgamal trén trudng hitu han va trén dudng cong Elliptic c6 s6 lugng céc thong diép
can trao ddi gitta cdc bén tham gia 12 nhu nhau. Tuy nhién thi kich thudc ctia mdi thong
diép ctia cdc hé mat nay la khdc nhau: moi thong diép clia hé mat Elgamal trén trudng
hitu han 1a |p| = 1024 bit, mdi thong diép ctia hé mat Elgamal trén dudng cong Elliptic
tuong tng v6i 1 di€ém va c6 kich thude 1a 2.160 = 320 = % bit. Tuong tng vdi chi phi
truyén thong ctia giao thic dé xuit sit dung hé mat trén dudng cong Elliptic giam di %
1an so véi st dung hé mat ma Elgamal trén trudng hitu han. Chi tiét so sanh dugc trinh
bay trong Bang 2.5.

Tiép theo, ta c6 thé thiy d€ tinh cdc gia tri cdc cdc gid tri trung binh xép hang va
gid tri do tuong tu cho m muc tin thi mdi U; phéi thuc hién ny + w phép nhan trén
dudng cong elliptic, m(m+ 5) phép cong di€m trén dudng cong elliptic va CC phéi thuc
hién n.(n; + m(mTjLs)) phép cong di€ém trén dudng cong elliptic, 1 phép tinh logarit rdi rac
trén dudng cong elliptic. So sanh chi tiét vé chi phi tinh toan giita cac giao thiic dugc
trinh bay trong Bang 2.5.

Tir két qua so sanh trén cho thiy viéc chuyén déi giao thiic dé xuit sang st dung
hé mat ma Elgamal trén dudng cong Elliptic gidp cai thién ddng ké vé ca chi phi truyén
thong va chi phi tinh todn clia giao thic ddi v6i ca phia ngudi dung va phia trung tam
tinh todn. Vi du: chi phi clia truyén thong ctia moi ngudi dung trong giao thiic sit dung hé
mét dudng cong Elliptic chi biang khoing % so véi giao thic st dung hé mat ma Elgamal.
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Pau vao:

n: S6 lugng ngudi dung.

U;: Ngudi dung thi i, i € [1,n].

m: S6 lugng cac muc tin trong hé thong.

RM: Ma tran xép hang cta nhiing ngudi dung dbi v6i cdc muyc tin, trong d6: r;, it s6
nguyén khong 4m nho hoic vira, 14 gid tri bi mat thit j ma mdi ngudi dung U; nam giit
0 < j<m).

max: Gi4 tri x&p hang 16n nhit trong thang xép hang.

Paura (d01 voi trung tam tinh toan CC):

Yo YTk .
R_Z”lf,;’ k= \/lellj\//):lllkvd10§]<k<m.
* Pha khdi tao: 19. j=0;
- Méi U; thuc hién: 20.for (0 <t <n—1)
1. for (0 < j < ny) 21, for(t+1<k<ny)
2. ksuijj €R ZZ, KPU,'J = kSLt,'J.G; 22. AU,'J = a,-,j.G — kSLtiJ.KPk +
3. Giii {KPU; ;},' cho CC; ksu; . KP;
- CC thuc hién: 23. J+H
4. for (0 < j < ny) 24. if (j==ny—1) break;
5. KPj=Y" ,KPU,j; 25. if (j ==ny , 1) break;
6. Giti {KP,}", Y cho (U™ 26. Gti {AU; j}', cho CC;

* Pha 2: CC thuc hién:

27. for (0 < j < ny)

28. AJ‘ :Z?zlAUi,j;

29. sa = Dloggc(E,G,max?,A); [*St
dung thuét todn vétcan 1 1anA = {A;, j €
0,n5)},5a = {saj,j € [0,ns)}*/

30. for (0 < j <m)

* Pha 1: Méi U; thuc hién
7.for (0 < j <m)

8. a,‘,j = r,'7j;

9. fij=0;

10. if(r,'J!:O)ﬁ’j:l;
11. for (m < j < 2m)

12, ajj= fij-m;

L sq; .
13. for 2m < j < 3m) 3L Rj=g0
o Co 32.1=1;
14. ajj ="rij-2m-Ti,j—2m; )
15. for (0 <t <m—1) 33.for (0 < j<m—1)
16. for t+1<k<m) 34, for(j+1< ksimng
17. aij =Tit-Viks 35. Sj’k \/Sm+ - \/m
18. j++; 36. [++;

Giao thitc 2.4: Giao thiic SMASC() tinh dong thdi nhiéu gi4 tri trung binh va do tuong
tu ¢6 bao mat st dung hé mat duong cong Elliptic

2.2.7. Pdnh gid vé mdt thuc nghiém

Dé so sanh hiéu suit, giao thic dé xuit, giao thic géc [7] va giao thuc [75] dudc
thuc thi trong cling mot moi trudng. DE thuan tién, gia st ring mdi gid tri dau vao bi mat
cua cac bén tham gia la 1 va khong gian cua nghi€m cua cédc bai toan logarit roi rac la tu
0 dén n. Trong két qua niy da tinh todn thdi gian tinh todn thuc té can thiét trong ting
pha. Céc thuc nghiém dudgc thuc thi véi s6 lugng cic bén tham gia thay ddi, tic 1a 2000,
4000, 6000, 8000, 10000 va s6 ludng cac gid tri can tinh 1a 100.
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Bang 2.5: Bang so s4nh chi phi truyén thong va chi phi tinh todn

Tiéu chi | Boi | Giao thic dé xuat sit dung hé mat | Giao thuc d€ xuat st dung hé mat

tuong | Elgamal trén truong htiu han Elgamal trén duong cong Elliptic
Chi phi | Ui | |p|(ng+0,5m*+2,5m) 2L (g +0,5m2 +2,5m)
truyén < |pl(m?*+4m+3,5) <|p|(0,32m? +1,25m +1,12)
thong

CC | |p|.n.ng < nlp|(1,5m+3,5) %n.nk

< n|p|(0,48m+1,12)

Chi phi | Ui | (m + 1,5m* + 7,5m)T, + | (m+ 1,5m>+7,5m) Ty + (m*+

tinh (0,5m* + 2,5m)T,, + (0,5m> + | 5Sm)T,,
toan 2,5m)T; < (1,5m* + 9m + 3,5)T,, +
< (336,3m> + 2191,5m + | m(m+5)T,,
840)7,, ~ (43,62m> + 261,6m +
101,5)7,,

CC | n(0,5m*+4m~+3,5T,,+TpL n(ng+0,5m* +2,5m)T,, + Tpr
< n(0,06m> + 0,48m +
0;42>Tm+TDL

Cic giao thifc can so sanh sé dugc thuc thi bang ngdn ngit C# trong mdi trudng
Visual Studio 2019, véi su hd trg cta thu vién System.Numerics dé so sanh hiéu suét
gitia cac giao thuc nay. Cac thuc nghiém cung chay trén mot may tinh xach tay Intel
Core i5-4210M CPU 2.60GHz, 8GB RAM. D¢ giam thiéu su sai khdc vé mdi trudng
thuc nghiém, mdi giao thiic sé dudc thuc thi doc 1ap trong diéu kién khong c6 ing dung
nao khac dugc chay trén mdy tinh. Thdi gian thuc thi ctia cdc giao thiic sé dudc do bing
cach st dung 16p Stopwatch trong thu vién System.Diagnostics.

D& so sdnh thoi gian chay clia c4c giao thiic, mdi giao thiic dudc thuc thi 10 1an cho
mbi bd tham sb va 14y gid tri trung binh. Luan 4n gia dinh ring tit ca ngudi ding thuc
hién tdc vu clia ho cing mot luc va do tré mang khong dudc tinh vao tong thdi gian thuc
thi. Do d6, chi phi tinh to4n & phia ngudi dung c6 thé dugc giam xudng bang chi phi tinh
toan cho mdt ngudi, chi phi tinh todn va giao tiép & phia mdy chd tu vin dugc tinh cho
tt ca ngudi ding tham gia vao hé théng vi chiing phu thudc vao su cong tac clia tit ca
ngudi dung véi CC.

Hinh 2.1 thé hién thdi gian tinh todn cho tiing U; va CC véi s6 lugng céc bén tham
gia thay ddi tir 2000 dén 10000 va sb ludng cac gid tri can tinh 13 100.

T cac két qua trén c6 thé thiy giao thiic m&i c6 hiéu suit tot hon hai giao thiic con
lai. V6i s6 lugng ngudi dung 13 10000, giao thiic dé xuét chi mat thdi gian tinh toan 1a
0,69 gidy, giao thic gbc 1a 1,15 gidy va giao thic [75] 1a 1,2 gidy. Piéu nay 1a do viéc
thiét ké lai giao thic gitip chi phi tinh toan cho viéc sinh khod va tao khoa cong khai

chung gidm, chi phi gidi ban ma t6 hdp ctia CC gidm, hon nita viéc chuyén sang st dung
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—+— Giao thitc goc [7] =#=-Giao thitc [75] —#—Giao thirc dé xuat
1.5
- 1,2
<
Q1
7z
=
Eﬂ,i
Q2
e
l'—.
0
2000 4000 6000 2000 10000
SO LUONG CAC BEN THAM GIA

Hinh 2.1: So sanh thai gian thuc thi gitia cac giao thic
hé mat trén duong cong Elliptic cling lam giam chi phi tinh toan cua giao thic.

Tir Ménh dé 2.1, Ménh dé 2.2, danh gid vé mit 1 thuyét va thuc nghiém vé hiéu sut
gitta cac giao thifc ¢6 thé két luan: Giao thifc dé xuit khong nhiing bao toan dudc tinh
ding dan ma con c6 muc do an toan cao tuong duong giao thiic trong cong trinh [75] va

hiéu suit cao hon giao thiic gbc [7].

2.2.8. Vi du minh hoa

DE mo ta r6 rang qua trinh tinh cac gia tri trung binh va do tuong tu cé ddm béo tinh
riéng tu, luan an st dung ma tran x&p hang kich thudc 3x3 nhu trong Bang 2.6. Trong
d6, ngusi dung va muc duge bi€u dién dudi dang U; = {U,U,,Us } vaij = {i1,iz,i3,ia}
tuong tng. Tru6c khi bat dau, cdc bén tham gia théng nhét cac tham sb dudng cong
Elliptic (E,G,d, p,.).

Bang 2.6: Vi du vé ma tran xép hang

Ui/ij i in i3
U, 3 5 0
U, 0 1 5
Us 2 3 2
R; 2,5 3 3,5

Nguéi dung U; trong d6 i = {1,2,3}, chon ngau nhién khéa bi mét cta ho ksu; j,

trong d6 ksu;; g Z*, 1 < j < [%+\/3(3+5)+4—ﬂ = 6 va tinh khoa cong khai 1a
KPU; j = ksu; ;.G va gtii cho CC.

CC tinh cac khoa cong khai dung chung nhu sau:



61

KPy, = KPU, 1 +KPU, 1+ KPUj3

KP, = KPU,,+ KPU;» + KPUs3 »

KP; = KPU 3+ KPU, 3+ KPU3 3

KP, = KPU, 4 —|—KPU274 —{—KPU3’4

KPs = KPU, 5+ KPU, 5+ KPUj3 5

KPs = KPUy 6+ KPU, 6+ KPUs3 6.

Sau d6, ngudi dung Uy, U, va Us gtii cac gid tri xép hang ctia ho nhu sau:

AU = {3.G— ksuy 1 . KP> +ksuy 2. KPy,5.G — ksuy 1 KP; + ksuy 3.KPy,
0.G— kSI/t]’] KPy —{—ksu1’4.KP1, 1.G— kSI/tL] KPs5 + ksu175.KP1 ,
l.G—kSI/t171.KP6—I—ksu1’6.KP1,O.G—ksuljz.KP3 —|—ksu1,3.KP2,
9.G — kSLt172.KP4 +ksu1,4.KP2, 25.G — kSl/t172.KP5 + kSl/t175.KP2,

0.G— ksul’z.KP6 —|—ksu176.KP2, 15.G — ksu173.KP4 + ksu174.KP3,
0.G— ksu1,3.KP5 + ksu1’5.KP3,O.G - ksu1’3.KP6 + ksu176.KP3}

AU, = {0.G — ksup, 1 KP> + ksup 2. KPy,1.G — ksup 1 . KP; + ksup 3.KP;,
5.G —ksup 1 . KPy+ksup 4. KPy,0.G — ksup 1 KPs + ksup 5. K Py,
1.G —ksup | KPs+ks2,6.KP;,1.G — ksup 2. KP; + ksu 3.KPs,
0.G —ksup 2 . KPy +ksuz 4. KP>,1.G — ksup o KPs + ksuy 5. KP»,
25.G — ksup 2. KPs+ksup 6. KP>,0.G — ksuy 3. KPy + ksuy 4. KP3,
0.G — ksup 3.KPs + ksuy 5. KP3,5.G — ksuz 3.KPs + ksuy 6. KP3 }

AUz = {2.G — ksu3,1 . KP, + ksuz 2. KPy,3.G — ksu3 1. KP; + ksuz 3.KP;,
2.G —ksuz | . KPy+ksuz 4. KPy,1.G — ksuz | KPs + ksu3 5.KPy,
1.G — ksu3 | KPs+ ksusz 6. KPy,1.G — ksu3z 2. KP; + ksu3 3.KP,,
4.G — ksuz 2 KPy+ ksu3 4. KP>,9.G — ks3,2.KPs + ksuz 5. KP;,
4.G — ksuz o . KPs + ksuz 6. KP>,6.G — ksu3 3. KPy + ksus 4. KP3,
4.G — ksu3 3.KPs + ksu3 5. KP3,6.G — ksu3 3.KPs + ksu3 . KP3 }

Khi CC nhan céc thong diép nay, CC bat dau tdng hdp cac ban ma:
Ay =AU 1 +AU, 1 +AU;1 =3.6+0.G+2.G=5.G
Ay =AU 12 +AU>» +AU3» =5.G+1.G+3.G=9.G
Az =AU 3+AU,3+AU;3=0.G+5.G+2.G=17.G
Ay =AU 4 +AUL 4 +AU3 4 = 1.G+0.G+1.G=2.G

As =AU 5+AU,5+AU35=1.G+1.G+1.G=3.G
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Ag =AU, 6+ AUrg+AU3 6 =0.G+1.G+1.G=2.G

A7 =AU 74+ AUy 7+AU3 7 =9.G+0.G+4.G = 13.G

Ag = AU, g+ AUp g + AUz g =25.G+1.G+9.G = 35.G

Ag = AUy 9+ AUr 9 +AU3 9 = 0.G+25.G+4.G = 29.G
A1 = AUj 10+ AUy, 10+AU3 10 = 15.G+0.G+6.G =21.G
A1l =AU 1) + AUy 1 +AU3 11 = 0.G+0.G+4.G=4.G
Al =AU, 1+ AUy 1 +AU3 15 =0.G+5.G+6.G=11.G

St dung logarit r&i rac d€ xdc dinh céc béan ro tuong tng 1a sa = {5,9,7,2,3,2,13,
35,29,21,4,11}. Do d0, trung binh dugc tinh:

Ri=t= 2=25R = =3 2=3, Ry =8 _71_-335,

sag 2
Xép hang trung binh clia tat ca cdc muc tin dugc hién thi trong Bang 2.6. Cac gia
tri do tuong tu dudc tinh bdi CC nhu sau:

(ll,lz) \/Saﬁll\%?_\/—\/f_o 99

s(i1,i3) = \/mﬁ”\l/ST \ﬁ\ﬁ:O,Zl

(l27l3) \/mjll\z/ﬁ_\/i\/i_o 35.

2.3. Giao thifc tinh dong thai nhiéu gia tri tan suét c6 bio mét trong md hinh 2PFD
2.3.1. Y tudng

Mb hinh 2PFD kh4 phd bién trong thuc té va cic giao tinh tin suit c6 bio mat
(Secure Multiparty Frequency Computation viét tait SMFC) trong 2PFD rét quan trong
va ¢6 thé dugc 4p dung cho nhiéu tinh hudng dit liéu phan tan tuong tu khac [27]. Tinh
tan suét an toan dong vai trd v cling quan trong trong cic giai phap dam bdo tinh riéng
tu cho khai pha dif liéu, phan tich dif liéu va céc tinh todn trong md hinh phan tdn day da

hai bén cung vy.

Bai toan tinh dong thdi nhiéu gid tri tan suat an toan dudc dinh nghia 12 mot giao
thifc c6 kha niing tinh todn dong thdi nhiéu gia tri tan sult (dugc goi 1a giao thic SMFC).
Trén thuc t&, vin dé nay khd phd bién trong linh viic SMC. Vi du: bai toan phan 16p Naive
Bayes c6 ddm bao tinh riéng tu cho cai dit dit liéu dugc phan tan day da 2 bén [17], hay
cho mé hinh dif liéu phan tan doc [74] yéu cau trung tdm tinh todn hdp tic vdi cac bén
tham gia d€ tinh todn an toan nhiéu gia tri tn s6 dudc st dung dé tinh todn cac xac suét
can thiét. Ngoai ra, c6 rit nhiéu bai toan bao vé tinh riéng tu thuc té khac lién quan dén
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nhu khai pha ciy quyét dinh, luat két hop, phan cum, phan tich tuong quan, v.v., c6 dam
bao tinh riéng tu.

Trong m6 hinh 2PFD, mdt tip dit liéu (mdt bang dit liéu) chda ny ban ghi, va moi
ban ghi dugc biéu dién bang cac gid tri cia cac thudc tinh. Tap dit liéu dudc phan tan trén
n=2n; nguoi dung thudc hai nhom U = {U;,Us, ..., Uy, } vaV ={V|,V5,...,V,, }, trong
d6 moi ngudi dung U;, V; gitt cdc gid tri nhi phan riéng ctia minh {u; 0,4 1, ..., Uim,—1}
{ViosVidy«-sVim—1} € {0,1}. M&i cdp ngudi dung (U;, Vi) sé ndm gitt mot ban ghi trong
d6 ngudi dung U; biét cac gid tri cia mdt tip con cac thudc tinh thich hop, va ngudi ding
V; biét cac gid tri clia cc thudc tinh con lai. Trung tAm tinh toan can tinh tp hop m,.m,
gid tri tan sut SU = {suj = Y1\ tt; | j/m, | Vi, j%m, } j<[0mpmy—1)-

D€ tinh gid tri tan suit dbi v6i cac mod hinh di liéu phan tan khac nhau sé ¢ cac
giao thic tinh tan suit c6 bdo mat tuong ing, c6 thé ké dén nhu: Céac giao thiic dé xuit
trong cdc cong trinh [15,23,70,72] cho m6 hinh dit liéu phan tdn hai bén, giao thiic dé
xuét trong cac cong trinh [54,70,78] cho mé hinh dif liéu phan tan day du, giao thic [77]
cho mo hinh dif liéu phan tan ban diy dd (semi-fully distributed) va giao thiic trong cic
cong trinh [27,49,50] cho mo6 hinh 2PDF.

Déi vdi bai toan dit ra trong luan an c6 thé dudc gidi quyét thong qua viéc thuc thi
két hop nhiéu 1an gifta céc giao thiic cho mo6 hinh phan tan hai bén [15,23,70,72] va
cac giao thiic cho mé hinh phan tan diy da [54,70,78]. Tuy nhién, cach tiép cin nay doi
héi chi phi tinh toan va truyén thong cao. Hon nita viéc két hop céc giao thifc khac nhau
nhiéu 1an sé 1am cho thiét k& phiic tap va c6 thé phat sinh cdc van dé lién quan dén tinh
riéng tu trong qua trinh két hop. Cach don gidn d€ tinh cac gia tri tan suit nay 1a thuc
hién nhiéu lan giao thiic tinh tin suét c6 ddm bao tinh riéng tu [27,49,50] trong md hinh

2PFD. So sanh, danh gid tdng quan vé cic gidi phap nay dudc trinh bay trong Bang 2.7.

Bang 2.7: So sanh céc giai phdp tinh tan suit cho mo hinh 2PFD

Giai phap | Mo Tinh | M ta tém luge | S6 S6 Mic do an
hinh kha | giai phap lugng lugng toan
du liéu | thi giao giao
tiép tiép
giura gina
nguoi nhirng
dung nguoi
voi CC | dung
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Giao Mo Khong - - - -
thac [15, | hinh
23,70,72] | phan
tan hai
bén
Giao thuc | Mo Khong - - - -
[54,70,78] | hinh
phéan
tan day
du
Giao Mo Khong - - - -
thuc [77] hinh
phéan
tan ban
day du
Két  hop | Mo Co Dé tinh 1 gia tri | 4m,.m, | 4m,.m, |- MO hinh
nhiéu 1an | hinh tan suét gitia n; bian  trung
mot trong | phan cap nguoi dung: thuc
cic  giao | tdn hai -  Tung cdp - Khong co6
thic [15, | bén ngusi dung va su thong
23,70, 721 | + Mo trung tAm tinh dong
cho mo | hinh toan goi thuc thi
hinh du | phan giao thuc tinh
litu phan | tin day tich vo hudng
tan hai bén | du c6 dam bao tinh
va mot riéng tu.
trong cac - Sau dé n
giao thuc ngucGi dung
[54, 70, 78] trong cung mot
cho md mién di liéu
hinh du cung véi trung
liéu phan tam tinh toan
tan day da thyc thi giao

thic tinh tong
c¢d dam bao tinh

riéng tu.
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Giao Mo ) - M6 hinh
. . . Thuc thi m,.m, )
thuc [27] hinh Co N . Sm,.m, |0 ban trung thuc
. lan giao thuc N
Giao 2PFD - Toi da
thuc [49] 2n1 — 2 nguoi
Giao dung thong
thuc [50] dong véi CC

Tir bang so sanh trén c6 thé thiy trong cac giai phap kha thi, viéc thuc thi gidi phap
dau thif ba c6 do phiic tap cao va c6 miic dd an toan thip hon cic gidi phap kha thi con
lai [27,49,50]. Bén canh d6 giai phap niy con yéu ciu tiing cip ngudi ding giao tiép
truc tiép v6i nhau vi thé tinh kha thi 4p dung trong thuc té 13 khong cao. Vi thé céc gidi
phap con lai tiép tuc dudc phan tich va danh gid chi tiét hon.

Theo hiéu biét cia tdc gia, giao thiic dudc gidi thiéu trong [27] 1 giao thiic dau
tién cho SMFC trong md hinh 2PFD. Giai phap nay khong can kénh lién lac giiita nhiing
ngudi dung véi nhau. Ngoai ra, giao thiic nay cung cip su riéng tu manh mé cho mdi

ngudi dung ma khong lam giam do chinh xac.

Sau d6, nhém tdc gid tiép tuc dé xuit mdt phucng phdp tinh todn béo vé tinh riéng
tu m&i d6i véi dit liéu dugce phan phodi day di 2 bén [49] dua trén hé mat ma Elgamal va
chia sé bi mat Shamir. Giai phap nay cho phép ngudi khai thac c6 thé thu dudc tan s6 ma
khong yéu cau su tham gia ddy di cla n cip ngudi dung nhung d6i lai su phic tap tinh

toan gia tang.

Trong cong trinh [50], céc tac gid da dé xuit giao thic tinh tan suét c6 ddm bao
tinh riéng tu cho mé hinh dit lidu trong d6 ban ghi dugc phan cuing hai phan (Two-Part
Partitioned Record Model - TPR), 4p dung giao thic nay trong qua trinh khai pha luat
két hop va phan 16p Naive bayes.

Tuy nhién, c4c giao thiic ndy hodc 13 ¢ hiéu suit chua tot, yéu cau cic bén tuong
tac qua lai v6i trung tAm tinh todn nhiéu 1an nén khé ap dung thuc té. Hon niia cdc giao
thic trén déu sit dung hé mat Elgamal din dén hiéu suat khong cao. Chi tiét so sdnh vé
chi phi tinh toan va chi phi truyén thong clia cdc gidi phdp dién hinh dudc trinh bay cu
thé trong Bang 2.8.

Tir so sanh trén c6 thé thiy, giao thifc [27] c6 wu thé vé mit chi phi truyén thong so
v6i céc giao thic con lai va c¢6 chi phi tinh todn thip hon giao thic [49], cao hon giao
thic [50]. V6i muc tiéu duy tri midc dd an toan cao va cai tién vé mit hiéu sut, cic giao
thiic [27, 50] dudc chon d€ phan tich sau hon nhiam tim ra cich thic cai tién. Sau khi
phan tich, tdc gia nhan thiy kha ning cai tién clia giao thic [27]. Trudc khi thuc hién
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Béng 2.8: So sanh vé chi phi tinh to4n va truyén thdng giita cic gidi phdp tinh tan suét
trong m6 hinh 2PFD dién hinh

Giao thic Chi phi truyén thong Chi phi tinh toan

Giao thic [27] 20m1 |p| 2T+ Tpr + (6n+ 1) T + 157,
~ (61’11 + 3630, 2)Tm +Tpr.

Giao thiic [49] 22n1p| 2T+ Tpr + (6n1 + 7) T,y + 18T,
~ (61’11 + 4350, 2)Tm +Tpr.

Giao thic [50] 24n1p| 2T+ Tpr + (dn+ 1) T, + 157,
~ (4111 + 3634, 2)Tm + Tpr.

giao thiic, cac bén sé thong nhit cac tham sé cho hé mat ma Elgamal nhu mo ta trong
muc 1.5.2.5.1. Chi tiét giao thiic nay dugc mo ta trong Giao thic 2.5

Trong giao thiic ndy, d pha 3 mdi U; sé phai gti 2 thong diép K (i), Kz(i) cho CC,
n (9)

sau d6 CC tinh gia tri = IK(l trong pha 4. Vi thé c6 thé thiét ké lai giao thiic bang cach
IT;

n
i= 1

(i)
d€ mdi U; tinh KE) va chi gui gia tri nay cho CC thay vi phai gui 2 thong diép riéng 1¢

g
nhu giao thiic gdc. Tuong tng & pha 4, CC cling chi can tinh gid tri [} % Do do sé

gidm tong chi phi tinh todn cta giao thic di (n; — 1) phép nhan modulo va ch1 phi truyén
thong giam n; thong diép.

Mot van dé nﬁ?a déi véi giao thl’Ic dé duoc thiét ké lai & pha thit 3 mbi U; sé tinh gid
km (1)

1 1 (<3 1 , trong d6 Q% dudc tinh tu hai gia tri
2

. Kéz) Q2 (i) KP, ksull Qz (KP2)ksu 1

Q1 ) Q2 ma mdi V; gtii. Vi thé c6 thé d& mbi V; tmh Q3 va chi gui 2 thong diép nay
cho CC thay vi gtii 3 thong diép nhu ban dau.

Bén canh d6, trong mdt sb tac vu yéu cau phai tinh dong thdi nhiéu gia tri tan suat
thi phéi thyc hién goi nhiéu lan giao thic. D€ tinh mdi gid tri riéng tw su; = YL u; j.viy,
mdi U;, V; stt dung hai ciip khoa bi mat va khod cong khai chung. Vi vay d€ tinh m gia tri
tan suat thi sé can st dung 2m,,.m, cip khoa bi mat va khoa cong khai chung, tuong ting
mdi ngudi dung sé phai chuan bi 2m cdp khoa bi mat va khoa cong khai. Gia st cic bén
st dung ny cdp khoa bi mat va khod cong khai chung thi ¢ thé ma hod 1én t6i C,%k gia tri

bi mat. Vi thé chi can chuén bi n; ciip khoa bi mat va khod cong khai chung, trong d6 ny,

dudc tinh theo cong thuc sau:
1 1
me= |5 +1/2my,.m, + 1 (2.3.25)

Nhu giao thifc gbc c6 thé thay mdi cip khoa bi mat va khod cong khai chung lai



Pau vao:

Ui, Vi, v6ii € [1,n].

PAu ra (ddi véi CC):

u;: Gia tri nhi phan bi mat ma U; nam gi.
v;: Gia tri nhi phan bi mat ma V; nam giu.

n: S6 lugng ngudi dung trong hé thdng, mbi mién dit liéu c6 n; ngudi dung (n = 2n,)

3.for (1< <2)
4. ksuij €R Z*
5. KPU; ;= gk”‘l!

- Méi V; thuc hién:

7. yi €r Ly;

8.Y; =g

9.for (1< ;j<2)

10.  ksv;; €r ZZ;

11.  KPV;; = gkvis;

12. Gui {KPV; 1,KPV;,} cho CC.
- CC thuc hién:

13.for (1 <j<2)

* Pha 1: M6i U; thuc hién
16. ¢tV er Z;

N

17.C\ = gui. x5

6. Gui {X;, KPU; 1,KPU;»} cho CC.

14.  KP; =TI, (KPU; ;- KPV;;);
15. Gti {KP;}>_, cho {U;,Vi}icq n)-

su=Y" uvi

. m
* Pha khéi tao: 18. ¢ = gei';
- M6i Uj thyc hién: 19. Giti {¢\?,c{"} cho CC.
1.x; €r Z;; 20. * Pha 2: M6i V; thuc hién
2. Xi = gx";

21. Nhan {C{", ¢} x;} r CC.
22. c<2) Z*

23. Q1 = (C| ) ( Py)fsvia;

24. Q2 ( ) c yl.(Kp )kWi,l;

25 Q3 — l 'X Vl,

26. Giii {0\ Qg'>, 0"} cho CC.
* Pha 3: Méi U; thuc hién
27.Nhan {0\, 0\ 0¥} tr CC.

i i i)yeD -
28. k[ = 0 (&) (k)
29. ki) = 0\ (KPy)kstia;
30. Giii {7, k"1 cho CC.
* Pha 4: CC thuc hién

ny (i)
31.4 = e K()
2

32. su= Dlog( g,n1,A);

Giao thirc 2.5: Giao thtic tinh tan suit c6 bdo mat trong mo6 hinh 2PFD gbc

dugc hinh thanh tif hai cip khod bi mat va khoa cong khai ctia mdi U;, V;. Do d6, néu

mdi bén st dung ny; cdp khod bi mat va khod cong khai thi c6 tao 1én t6i Fnzk , cap khoa

bi mat va cong khai chung. Vi thé mdi bén tham gia chi can chuén bi ny; cip khoa bi

mat va khod cong khai, trong do ng; dugc tinh theo cong thic sau:

= [V

(2.3.26)

Hon nifa, giao thific gbc dang st dung hé mat ma Elgamal sé& khién cho hiéu suét

ctia giao thifc khong cao. Vi vay ta c6 thé chuyén ddi giao thiic da thiét ké lai & trén sang

mot bién thé mdi st dung hé mat ma Elgamal trén dudng cong Elliptic.
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Phan nay dé xuit mot giao thic tinh dong thdi nhiéu gia tri tin sult c6 ddm bo
tinh riéng tu mdi trong md hinh 2PFD thong qua viéc cai tién hiéu suit cla giao thic
ban dau [27] dua trén y tudng cac budc nhu sau:

Budc 1: Thiét ké lai cdc budc trong giao thite gbe [27] bang cach:

-0 pha khdi tao: chi yéu cau mdi U;, V; st dung ny; + 1 cip khoa (ny; dudc tinh
theo cong thic (2.3.26)), tuong ting CC chi tinh n; khoa cong khai chung (rn; dugc tinh
theo cong thiic (2.3.25)) dung cho qua trinh ma hoa céc gid tri riéng tu cia ngudi dung
thay vi 2m + 1 cip khod nhu giao thiic gbc.

- O pha 1: mdi U; ma ho4 céc gid tri riéng tu st dung khod cong khai ctia minh va

gui cac ban ma cho CC.

- O pha 2: chi yéu cau méi V; tinh Qgil’j) = ” Q2 = Q ), gui cac gia tri nay

dén CC thay vi tinh Qg"’f)’ di)’ Qg"’j ) va glii cac gid tri nay dén CC nhu giao thifc gbc.

(l )
- O pha 3: yéu cau mdi U; tlnh —7; va gui gia tri duy nhét nay dén CC thay vi tinh

riéng 18 Kf”] ), Ké”’ ) va giti cho CC nhu’ giao thiic gbc.

- O pha 4: CC chi thuc hién tdng hop cic ban ma nhan dudc va thuc hién tinh cic
gi4 tri logarit r8i rac mot 1an duy nhét thay vi phai giai ma ban ma tong va thuc hién tinh

nhiéu 1an cic gid tri logarit rdi rac nhu giao thiic gdc.

Budc 2: Chuyén déi giao thitc dudc thiét ké lai sang mét bién thé dwa vao hé
ma hoa Elgamal trén duong cong elliptic.

Dé xuit nay lién quan dén cic Cong trinh [CT1], [CT5].

2.3.2. Giao thiic dé xudt

Giao thiic 2.6 md ta chi tiét giao thic dé xuét thong quan viéc thiét ké lai giao
thtic trong cong trinh [27] theo y tudng cai tién s6 1 dudc dé xuat trong muc 2.3.1. Giao
thtic cai tién cling st dung hé mat Elgamal trén trudng hitu han giéng véi giao thiic ban
dau [27], cdc tham sd dudc mo ta trong muc 1.5.2.5.1.

Cac gia tri Z;-L Ui | j/my|-Vi.j%m, khOng qua 16n nén vi€c tinh logarit roi rac khong
kho.

2.3.3. Phan tich tinh diing ddn

PEé cho thay tinh diing dan cta giao thic dé xuit, can ching minh ménh dé sau:
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Pau vao:

Output (d6i véi CC):

— . — V' .. . .
SU = {Suj = Zi:1 u”J%mV'Vi,Lmivj }je[O,mu.mv—l)

n: SO luong ngudi dung trong hé thdng, trong d6 mdi mién dit liéu U;, V; ¢6 ny ngudi
dung, i € [1,n1],n =2n;.
u; j: Cac gia tri nhi phan bi mat ma U; nam giit (0 < j < my,).

v; j: Cac gia tri nhi phan bi méat ma V; nam git (0 < j <my), my < m,,.

* Pha khoi tao:

- Méi U; thuc hién:

L.xi €R Zys Xi = 8™,

2. for (0 < j < myp)

3. ksui; € Z;KPU; j =

- Méi V; thuc hién:
5.yi €r Ly Yi = 87
6. for (0 <j< nkl)

- CC thuc hién:

9. j=0;

10. for (0 <t < nyy)
11. for (0 <k <nygp)

16. for (0 < j <my)
17. cl(’lj) €R ZZ;

29. j=0;

=8
4. Gui {KPU,J}OSK,ZM, X; cho CC,

=&
8 Gui {KPVz,J}0§1<nk1 cho CC;

12. KP; = Hgl (KPU;;.KPV;1); j++;
13. if (j ==mny) break;

14. if (j==mny) break;

15. Gti {KPj}0§j<nk cho {Ui,Vi}lgign;

* Pha 1: Méi U; thuc hién

18, C\") = gy x{", ) = g
19. Giti {7, S} o< jem, cho CC;
* Pha 2: Moi V; thuc hién
20. Nhan {C\", "} o< j e, X tit CC;

ksu;. g

ksv; g

2. for (0 <t <m—1)
22. for(t+1<k<ny)
23, Y ery

4. o) =(c{"Y m”))v"f%’"v
KPtkSVi,k%nkl ( (i, L]/mVJ)) l] Yz KP ksVlt%nk .

5. o=y, g X,
26. if (j ==my.m,—1) break;
27. if (j==m,.m,—1) break;
28. Giti {0\ ’]),Q(”’ Yo< j<mym, cho CC;
* Pha 3: Méi U; thuc hién:

29. Lay {0\, 0"} o< j <y, 1l CC;
30. j=0;

31.for(0 <t <m—1)

32. for(t+1<k<n)

33, A= Q(l"’f).(Q(z’ﬂ'))cl(,lfj/mvj.
KP, Ksttiltfma) g Ptkmh[k/”klj :

34. J++

35. if (j ==my,.m,—1) break;
36. if(j==m,.m,—1) break;
37. Gui {Ai,j}0§j<mu.mv cho CC;

* Pha 4: CC thuc hién:

38. for (0 < j < my.my)

39. A =TI A

40. SU = Dlog(p g,ni,A);

//St dung thuit toan vét can 1 lan

Giao thitc 2.6: Giao thiic tinh dong thdi nhiéu gi4 tri tan sut c6 bio mat trong mo hinh

2PFD

Meénh dé 2.3. Giao thiic tinh dong thoi nhiéu gid tri tdn sudt cé bdo mdt trong mé hinh

2PFD tinh ding cdc gid tri tan sudt su; = Yol u

Chiing minh. Ta co suj =

g =A; =1L, (0}

L /my | Vi j%omy-

= Dlog(p,g,n1,A;), nén:

(i.J)
1

D
(QYyilim kP, *

SUj |t fny | .KP,ksui’ k /] )
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_ H (( L]/mvj))vl %y KPkSVl k%nq (C(l,l_]/mvj))—cié Yi- KPk kSV17t%nk1)

(2) ey
I—I (Yl] X sz%mv) ij/my] Hl’ll (Kp)ksu Lk/ng ] Hn1 (KP) ksu i[t/ng )

= T (/D s T (KB T, (4 D) e g (e
)

@)
T (v X e TR (KBS elkimal TTM (KB) /)

l

(1)
s o Cili/my|\y: ; ksv; roon, . kst |k /n
— Hnl ( ul’[]/va)vl’]%mv.H?Ll(Xi L]/ J)Vl_j%mv.H?il(KB) (2)](‘7 k1 u\_k/ li
W @ 3 —(ksu; yo0p,  +ksv; cijelt
'Hz_ (g zL//va) C(llj) yl-H?;1(KPk) (kstt; 1oy t{t/"kﬂ).H;il(Yi ’J) i, j/my]
T (X LT )iy

n

1
= H:i] gui:[j/va'vi7j%mv — gzizl Ui | j/my| Vi, j%omy
SU ; an Uu; | ; Vii% A ny
Vi g = ghi=t filifme] Vii%me nén su; =Y u; Lj/my | Vi, j%om, -

Chd y ring véi gid tri cla su; khong qua 16n, ta c6 thé st dung thuét todn vét can
d€ tim su;. Giao thic nay van ding trong trudng hgp cdc gid tri riéng tu ma nhing ngudi
ding nim gitf 12 nhitng s6 nguyén duong chit khong phéi chi 1a gia tri {0,1} mién 1a gid
tri su; khong qua 16n va no co thé dudc gi6i han (vi du 10°). []

2.3.4. Phadn tich tinh riéng tw
D& cho thiy miic dd an toan ctia giao thiic dé xuét, cin chitng minh ménh dé sau:

Ménh dé 2.4. Giao thiic tinh dong thoi nhiéu gid tri tdn sudt c¢é ddm bdo tinh riéng tu
trong mé hinh 2PFD bdo vé tinh riéng tu ciia moi nguoi dung trung thuc trong mo hinh
bdn trung thuc. Trong truong hop c6 sy thong dong cua cdc bén tham gia, giao thiic bdo
Vé tinh riéng tu ciia nguoi diing trung thuc chong lai trung tam tinh todn va téi da n — 2
nguoi dung thong dong. Trong truong hop chi cé hai nguoi dung trung thuc, diéu nay
van chinh xdc mién la hai nguoi dung trung thuc khéng sé hitu cdc gid tri thudc tinh ciia

cung mot ban ghi.

Chitng minh. Dau tién, giao thiic tinh dong thdi nhiéu gid tri tAn sult c6 bao mat dudc
ching minh la dam bao tinh riéng tu trong mo hinh ban trung thuc.

Trong pha khdi tao cac bén tham gia chi gtii cac gid tri {KPU; ;, Xi, KPV; j}1<i<n, 0<j<n,
cho CC va CC gti céc gia tri {KP;}o<j<n, cho tit ca cdc bén tham gia. Vi {x;, ksu; ;,

ksvl,]}1<1<n1,0<j<nk] ERZ nén:

1
Pr(t < {KPU; j,X;, KPV; j, KP.}ic(1 n], jecf0.m ) dfon ) D) = 1) = Z (2.3.27)
q
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(1)

Trong Pha 1, CC nhan céc thong diép Cii’j ) va Céi’j ) ctia moi U;. Ta cé Cij €R ZZ

Pr(t < {C"),CS MY ity i1 jcloma) D(E) = (2.3.28)

1) —
)= 1z

Trong pha 2, cac thong diép Qgi’j ) va Qg’j ) dudc gtii béi mbi V;, trong do {cl(zj) Jksu;

X A z.
,kSVi,j}lgignl,ogj@k €R Zq nen ta co:

Pr(t + {Q(ll’]>7ng}ie[l,nl},je[o,mu.mv),D(t) =1)= Z] (2.3.29)
q
Tuong tu, trong pha 3, thong diép A; dudc glii bdi moi U; ta ciing co:
1
Pr(t < {Aij}icin],jcl0mem), D) = 1) = 7 (2.3.30)
q

Tir cong thiic 2.3.27-2.3.30 c6 thé thiy véi bat ky tap cac gid tri ban ma ngiu nhién
ctia hé¢ mat ma Elgamal ma bd mo phdng chon ta déu c6 tip hop thong diép do bd mo
phong sinh ra va tip hop thong diép do giao thic thuc sinh ra déu la cac tp phan phdi

déu rdi rac trén Z, nén:
(ML, £1(%))ze (0.7 = {VIEWE (%) }ze (0.1} (2.3.31)

Do d6, giao thiic dé xuét bio vé tinh riéng tu ctia mbi ngudi dung trung thuc trong
mo hinh ban trung thuc.

Tiép theo, giao thiic dugc chiing minh 1a bao vé tinh riéng tu clia cdc bén trung
thuc trudc su thong dong ciia CC va tdi da n — 2 bén thong dong, trong d6 hai ngudi
dung trung thuc khong s& hitu cdc gid tri thudc tinh ciia cing mot ban ghi. D€ chiing
minh, cin chi ra mot trinh md phéng M (con dudc goi 1a thuit todn thdi gian da thiic) md
phdéng ché d6 xem chung ctia CC va nhitng ngudi dung thong dong va sau d6 trinh mo
phéng nay dudc két hgp vdi trinh md phong cho ma héa Elgamal dé thu duge mot trinh
mo phdng hoan chinh. P& 1am nhu viy, vé co ban, luin dn chi ra mot thuit toan thdi gian
da thic dé tinh toan ché do xem chung ctia CC va nhiing ngudi dung thong dong. Mo
phéng dua trén nhiing gi CC va nhiing ngudi ding thong dong da quan sat dudc trong
qud trinh thyc hién giao thic chi sit dung két qua su;, thong tin cla ngudi dung thong
dong va khoéa cong khai. Thuat toan cho dau ra 1a cac gi tri moé phéng cho cic ban ma
héa dudc tao bdi mot trinh mo phong ma héa Elgamal. Khong mét tinh téng quat, gia
stt Uy va V, khong thong dong, nhitng U; thong dong (i € I} = {2,3,...,n1}) va nhiing
V; thong dong (I € L = {1,3,4,...,n1}). Do d6, thuat toan M sé thuc hién nhu sau véi
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je{0,....om—1}:
e M mo phong Cgl’j ) , Cél’j ) sit dung céc ban ma Elgamal ngau nhién.

e M lay cac ban ma sau lam dau vao cua no

—k. .(k: k k k 0
(a1,a2,) = (at). SV2,1%engy - (KSUL [k jmy |+ st,k%nkl).(g( SUY |t fmgy |+ SVZ,t%nkl))kSVZ.k/onkl

, g V2R ) (2.3.32)

. . @
Trong d6 of; = (C%z’u / m”J))VZJ%mv.(Céz’U /m))732¢25 va tinh céc gid tri sau:

/ . — . . . .
2.j) (Xien kst \k/ny | TXicn KV kgony, ) (Xien kst |1/n, | FE1ch, KV 9n,, )
(0,77 = ay,j-KPU, 1., 'KPVZ,k%nkl
' g—(suj—z?lg U\ jfmy ) V1. j%my —EVL jemy =012, j/my ) (2.3.33)

Trong do: €;,0; € {0,1}. Tiép theo, M md phong ng’j) stt dung mot ban ma Ell-

gamal ngau nhién.

e M md phéng A1 ;:

—(Sien kst |k /nyy | +Lien kst gon,)

lvl_t/nli

(Xier, ksu; |1 jnyy ) +Eier, kst o)

L, [k/ngy ] -KPU

(A} ;= b1;.KPU
(2.3.34)
Trong do:
. ~ (D
(b1, ba ;) = (O (@S 1 Litmel g R la/m - (RSt gy s TRty ).

1 (2.3.35)

<g(ksul,wnk1j +ksua 1%n,,, ))ksul,[k/nklj ,gk”‘l,Lk/nli )

. ez % AL
Vi cac gia trl {ksui, Ll/nli 7ksui,Lk/nk1J 7ksul,l%l’lk1 ) ksul,k%nkl }iEIl,lEIz €Rr Zq nen:

1

!/ 27 .
Pr(t {01 ) sctomm) PO =1) = 17 (2.3.36)
q
Két hop vé6i cong thic 2.3.29 va 2.3.29 suy ra:
{M(L3, £1(®) }re (0,11 = {VIEW(E) bre (0,13 (2.3.37)

Trinh md phéng M thod man Dinh nghia 1.5, do d6 Ménh dé 2.4 dudc chiing
minh. [l
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Cubi cung, miic do an toan cua giao thiic dé xuit dudc danh gia trudc nhitng tin
cong phd bién. Tuong tu nhu muc 2.2.4, c6 thé thiy giao thic dé xuét an toan trudc cac
tAn cong tif bén ngoai va cac tin cdng phd bién dbi v6i so dd ma hod khoa cong khai bsi
vi cdc bén tham gia dugc gia dinh 1a tuin thii giao thic va giao tiép thong qua mot kénh
an toan, cic cip khoa dudc st dung déu Ia cip khod st dung mot 1an duy nhét trong mdi
lan goi giao thifc, khong cé hoat dong giai ma dién ra trong giao thic, trung tim tinh

todn chi don gian 12 t6 hop cdc ban ma dé thu dudc két qua can tinh.

2.3.5. Phan tich tinh hiéu qua

Trong phan nay, giao thiic dé xuit dudc dudc phan tich va so sanh tinh hiéu qua
ctia vé chi phi giao tiép, chi phi tinh toan véi cc giao thiic trong cling md hinh tinh toén,
c6 cing mifc d an toan giao [27, 50]. Trong d6 n,m 1an luct 1a sd luong ngudi ding
tham gia tinh todn va s gid tri tan suit can phai tinh. Cic giao thiic st dung hé mat ma

Elgamal véi cic tham s6 dudc thiét 1ap nhu trong muc 1.5.2.5.1.

Céc giao thuc s€ st dung hé mat Elgamal kich thudc khoa bi mat 160 bit va khoa
cong khai 1024 bit [42], vi thé mdi thong diép sé co kich thudc 1a |p| = 1024 bit.

2.3.5.1. Ddnh gid vé chi phi truyén thong

Xem xét giao thiic trong [27], trong pha khdi tao, mdi ngudi dung can gii hai khéa
cong khai cho CC. Sau khi CC tinh hai khéa cong khai chung thi sé gtri cac khoa nay
cho tat c ngudi dung. Trong pha 1, mdi U; ciing can gti hai gia tri C%i),Cg) cho CC.
Trong pha 2, mdi V; cling can nhan hai gid tri Cgi), éi) tu CC va gui ba gia tri QY),Qg)
va Qgi) cho CC. Trong pha 3, mdi U; can nhin ba gia tri Q(li), Qg) va Qgi) tu CC va gui
hai gia tri K l(i) , Kz(i) cho CC. Vay giao thtic trong [27] trao ddi 20n; thong diép tuong ting
20n, |p| bit. D€ tinh m gid tri tn suit, s& can trao ddi 20n;m,m, thong diép tuong dng

20nmy,m,|p| bit.

Péi véi giao thic trong [50], trudc khi giao thic nay bat dau, mdi ngudi dung
can giii hai khéa cong khai cho CC. Trong pha dau tién ctia [50], mbi U; can nhan hai
gid tri P;,Q; tit CC va gii bén gid tri I, CY”, ¢l ¢! cho CC. CC sé giti bén gid tri
Cgi),Cg),X,Y cho tit ca V;, hai gid tri X,Y cho tit ca U;. Trong giai doan 2, mdi V; ciing
cAn nhan bén gid tri €\, ¢l it CC va giti ba gid tri 0\, 0% va @ cho CC.
Trong pha 3, mi Uj cAn nhan ba gid tri 01", 0" va Y tit CC va giti hai gid tri k", k"
cho bén nay. Vay giao thiic trong [50] trao d6i 24n; thong diép st dung 24n, |p| bit. DE

tinh m gia tri tan sudt, sé can trao d6i 24n;m,m, thong diép tuong dng 24nim,m,|p| bit.

Dé6i véi giao thiic dé xuat, trong pha khdi tao, mdi U; chi can giii ng; + 1 thong
diép cho CC, mbi V; chi can gtii ny; thong diép cho CC, sau khi CC tinh n; khéa cong
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khai chung thi sé& giii cdc khéa nay cho tit ci ngudi dung. Trong pha 1, mdi U; ciing
can glii cac gia tri {Cgi’j ),Cg’j )}()S j<m, cho CC. Trong pha 2, mdi V; cling can nhén cac
gid tri {C\") Y o< i, Xi tit CC va giti cdc gid tri {0\, 0oy, cho CC.
Trong pha 3, mdi U; cin nhin cdc gia tri {QgiJ ), Q(zi’j )}()S j<mum, t CC va gti cdc gia tri
{Ai jYo<j<mum, cho CC. Vi thé d€ tinh m,m, gid trj tan sudt, s can trao d6i ny (2n; + 1+
2ni +4m,, +5mym,) thong diép tuong ung ny (2ny; + 1+ 2n; +4my, + Sm,m,)| p| bit. T
cong thuc (2.2.23), (2.3.25) va (2.3.26) ta co:

ng < 0.5m,m, +2

i1 < [4/0.5my,m, + 2]

Bang 2.9 cho thiy su so sanh chi phi truyén thong gitta c4c giai phap. Tu bing nay, Luin
an c6 thé thay rang giai phap dé xuit trao ddi sb luogng bit thap hon so véi cac giao thiic
con lai [27,50]. Do d6 c6 thé thiy rd giao thifc dé xuit c6 chi phi truyén thong hiéu qua

Bang 2.9: So sanh vé chi phi truyén thong gilia cac giao thic

Giao thuc So 1an giao tiep v6i CC Chi phi truyén thong
Giao thuc [27] Som 20nm,m,|p|
Giao thuc [50] uer 24nymy,m,|p|
Giao thuc dé xuat 5 n (2m 1 + 1+ 2n + 4my, + Smy,m,,) | p|

hon cdc gidi phdp con lai, hon nita s6 lugng céc 1an giao tiép gitta mdi ngudi dung véi
trung tam tinh todn thip hon nhiéu so véi cic giao thic [27, 50]. Piéu nay 1a do viéc
giam sb lugng thong diép can trao ddi gilta cac bén: trong pha khdi tao, sd lugng cip
khoéa can tinh todn va trao d6i giam tlt 2m,m, (trong giao thic gbc) xudng con ny, trong
pha 2 va pha 3 ddi v6i mdi gid tri tan suét can tinh da dudc thiét ké lai d& gidm bét di 01
thong diép, vi thé s6 luong thong diép gidm di so vdi giao thiic gbc trong hai pha nay 1a
4m,m,. Hon nita, trong pha 1 méi U; chi phai gti 2m,, thong diép thay vi téng sb 2m,m,
thong di€p nhu trong cac giao thuc con lai.

2.3.5.2. Pdnh gid vé chi phi tinh todn

B&i vi chi phi tinh todn clia cic giao thiic chii yéu lién quan dén thdi gian thuc thi
tinh toan phép nhan, phép luy thita, phép nghich ddo modulo ctia cic s6 nguyén 16n. Do

do chi phi tinh toan cua cac giao thic dudc danh gia thong qua cac phép toan nay.

Pau tién, qua trinh tinh mot gia tri tan suat theo giao thifc gbe [27] dudc xem xét.
Moéi ngudi dung phai dung 37, d€ tinh toan ba khéa cong khai. Thaoi gian d€ mdi U; tinh
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todn céc thong diép C ii), éi) : Kl(i) , Kz(i) ctia minh 12 6T, +4T,,. Thdi gian d€ mdi V; chuan
bi thong diep 0\, 0" va @\ ctia minh 1a 67, +3T,, + T;. Trong pha khéi tao, thdi gian
can thiét d€ CC tinh todn cac gia tri cong khai KP; va KP 14 4n1T,,. Hon nita, CC phai
st dung T; + 2n1T;, + Tpy. d€ tinh todn 1 gid tri tAn suat.

Tiép theo, qua trinh tinh mot gid tri tan suit clia giao thic trong cong trinh [50]
dudc xem xét. Mdi ngudi dung phai dung 27, d€ tinh toan ba khéa cong khai. Thoi gian
d€ moi U; tinh toan céc thong diép CY) ,Cg),Cgi),Cff),Kl(i),Kz(i) cua minh la 87T, + 87,,,.
Thoi gian dé méi V; chuén bi thong diép 0\, 0 va 0\ cita minh 1 67, + 37;, +T;. Chi
phi tinh toan ma CC can thuc hién d€ tinh cac gia tri cong khai KP;,KP> 1a 2nT,,. Hon
nita, CC phai st dung T; +2n;T;, + Tpy dé tinh toan 1 gid tri tan suét.

Ddi véi giao thic dé xuit, d€ tinh m gia tri tan sut, mdi U; st dung (n; + 1)T,
d€ tinh toan trong pha khdi tao, sau d6 danh m, (3T, + T,,,) + m,m, (2T, + 2T,, + T;) dé
chuin bi céc thong diép clia minh. Mbi V; st dung (n; + 1)7, d€ tinh todn trong pha
khdi tao, sau d6 danh m,m, (6T, + 2T,, + 2T;) d€ chuin bi cdc thong diép ctia minh. CC
st dung 2n1n;T,, trong pha khdi tao va st dung mym,n T, + Tpy, dé tinh két qua trong
pha 4. Bang 2.10 thé hién su so sanh dd phuc tap tinh toan ly thuyét giita cic giao thic.
Tir bang trén c6 thé thay chi phi tinh todn cho mdi ngudi dung va CC trong hai giao

Bang 2.10: So sanh do phiic tap tinh toan gitta cac giao thiic
Giao thuc goc [27] | Giao thuc [50] Giao thuc dé xuat
Moi | mym, (9T, +4T,) | mym, (10T, +8T,,) | 3my, + 2m,m, + ni + )T, +
U; ~ 2164m,m,T,, ~ 2408m,m, T, (my + 2my,my,) T, + m,m,T;
< (493,6m,m, + T2lm, +
240[+/0,5m,m, + 2] +240)T,,
Moi | mym, (9T, + 3T, + | mym, (8T, + 3T, + | (ny + 1)T, + m,m, (6T, + 2T,, +
Vi | T) ) 2T;)
~2174,6m,m,T, | ~1934 6m,m,T,, | < (1453,6m,m, + 240 +
240[+/0,5m,m, +2]) T

CC mym, (6n, T, + | mym,(4n Ty, + | n1(2ng +m,m,) T, + Tpr

T;+Tpr) T+ TpL) < 2ny(mym, +2)T, +Tpr,
~ (6n; + |~ (4ny  +

11,6)m,m,T,, + |11,6)m,m,T, -+

my,m,Tpy, my,m,Tpp,

thtc [27, 50] 16n hon nhiéu so vé6i giao thiic d& xuat. Ngay & budc thiét ké lai giao thic
gbc khi st dung cing mot hé mat vé6i hai giao thiic dién hinh, do s6 lugng khoa sit dung

clia giao thic dé xuit gidm di ddng k€ va s6 luong tinh todn giita cdc bén dudc thiét ké
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va tbi uu hon nén chi phi tinh todn cia mbi ngudi ding va ctia CC déu thip hon so véi
cac giao thiic con lai [27,50]. Hon thé nita, thay vi yéu cau mdi ngudi dung U; phai tinh
todn va gui 2m, - m, thong diép thi trong giao thic mdi chi can tinh va gti 2m, thong

diép. Piéu d6 1am cho giao thiic dé xuit c6 hiéu suét cao.

2.3.6. Chuyén doi giao thitc dé xudt sit dung hé mdt duong cong Elliptic

Dé tiép tuc nang cao hiéu suit, giao thiic dé xuit dudc chuyén déi sang mot bién
thé st dung hé mat ma trén duong cong Elliptic theo y tudng cai tién sb 2 da dudc dé
xuat trong Muc 2.3.1. Vi hé mat ma Elgamal trén trudng hitu han va trén dudng cong
Elliptic 1a tuong ddng nén véi cling mifc d6 an toan thi tinh diing dan va tinh riéng tu ctia
giao thiic khi chuyén déi sang st dung hé mat dudng cong Elliptic sé tuong duong véi
giao thic ban dau st dung hé mat ma Elgamal trén trudng hitu han. Do d6, trong phan
nay chi phan tich vé tinh hiéu suét ctia giao thic chuyén ddi nay so véi giao thifc ban dau

st dung hé mat ma Elgamal trén truong hitu han.

Trong d6, cac tham sb hé thdng dudc thiét 14p nhu mo ta trong Muc 1.5.2.5.2. Chi
tiét giao thiic tinh dong thdi nhiéu gia tri tan suit c6 bdo mat trong mo6 hinh 2PFD st
dung hé mat duong cong Elliptic dugc mo ta nhu trong Giao thic 2.7.

Phan tiép theo sé danh gid mifc d6 hiéu qua clia giao thic nay so vdi giao thic
st dung hé mat Elgamal trén truong hitu han vé chi phi truyén thong va chi phi tinh
toan. Giao thuc dua trén hé mat ma duong cong Elliptic s€ st dung dudng cong Elliptic
BrainpoolP160r1 vé6i kich thuée khod bi mat 1a 160 bit, khoa cong khai 1a 320 bit [45]
(hai hé mat nay c6 cung mtuc an toan la 80 bit).

Khi xem xét vé chi phi truyén thong ta c6 thé thiy: giao thic dé xuit sit dung hé
mat Elgamal trén trudng hitu han va trén dudng cong Elliptic c6 sb ludng cac thong diép
can trao ddi gitta cdc bén tham gia 13 nhu nhau. Tuy nhién thi kich thudc ctia mdi thong
diép clia cdc hé mat nay la khdc nhau: moi thong diép clia hé mat Elgamal trén trudng
hitu han 1a |p| = 1024 bit, mdi thong diép ctia hé mat Elgamal trén dudng cong Elliptic
tuong tng v6i 1 di€ém va c6 kich thuée 1a 2.160 = 320 = %" bit. Tuong tng vdi chi phi
truyén thong ctia giao thic dé xuit sit dung hé mat trén dudng cong Elliptic giam di %
lan so véi st dung hé mat ma Elgamal trén trudng hitu han. Bang 2.11 cho thiy su so
sanh chi phi truyén thong va chi phi tinh todn gitta hai giao thtic nay.

Tt két qua so sanh trén cho thiy viéc chuyén d6i giao thiic dé xuit sang st dung hé
méat ma Elgamal trén dudng cong Elliptic gitip cai thién dang ké ca chi phi truyén thong
va chi phi tinh todn ctia giao thic. Chi phi truyén thong gidm con khoang %, chi phi tinh
toan ctia mdi ngudi ding U; gidm khodng 5 14n, chi phi tinh todn ctia mdi ngudi dung V;

va CC giam khoang 8 lan
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Pau vao:

dung, i € [1,n1],n =2n;.

Output (dbi véi CC):
SU = {suj =YLy th joom, Vi, jjm,) } je;

n: SO luong ngudi dung trong hé thdng, trong d6 mdi mién dit liéu U;, V; ¢6 ny ngudi

u; j: Cac gia tri nhi phin bi méit ma U; nam giit (0 < j < m,).
v; j: Céc gid tri nhi phan bi mat ma V; nam gitt (0 < j <m,),my, < m,,

0,m,m,—1)

Pha khdi tao

- Méi U; thuc hién:

1. x; €r ZZ; X; = x;G;

2.for (0 < j <mny)

3. ksujjc€rZy; KPU;;=ksu;;G;
4. Gui {KPUi’j}0§j<nk1,Xi cho CC;

- Méi V; thuc hién:

5.vi€rl); Yi=yG;

6. for (0 < j < ny)

7. kSVl‘J €R Z;}; KPV,"J' = ksvi,jG;
8. Gti {KPV; j}o<j<n, cho CC;

- CC thuc hién:

9.j=0;

10. for (0 <t < I’Lkl)

11.  for (0 <k <mny)

12. KP; =Y (KPU;; +KPViy);
13. j++;
14. if (j == ng — 1) break;

15. if (j ==n;—1) break;

16. Gtri {Igpj}0§j<nk cho {Ui,Vi}lgignl;
Pha 1: M&i U; thuc hién
17.For 0 < j < m,

18. o) er

19. " =u;;G+c)x; ¢ = G
20. Gt {C\", SV o< i, cho CC.

Pha 2: Moi V; thuc hién:

21. Nhan {C{" o< i X; til CC;
22, j=0;

23.for (0<r<m—1)
24, for (141 <k <mny)

25. cl%) ERLY;
26 levj) — vi’j%mvciivLj/mVJ) +
2 L /my
ksvi ken,, K Py C,(, j)ing’U/ )
ksvi 19on, KPy;
o 5
27. oY = Cz(, j)Yi — Vi, j%m,Xi;
28. J++
29. if (j ==m, -m, — 1) break;

30. if (j ==my-m, —1) break;
31. Giti {01,057 Vo< j<m,m, cho CC;
Pha 3: Moi U thu.c.hién:
32. Lay {0\, 0"} o< j oo, tit CC:
33. j = 0;
34.for (0 <t <n—1)
35. for (t+1<k<ny)
g . g
36. Ay =01+l 08—
st |1y | K Pk Kt [ fmyy | KB
37. J++;
38. if (j ==my-m, — 1) break;
39. if (j ==my-m,—1) break;
40. Gui {Ai,j}0§j<m cho CC;
Pha 4: CC thuc hién
41. For 0 < j < mym,,
42. Aj:Z?ilAi,j;
43. SU = Dloggc(E,G,n;,A)
//St dung thuit toan vét can 1 lan.

Giao thitc 2.7: Giao thiic PPMFC() tinh dong thdi nhiéu gid tri tn sut c6 bao mat trong
mo hinh 2PFD st dung hé mat duong cong Elliptic

2.3.7. Pdnh gid vé mdt thuc nghiém

Trong phan nay, cic giao thiic [27,50] c6 cung miic do an toan, cling sb 1an giao

tiép giita cdc bén tham gia v6i trung tim tinh toan va giao thic dé& xuét dudc cai dit

bing ngon ngit C# trong mdi trudng Visual Studio 2019, véi su hd trg ciia thu vién

System.Numerics dé so sanh hiéu suét giita cac giao thic nay. Cac thuc nghiém cung




78

Bang 2.11: So sanh vé chi phi truyén thong va chi phi tinh toan giita cic giao thiic

Tiéu | P6i | Giao thicc Elgamal trén truong | Giao thitc trén duong cong El-
chi tugng| hiru han liptic
Chi ny (2ngy + 1+ 2n +9m) | p| 0,32|p[m1(2ng + 1 + 2m +
phi < m@m, + 6mm, + |4m,+5m,m,)
truyén [v2m,m,+8]+5)|p| < 0,32n1(4m, + 6Mm, +
thong [v2m,m, +8] 4 5)|p|
Chi Moéi | (493,6m,m, + 72lm, + | B3my + 3mum, + ngy + )T +
phi | Ui | 240[/0,5mum, +2] +240)T, | By +m,) Ty
tinh < 3m, + 3mm, +
todn VO S T3] 4 Ty +
(3mymy, +my,) Ty
~ (87,36m,m, +
29  +  87,12m,  +
29[v/0,5m,m, +2])T,,
Moi | (1453,6m,m, + 240 + | (6mym, + my + DT, +
Vi 240[+/0.5m,m, +21) T, 4my,m, Ty
<  (174,48mym, + 29 +
29[v/0,5m,m, +21)T,,
CC 2ny (mym, +2)T,, + TpL, ny (2ny +mym,)T,, + Tpr,
< (4 + ZmMmV)Tap +Tpr
~ 0,24n;(m,m,+2)T,, + Tpr,

chay trén mot mdy tinh xdch tay Intel Core i5-4210M CPU 2.60GHz, 8GB RAM. bé
giam thiéu sy sai khac vé mdi truong thuc nghiém, mdi giao thic sé dudc thuc thi doc
lap trong diéu kién khong c6 tng dung nao khic dudc chay trén may tinh. Thoi gian
thuc thi cta cdc giao thiic sé dudc do bang cach st dung 16p Stopwatch trong thu vién

System.Diagnostics.

D& so sanh thoi gian chay ctia cac giao thiic, mdi giao thiic dudc thuc thi 10 1an cho
mbi bd tham sd va 14y gid tri trung binh. Luan 4n gia dinh rang tit ca ngudi dung thuc
hién tac vu clia ho cing mdt liic va do tré mang khong dudc tinh vao tong thdi gian thuc
thi. Do d6, chi phi tinh toan  phia ngudi diing c6 thé dugc giam xudng bing chi phi tinh
toan cho mot ngudi, chi phi tinh toan va giao tiép & CC dugc tinh cho tit ca ngudi ding

tham gia vao hé théng vi chiing phu thudc vao su cong tac clia tat ca ngudi dung véi CC.

Pé thuan tién, gia st rang moi gid tri dau vao bi mat clia cic bén tham gia 1a 1 va
khong gian clia nghiém ciia cac bai todn logarit rdi rac 1a tit 0 dén ny. Trong két qua nay
da tinh todn thdi gian tinh toan thuc té can thiét trong tiing pha. C4c thuc nghiém dudc
thuc thi v6i s6 lugng ngudi dung trong hé thdng thay ddi, tic 12 2000, 4000, 6000, 8000

va s6 luong gid tri tin suat can tinh 8000.

Nhu di dé cap, giao thiic méi dudc nang cp tir giao thiic trong tai liéu [27]. Dic
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biét, trong giao thiic gbc, mdi U; phéi tinh toan hai gid tri Kl(i), Kz(i) d€ gtii cho CC. Dua
trén bo gid tri clia hai gid tri nay, CC thuc hién phép nhan:K\" - (k{”)~!. Do d6, do phiic
tap tinh todn tai CC 1a cao. Khong gidng nhu giao thiic [27], trong giao thic dé xut, d6i
v6i mdi gid tri tan sut, mbi U; chi can tinh mot di€ém duy nhit A, ; va CC chi can thuc
hién phép cong cic di€m A; ;. Diéu nay chi lam ting khong dang ké do phuic tap tinh
todn ctia moi U;, nhung lai gidm dang k€ do phiic tap tinh toan tai CC.

Thém vao dé, viéc gidm so Iudng cip khoa can st dung gitp gidm dang ké chi phi
tinh todn c& & phia ngudi ding va phia CC. Hon nita, khi chuyén sang st dung hé mat
ma trén dudng cong Elliptic, chi phi tinh toan cta giao thiic dé xuit giam di dang ké. Do
do, tong thai gian thuc thi cla giao thifc dé xuét thip hon nhiéu so vdi cdc giao thic con
lai, nhu thé hién trong Hinh 2.2.

—+— Giao thirc goc [27] =#=-Giao thirc [S0] —#—Giao thirc dé xuat
50
=
2 40
=)
7 30
Z
Q 20
E
'_| 10
0 . * o -
2000 4000 . 6000 8000
SO LUONG CAC BEN THAM GIA

Hinh 2.2: So sanh thai gian thuc thi gitia cac giao thic

Tur cac két qua trén cho thy giao thic dé xuit hiéu qua hon so véi cac giao thic

con lai.

2.3.8. Vi du minh hoa

D& mo ta ro rang qua trinh tinh cdc gia tri tan sut c6 ddm bdo tinh riéng tu, luan
4n st dung ma trin cdc gid tri tan suit kich thuéc 3 x 8 nhu trong Bang 2.12. Trong
do, ngudi dung va muc duge bicu dién dudi dang U; = {U,,U,,Us }, V; = {V1,V,,V3} va
i; = {i1,i2,13,i4,is,i6,i7,ig} tuong ung. Trudc khi bit ddu, cdc bén tham gia thong nhit
cac tham sb dudng cong Elliptic (E,G,d, p).
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Bang 2.12: Vi du vé ma trin gid tri tin suét

Ui/ij 1 i2 V,'/ij i3 i4 i5
Uy 1| v |[O0O]1]1
U, 011 Vs 1101
Us (1|1} Vs | 1]1]0

Nguéi dung U; trong d6 i = {1,2,3}, chon ngau nhién khéa bi mat cta ho x;, ksu; j,

trong d6 x;, ksu; j €g 25,0 < j < [\/ [% +1/2.23+ ﬂ 1 = 2 va tinh khéa cong khai la:

Xl' = xiG, KPU,'J = ksui,jG. Sau do gﬁl cho CC.

Nguéi dung V; trong d6 i = {1,2,3}, chon ngau nhién khéa bi mét cta ho y;, ksv; j,
trong d6 y;, ksv; j €g Z};, 0 < j < 2 va tinh khoa cong khai 1a:Y; = y;G, KPV; j = ksv; ;G.
Sau d6 gui cho CC.

CC tinh ny = [% +1/2.23+ 4—1‘—‘ = 4 khda cong khai dung chung nhu sau:

KPy = KPU, o+ KPUy o+ KPUs o+ KPVy g+ KPVa o+ KPVs
KP| = KPUy o+ KPU, o+ KPUs o+ KPVy 1 +KPVy +KPV3 |
KP, = KPU, | + KPU, | + KPUs | +KPV, o+ KPVy o+ KPV3
KP3 = KPU, 1 +KPU,, +KPUs | +KPVy | +KPVs, 1 +KPV3 |

CC gtii {KP;}o<j<4 cho tit ci cac bén tham gia.

Ngudi dung U, U, va Us gtii c4c gid tri xép hang ctia ho t6i CC nhu sau:
hG), (1.G+clx1,cl)6))
0G), (1.G+c5' X, ¢
) (
0 3

{(LG+cl ¢!
1
VG), 1.6+ )X, ¢

(
1
{(0.G+c5 )Xo, ¢}
{(1.G+c§3X3,cg

(c. e !
()

(V.

)

Sau d6, ngudi ding Vi, V5 va V3 nhan cic gi tri {C\", " }o< jor, X; tit CC va
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thuc hién cac tinh toan sau:

(0",05") = {(0.C{" + ksvi 1 KPy — ¢ ())le( O —ksvioKPy el oY1 —0.X1),
(1.C —l—ksv1 2KPy — cg fy C( 0) — ksvy ()sz,c(l 1Y1 —1.X1),
(1O kv 3K Py — oy €50 — ksvi oK Py, )1y — 1.X1),
(O +ksv1 2KP —cg %le( b — ksvy 1KP2,C(1 31— 0.X1),
(1.C —I—ksv1 3KP — cg A)fy C( 1 — ksvy 1KP3,c(l 4Y1 —1.X1),
(1O kv 3KPy — P n G5V — ksvi oK Py, vy — 1.X1) )

Tuong tu cho (', 0%) va (0P, 0. Gii {0\, @Y1 ;6 cho CC.

Tiép theo, ngudi ding Uy, U, va Us nhan céc gid tri {0\, 0" }o< -6 tir CC va
thuc hién cic tinh todn tiép theo.

(O.IG—I— (ksvy 1 +ksuy o) KPy — (ksvi o+ ksuy o)KPy, )
1.1G + (ksvy 0+ ksuy 1) KPy — (ksvy o + ksuy o) K P,
A= 1.1G + (ksvy 1 +ksuy 1)KPy — (ksvi o+ ksuy o) KPs, >
’ 0.1G + (ksvy o+ ksuy 1) KPy — (ksvy 1 + ksuy 0)KPs,
1.1G + (ksvy 1 + ksuy 1) KPy — (ksvy 1 + ksuy o) KPs3,
\ 1.1G + (ksvy 1 + ksuy 1)KPy — (ksvy o+ ksuy 1) KPs )
( 1.0G + (ksva,1 +ksua o) KPy — (ksva o + ksuz o) K Py, )
0.0G + (ksvp,0+ ksup 1) KPy — (ksvy o+ ksuo 0) KPs,
PR 1.0G + (ksv,1 + ksua,1 ) KPy — (ksva,o + ksua 0) K P3,
’ 1.1G + (ksvp, o+ ksup 1) KPy — (ksva 1 +ksua o) KPs,
0.1G + (ksvo 1 + ksup 1) KPy — (ksvy 1 + ksua 0) K P,
\ 1.1G + (ksva,1 + ksup 1) KPy — (ksvp o + ksua 1 ) KPs )
(1.1G + (ksvs 1+ ksuz o) KPy — (ksvs o+ ksuz o) K Py, )
1.1G + (ksvz o+ ksuz 1) KPy — (ksvs o+ ksuz o) KPs,
Ay — 4 0.1G + (ksvz 1 + ksuz 1) KPy — (ksv3 o + ksu3 o) K P3, |
’ 1.1G + (ksvz o+ ksuz 1 ) KPy — (ksvs 1 + ksuz 9)K P,
1.1G + (ksvz 1 +ksuz 1)KPy — (ksvs 1 +ksus o) KPs,
| 0.1G+ (ksvs 1+ ksu3 1 )KPy — (ksv3 o+ ksus 1) KP3 )

CC thuc hién tinh cdc ban ma tdng hop:

3
Ag=0.1G+1.0G+1.1G+ Y ((ksvi + ksu;o)KPy — (ksvio+ ksui0)KP1) = 1G
i=1
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3
A1 =11G+0.0G+1.1G+ Y ((ksvio+ ksu;1)KPy — (ksvio+ ksu;0)KP,) = 2G
i=1

3
Ay =11G+1.0G+0.1G+ Y ((ksvi,1 + ksu; 1 )KPy — (ksvio+ ksui0)KPs) = 1G
i=1

3
A3=0.1G+1.1G+1.1G+ Y ((ksvio+ ksu; 1 )KP — (ksvi1 + ksu;0)KP;) = 2G
i=1

3
Ay=11G+01G+1.1G+ Y ((ksvi1 + ksu;1)KPy — (ksvi,1 + ksu;0)KPs) = 2G
i=1

3
As=1.1G+1.1G+0.1G+ Z ((kSViJ +ksu,~71)KP2 — (kSV,',() +ksu,~71)KP3) =2G
=1

l

St dung logarit rdi rac d€ xdc dinh céc ban 16 tuong tng la: F = {1,2,1,2,2 2},

2.4. Két luan chuong

Trong chuong nay, luan dn da phat trién 02 giao thiic tinh todn bdo mat hiéu qua:
Giao thtic tinh dong thdi nhiéu gia tri trung binh, do tuong tu c6 bio mat va Giao thiic

tinh dong thdi nhiéu gid tri tan suit c6 bao mat trong md hinh 2PFD.

Pong thdi ciing da chitng minh ring cic giao thiic dé xut vita dam bao dudc tinh
ding dan cia két qua dau ra, vita ddm bao dugc do an toan trong md hinh ban trung
thuc. C4c ddnh gid vé mit 1i thuyét va thuc nghiém ciing cho thiy tinh hiéu qua cao clia
cac giao thiic nay so v6i cac giao thuc tinh trung binh, giao thuc tinh do tuong tu dugc
trinh bay trong tai liéu [7] va giao thiic tinh tin suAt trong mo hinh 2PFD dugc trinh bay
trong tai liéu [27], tuong Ung.

Do d6, cic giao thiic dé xuit c6 kha ning 4p dung vao cac bai todn thuc té. Cu
thé nhu: giao thic tinh trung binh va do tuong tu c6 bio mat dudc dé xuat da dudc ap
dung vao trong bai toan ddm bdo tinh riéng tu cho hé tu vin ngudi dung da dudc cong
bd trong cong trinh [CT3, CT4, CT5], giao thiic tinh tin suit c6 bao mat trong mo hinh
2PFD [CT1] da dudc ap dung vao trong bai toan dam bao tinh riéng tu trong qua trinh
huén luyén ciy quyét dinh da dugc cong bd trong [CT2].

No&i dung ctia chuong nay lién quan dén cic cong trinh [CT1, CT3, CT4, CTS,
CT6] trong Danh muc cdc cong trinh khoa hoc sit dung trong Luan 4n. Tiép tuc huéng
nghién ciu phat trién giao thic tinh toan bdo mat, ludn 4n nghién citu dé xuét cic giai
phdp ting dung cic giao thic dé xuit d€ dam bdo tinh riéng tu hé tu van ngudi ding
trong chuong tiép theo.
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CHUONG 3. GIAI PHAP PAM BAO TINH RIENG TU CHO HE

TU VAN NGUOI DUNG DUA TREN CAC GIAO THUC TINH
TOAN BAO MAT

3.1. M6 dau chuong

Trong chuong nay, cic gidi phap hé tu vAn ngudi dung ¢6 ddm béo tinh riéng tu cho
mo hinh dif liéu phan tian diy di va phan tan day di hai bén dudc dé xuat dua trén viée
st dung cac giao thuc tinh toan bao mat phuc vu cho viéc tinh cac gia tri trung binh, do
tuong tu va giao thic tinh tan suit trong md hinh di liéu 2PDF dudc phét trién & chuong
trudc. Trong d6, cac gia tri dau vao la cac gid tri xép hang thé hién y kién danh gid cia
ngudi dung dbi v6i mot muc tin, trong d6 cac gid tri nay 13 cac sd nguyén khong Am kha
nho, vi du trong mdt s6 dng dung danh gid thuc t& hién nay thi thang danh gia thuong
c6 gia tri tir 0 dén 5 nhu: cac hé thdng clia amazon, ebay, google, shopee,... . Cic giao
thtic dudc phat trién nay sé ducc tng dung trong giai doan dau tién ctia gidi phap Hé tu
vAn ngudi ding c6 ddm béo tinh riéng tu: giai doan tinh gid tri trung binh xép hang clia
muc tin va do tuong tu ctia cip muc tin. Nhitng dé xuit nay c6 lién quan dén ciac Cong
trinh [CT3, CT4, CT6].

Y tuéng chung ciia bai toan hé tu vin ngudi dung c6 dam bao tinh riéng tu sé dugc
trinh bay trong muc 3.2. Sau dé cac giai phdp hé tu vin ngudi dung c6 dam bao tinh
riéng tu dé xuét cho mo hinh dit liéu phan tdn ddy di va phan tian diy dua hai bén ducc
trinh bay trong muc 3.3 va 3.4 tuong ung.

Céc giai phdp nay c6 thé dugc trién khai thuc t& dudi dang md hinh mdy chid - may
tram, day 12 mot md hinh phd bién hién nay. Trong d6 phia ngudi dung sé st dung mdy
tram c6 Ung dung dé thuc thi cic tdc vu clia minh va két nbi v6i mdy chi tu van thong
qua hé théng mang d€ trao ddi cac thong diép. Trén mdy chii tu van ciing sé cai dit tng

dung d€ thuc hién cic tic vu tuong ing ctia minh.

Dé tién hanh thuc nghiém danh gid tinh hiéu qua clia cdc giai phap, luan an st dung
dit liéu c6 sén cong khai do GroupLens [67] cung cAp, bao gdm 100.000 xép hang, 1982
muc dudc cung cip bdi 943 ngudi dung trén thang diém danh gid tir 1-5. Pong thoi, luan
4n cling gia dinh rang tit ca ngudi dung thuc hién tic vu clia ho ciing mdt lic va do tré
mang khong dudc tinh vao tong thdi gian thuc thi. Do d6, chi phi tinh todn & phia ngudi
dung c6 thé dude giam xubng bang chi phi tinh todn cho mot ngudi, chi phi tinh todn va
giao tiép & phia mdy chi tu vin dudc tinh cho tit cd ngudi dung tham gia vao hé thong

vi ching phu thudc vao su cong tac cia tit ca ngudi dung v6i may chi tu van.
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Trong thuc té qua trinh trao ddi gitfa cdc bén tham gia s& c6 dd tré va diéu nay sé
anh hudng 16n téi tinh hi€u qua cia giai phap. Khi d6 thdi gian thuc thi phia ngusi dung
trong mot pha nao d6 sé tuong ducng véi thdi gian tir khi pha bat dau cho téi khi ngudi
dung cudi cling thuc thi xong. Vi thé d€ han ché do tré nay thi can c6 bién phap lién quan
dén viéc ddm bao bing thong cia mang két ndi va c6 nhitng chinh sach phi hop dé cac

bén tham gia thuc thi cdc tdc vu ctia minh mot cach nhanh nhét.

3.2. Bai todn tu van ngudi dung c6 dam bao tinh riéng tu

Tir nhitng phan tich, ddnh gia trong Muc 1.7.1 ¢6 thé thiy mic du céc giai phap
PPRS dugc dé xut trong céc cong trinh [7,55,75] phit hop véi bai toan ctia luan an. Giai
phép trong cong trinh [7] dim bdo tinh ding din cla tu van, hiéu suit t6t tuy nhién miic
d6 an toan chua cao. Giai phap trong cong trinh [55,75] ciing dam bao tinh ding dan, c6
muc do an toan cao tuy nhién hiéu suat thip hon so véi gidi phép trong cong trinh [7].
Ddi v6i ngit canh tinh toan phan tan, tinh hiéu suit dong mot vai trd quan trong trong

viéc quyét dinh ing dung gidi phap trong thuc té.

...................................................................................................................................
.......

i Ban ma xép hang sir dung i
! khoa cong khai chung — > .
: \ ; H Ban m3 x&p hang str dung khod

: cong khai cia nguoi ding
Hop tac dé tinh gid tri -

K ‘ trung binh va d6 tuong ty - . . >
: 7 d Ban ma tw van sur dung khoa

cong khai cia nguoi dung

Tu van i

>

Cac gia tri tr_p'ﬁg %
binh va db twong tu™.,,

...................................................................................................................................

Giai doan 1: X3y dung hé tu van Giai doan 2: Sinh tw van

Hinh 3.1: Giai phdp hé tu vAn ngudi diing ¢6 dam bao tinh riéng tu [7]

Vi vay, gidi phdp trong cong trinh [7] sé tiép tuc dudc phan tich chi tiét hon. Giai
phdp nay dudc chia thanh hai giai doan nhu Hinh 3.1, cu thé nhu sau:

- Giai doan thu nhét: Xay dung hé tu van. Trong giai doan nay, cic bén thuc
hién tinh trung binh xép hang ctia cdc muc tin va tinh do tuong tu gitta cdc cdc cip muc
tin c6 ddm bdo tinh riéng tu. Ngudi dung ma héa xép hang ctia ho va gii cac ban ma dén

mdy chd. Mdy chii tinh cic gia tri trung binh xép hang clia tiing muc tin ciing nhu do
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tuong tu gitta cidc muc st dung thudc tinh dong ciu va su hop tic clia tat cd ngudi dung.
Sau d6, cdc gia tri do tuong tu va gia tri trung binh xép hang ctia ciac muc tin dudc luu
tri trong cd s6 dit liéu cia may cha. Tuy nhién giao thic tinh cac gia tri trung binh va do
tuong tu gitta cac muc tin dugc st dung trong giai doan nay mac du dam bao dugc tinh

ding din nhung tinh an toan va hiéu sut chua cao nhu dudc phan tich trong Muc 2.2.1.

- Giai doan thit hai: Sinh tu van. Trong giai doan nay, chi mot ngudi dung tham
gia nhan cdc dé xuat (dudc goi 1a “ngudi dung muc tiéu”) va gdi cdc ban ma cla cac
danh gid muc tin cta ngudi dung d6 t6i mdy chi. Mdy chi tinh diém tu van theo cich
dong cAu va giii ban ma két qua cho ngudi dung. Ngudi diing muc tiéu cubi cling giai
ma dudc ban ma bang khéa riéng ctia minh. Gidi phap cung cép hai loai phuong phap dé
sinh tu vin c6 dam bao tinh riéng tu bing cach sit dung Loc dua trén ndi dung (CBF) va
Loc cong tac (CF).

Hon nita, giai phap nay st dung hé mat ma Elgamal vi thé hiéu suét chua cao. Vi
thé luan 4n thuc hién thiét ké lai c4 hai giai doan ctia giai phap [7] nham nang cao hiéu

suét va mic do an toan clia giai phap. Cu thé nhu sau:

- O giai doan thi nhét clia gidi phdp dé xuét sé st dung céc giao thifc dugc phat
trién trong Chuong 2 dé tinh c4c gid tri trung binh xép hang clia cdc muc tin va cdc gia

tri do tuong tu gitta cac cap muc tin.

- O giai doan sinh tu vén, ludn 4n sé tiép tuc phat trién cdc giai phap sinh tu vin
tuong ting vSi hai phuong phap CBF, CF trén co s3 cai tién giai phap dé xuat trong tai
liéu [7] thong qua viéc st dung hé mat ma trén duong cong Elliptic thay cho hé mat ma
Elgamal. Sau d6, cdc giai phdp nay sé dudc danh gid vé tinh ding din, miic do an toan

va hiéu suét.
Giai phdp dé xuit nay sé dugc trinh bay cu thé trong Muc 3.3.

Tu nhitng phén tich, danh gid trong Muc 1.7.2, mic du hién nay c6 rat nhiéu gii
phap PPRS nhung van chua c¢6 giai phdp nao cho kich ban dit liéu nhay cam ctia ngudi
ding dugc phan tdn day di hai bén. Gidi phap PPRS trong mo hinh 2PFD phiic tap hon
so V6i cdc cai dit khac, bdi vi mot bd gid tri  ddy c6 thé thudc vé hai ngudi dung thudc
hai mién dit liéu khac nhau. Do d6 can phai c¢6 gidi phdp méi cho giai doan dau tién cia
giai phdp hé tu vin ngudi ding c6 ddm bao tinh riéng tu trong mo hinh 2PFD. Vi vay
trong Muc 3.4, luan 4n dé xuat giai phap PPRS méi cho mé hinh 2PFD.

Céc giai phdp dé xuét tip trung dam bdo tinh riéng tu trong mo hinh ban trung
thuc, trong do céc bén tham gia sé tuan tha giao thiic nhung cdc bén ciing c6 thé thong

dong v6i nhau d€ tim hi€u céc thong tin nhay cdm cuia cdc bén tham gia khac.
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C4 hai giai phdp dé xuét déu st dung hé mat ma trén dudng cong Elliptic nén giai
doan khéi tao hé thong sé thong nhit nhu Muc 1.5.2.5.2.

Céc tham s dudng cong elliptic can dudc lua chon cin than dé chong lai tit ca cac
cudc tin cong da biét vao bai toan logarit rdi rac trén dudng cong elliptic (ECDLP). Ta
c6 thé st dung cac bd tham s6 dudng cong elliptic miu theo cdc chuin dua ra (vi du:
FIPS 186-4, NIST SP 800-186, SEC 2,...) hoic tu lua chon ngiu nhién bo tham sb va
sau d6 kiém ching lai cdc rang budc an toan clia bd tham sb nay theo cach thic dudc dé
cap chi tiét trong tai liéu [35]. Luén 4n gia dinh cdc tham sb nay dudc lua chon ding dan

d€ dam bao an toan cho hé mat ma trén dudng cong Elliptic.

Viéc lya chon bd tham sb dudng cong elliptic dong vai trd quan trong trong viéc
dam béo an toan cho gii phap. Tuy theo tling yéu cau cu thé vé miic an toan cla linh
vuc tu vin ma c6 thé chon cic tham s6 ctia dudng cong Elliptic cho phii hdp. Yéu cau
vé kich thudc khéa hay chinh 14 kich thudc ctia bic dudng cong elliptic cho cdc mifc an
toan nhu dugc thé hién trong Béng 3.1.

Béng 3.1: Yéu cau vé kich thu6c khéa ctia EC cho cdc miic an toan

Mirc an toan (bit) | Kich thuéce khoa (bit)
80 160
112 224
128 256
192 384
256 512

Phan tiép theo sé trinh bay chi tiét vé hai giai phap dé xuét: Hé tu van ngudi dung
c6 dam bao tinh riéng tu trong mo hinh phan tan day da va Hé tu van ngudi dung c6 dam
bao tinh riéng tu cho mé hinh 2PFD.

3.3. Giai phap dam bao tinh riéng tu cho Hé tu vin ngudi dung trong mé hinh dir
liéu phén tan day da
3.3.1. Dinh nghia bai todn
Hé tu van ngudi dung gdm c6 hai thuc thé co ban:

Nguoi dung: st dung hé thong tu vin (RS) d€ dua ra y kién danh gia cling nhu
nhan cdc tu van va cac muc dit liéu dudc ngudi dung danh gia. Gia st trong hé thdng ¢
nngudi dung U = {U,,U>,...,U,} vam muc dt liéu I = {i1,ip,...,im}-
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May chii tw van: hop tac véi ngudi ding dé tinh todn gid tri trung binh xép hang
ctia nhitng ngudi dung d6i véi muc tin, do tuong tu gitta ciip muc tin, luu trit cac gia tri
ndy trong co s dif liéu cia minh va hd trg ngudi dung muc tiéu trong viéc sinh tu van.
M4y chii tu van sé khong tiét 10 cac tham s6 ctia hé tu van (trung binh xép hang va do
tuong tu gitta cidc muc tin khac nhau) cho bat ky ai.

Diéu nay xuét phat ti thuc té hé tu vin chinh 12 bi mat kinh doanh nhiam cai tién
hiéu qua hoat dong cta t& chiic. Hon nita, d€ c6 dudc mot hé tu van c6 chét luong tot thi
thong thudng céc t6 chiic sé phai dau tu chi phi dang ké cho qud trinh ngudi ding dua ra

cac danh gia cho cac muc tin cua minh.

Mbi ngudi ding U; sé dua ra y kién ddnh gid d6i v6i cac muc dit liéu thong qua
viéc chon cau tra 18i cho cdc cAu hdi lién quan dén viéc danh gid cac muc dit liéu. Céac
cau tra 10i nay sé tuin theo mdt thang s cu thé (vi du: 1: kém dén 5: xuét sac) nhu vi du
trong Hinh 3.2.

The Fight for Privacy: Protecting Dignity, Identity, and Love in the Digital Age

};’ ‘ by Danielle Keats Citron | Oct 4, 2022

41

4.3 out of 5§

41 global ratings
5 star | 52%

4 star 31%

3 star 13%

2 star 0%

1 star : 4%

See customer reviews »

Other formats: Paperback , Audio CD

Hinh 3.2: Vi du vé thanh d4nh gi4 dbi véi muc dit liéu trong hé théng thuong mai dién
ti cia Amazon

Daéu vao cho hé thong tu van (RS) 1a cdc gid tri xép hang sb hoc, tiic céc gia tri r;, j»
véi j € [0,m) 1a gid tri xEp hang clia ngudi dung U; cho myc di liéu i;. Néu ngudi ding
chua danh gia muc du li€u, thi r; ; = 0. DU liéu dau vao gbc cho qud trinh xay dung hé
tu van dudc biéu dién dudi dang ma tran R nhu md ti trong Bang 3.2.

Muc dich ctia gidi phap 1a cho phép mdy cha st dung dit liéu tir tAt ca ngudi dung
dé€ xay dung hé tu vin ngudi diing trong khi van bao vé tinh riéng tu cia mdi ngudi ding.
M4y chi sé khong tiét 16 cac tham s6 ciia hé tu van da dudc xay dung. Mdi ngudi ding
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Béng 3.2: Bang ma trin Ngudi ding - Xép hang muc tin

‘ Users/items ‘ N N Im
U1 1’170 7’17]' rl,k ’”l,m—l
Ul' rio -« Fij o Fik o Tim—1
U, Fn0 e Tnjooee Tako e Tumed

u; nam gitf cdc gid tri bi mat ri j- Khong ai biét vé céc gia tri nay trit ngudi dung do.

Khi ngudi ding mudén dudc tu vAn, ho sé giii cac y kién da danh gia ciia minh dbi
v6i cdc muc tin (cling thong qua viéc da tra 15i cac cau hdi lién quan) t6i mdy chd tu van.
Panh gid cia ngudi dung ciing dugc chuyén ddi sang cac gid tri s6 hoc cu thé theo thang
sO clia cdc cau tra 161 da dugc dinh nghia trude r; ;. Muyc tiéu 1a cho phép mdy chi si
dung cic gia tri nay dé€ sinh tu van cho ngudi dung trong khi vin ddm bdo tinh riéng tu

clia ngudi dung, cu thé 1a:
- Tinh riéng tu vé céc gid tri bi mat r; ;.

- K&t qua tu van vé cdc muc tin ma ngudi ding chua danh gia.

3.3.2. Gidi phdp ddm bdo tinh riéng tw cho hé tw van nguoi ding

Trong gidi phap mdi nay, luan 4n thiét ké lai c4 hai pha clia hé tu vin ngudi dung
c6 dam bdo tinh riéng tu trong [7] nham ting hiéu qua ctia gidi phap. Giai phap dé xuit
cu thé nhu sau:

Giai doan 1: D€ tinh trung binh xép hang clia cidc muc tin va do tuong tu gitia cac
cip muc tin, luan 4n st dung giao thiic tinh dong thdi nhiéu gid tri trung binh va do tuong
tu c6 dam bdo tinh riéng tu dugc dé xuat trong Muc 2.2 (dudc goi 1a giao thiic SMASC).

Giai doan 2: D€ sinh tu vin c6 dam bao tinh riéng tu cho ngudi diing muc tiéu,
luan 4n dé xuat hai phuong thic:
- Sinh tu vin dua trén CBF c6 dam bdo tinh riéng tu.

- Sinh tu vAn dya trén CF c6 ddm bdo tinh riéng tu.

C6 ba budc chinh d€ tao cac dé xuét: (1) Ngusi dung muc tiéu bat diu bang cach
ma héa vecto xép hang clia minh va gii cdc ban ma dén may chii.(2) Mdy chd st dung
cac phép toan dong cAu va mi héa dé tao ra cac ban ma cia tif s6 va mau sd clia phuong
trinh (1.7.11) hoic (1.7.12) (tuong ting v6i phuong phap sinh tu van dua trén CBF hoic
CF). (3) Ngudi ding ldy cdc bin ma nay tif mdy chd va gidi ma ching dé tinh diém dé
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XUAt.

Trong do, P, 1a di€ém dé xuét duge dy dodn cho muc tin i véi k € [1,m], va muc

tin c6 diém s cao nhat cudi cung dudc dé xuit cho ngudi dung.

Goi max la gi4 tri 16n nhit trong thang ddnh gid muc tin, khi do: su i€{0,1,...,n-

max?}
Giai phdp 3.1 sé trinh bay chi tiét vé giai phdp nay.
3.3.3. Ddnh gid vé tinh diing ddn

Giai phap PPRS dudc dé xuat gom hai giai doan: Giai doan thd nhét 1a xay dung
hé tu vAn ngudi dung théng qua viéc tinh cac gid tri xép hang trung binh ctia muc tin,
cac gia tri do tuong tu gitta cip muc tin va Giai doan thi hai 12 tao cac tu vin cho ngudi

dung.

Trong d6, cac gia tri xép hang trung binh ctia muc tin va do tuong tu gilia cac cip
muc tin dugc tinh thong qua viéc thuc thi giao thic tinh nhiéu gi4 tri trung binh va do
tuong tu c6 dam bdo tinh riéng tu da dugc dé xuit trong Muc 2.2. Do d6, qua trinh nay
da dudc chitng minh 13 ddm bao tinh ding dan ctia cdc gid tri tham s6 ctia hé tu van
nguoi dung.

O giai doan thit hai, giai phdp cung cip hai cach thic d€ tao tu vin cho ngudi dung:
tu van dua trén CBF va CF.

Ta c6: d®) = Dloggc(E, G, max?,C))

Vithé, voi0 <k <m,taco:d)-G=C = Fy—x;-Fx

e Néu tao tu van dua trén CBF:

A G =Y S(iniy)- (rij- G+ X —x 2 Sisif) -V G
=Y S(ik,ij) 1y G

Do dé: d,?) =Y ri g S(iks 1)

Tuong tu, ta co: d,gi)m =Y Sk, i)
(3) mopS(i i
" d Z'zl rl.j'S(lk»lj)
c Py =k =52
Vay ik dgm ZTZIS(zk,lj)

e Néu tao tu van dua trén CF:
3 3 . 4 L
d?).G = Fs; +Y0 (C§- )~ Fy0)-S(iksif) —xi- (Fox +X0 (C§- )~ Fyp) - S(in, i)

=R Y1y S(ik,1;) - G+ X (riyj — Rj) - G- S(ik, i)
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Giai phap 3.1: Giai phap ddm bdo tinh riéng tu cho hé tu vin ngudi dung trong mo hinh
dit liéu phan tan day da

Pau vao:

n: S6 lugng ngudi dung.

m: S6 lugng cdc gid tri trung binh can tinh.

RM: Ma tran xép hang cda nhiing ngudi dung ddi véi cac muyc tin, trong d6 mdi 7;, jla

gi4 tri xép hang riéng tu clia ngudi dung thif i ddi v6i muc tin thi j.

max: Gi4 tri 16n nhét trong cic gi4 tri bi mat ma cic U; nam gii.

k: Chi s clia muc tin ma ngudi ding U; yéu cau sinh tu van.

Dau ra: (déi véi U)):

P i: Piém dé xuit dudc du doan xép hang cho muc tin thi k ctia ngusi dung Uj;, véi

k={0,2,...,m— 1} la thd t muc tin ma U; da yéu cau sinh tu van.

X0 7i S (i)

XL S(iksij)

Néu sinh tu van dya trén loc cong tac — CF thi: Py = R S(lk’l)é),jlzg(_ili(:; —Ri)SCly)

j= ",

Ry, R dudc tinh theo cong thuc (1.7.13) va S(i, i;) dudc tinh theo cong thiic (1.7.14).

Néu sinh t van dya trén ndi dung — CBF thi: P =

Giai doan 1: Tinh trung binh xép hang Z’j”:lS(ik,ij) -G+ c,(cz) - KPU, 1,Fy =
cua cac muc tin va do tuwong tu gita cap | .(2) G);

C .
. k )

I1m<l{3e t“;(. ) 12. if (Phuong thic sinh tu vin = CBF)

WOy k) 5 O<j k<m;j<k = 13. Fi i, F =Y . S(i,ii) -
SMASC(n,m,RM,n.maxz); E(ri ..G().l,k Z,k) Z]—l,]?ék (k J)
/* Thyc hién giao thic SMASC 14 else
2. for (O§J<m—1) 15. C(4) ERZ*'C(S) cr 7%
3. for (j+1<k<m) 4 S

' TS 16. E(sz?zlj;éks(lkalj)'G):
4. S(ix,ij) :S(lj,lk);’ (R S(., AR @
Giai doan 2: Sinh tu van cho nguoi dung k j=17{f)k ot “k
muc tiéu U; KPUj 1,¢;” - G);
* Pha 1. U; thuc hién 17. E(R;-G) = (R;- GJFC/(;) X C](f) .
5.for (0<j<m) G);
6. ) erzy; 18, (FiFa) =

m .
7. E(rij-G) = (C](-l) =rij-G+ Cg-l) . E’(anZj—lll:jﬂs(g’lj)E R; G (? ) +
KPU. .. CY — D). Tk (rl,J: )—E(R;-G))-S(ix,i));
LG =¢ 0 )i 19. Gui cho Ui:

/*E la thuit toan ma hod ctia hé mit ma {Flk By, Fip F4k}0<k<m'
gudé% co{rg (Ellipti(c;.;r - * Pha 3. U, thuc hiénizo. for (0 <k <m)

. Qui rij- 0<j<m €NO KS; 3) _ _ . :
* Pha 2. Rs thuc hién 21. C@) = Fe—ksuri-Frp
9. for (0 < j <k <m) 22. Gy =B —ksui i Fag;

10. ¢ erZy; > ?(3)gfl]s’gEC(E’G’maxz’C@);
11 E(E" 1 S(iksi)) - G) = (Fsg = for (0 < d(f) m)

25. Pi,k = d(kg) s

k4m
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= (Rk-ZTzlS(ik,ij) + L5 (rij —Rj) 'S(ikaij)) G

. 3 m .. .o
Do do: d/E ) :Rk'ijl S(lk,lj)—l—zsfl:l(ri’j—Rj) -S(lk,lj)

Tuong tu, ta co: a’,g)m =Y S(ik, )
3) m i Mmoo RNS(i e
AL . dk . Rk'Zj:]S(’kalj)+2j:1(rw RJ)’S(lkal])
Vay. Pi,k - T Z;,n:] S(ii )
k+m

Két luén 3.1. Gidi phdp hé tu vdan ngudi ding cé ddm bdo tinh riéng tu duoc dé xudt
cho mé hinh dit liéu phdn tdn ddy dui tinh diing ddn cua gid tri diém tw vdn:

3 5 5 Y ri oS ik
* Voi tu van dua trén CBF: P = 17y Slikeij)

ZT:] S(lkvl])
B P i ReX™ o S(igi )AL  (r; i—R)-S(igsi;
e Voi tw van dua trén CF: P, = YR ])m é.l(.fj ) Sii;) [ |
’ Zj:] (lk-h)

VE mit 1y thuyét ludn 4n da chiing minh gidi phap dé xuit bao toan tinh ding dan
ctia két qua tu van. Tuy nhién do hé mat ma trén duong cong Elliptic chi 1am viéc véi
ban 16 12 s6 nguyén nén trong qua trinh sinh tu van doi khi phai thuc hién lam tron cac
gi4 tri trung binh va dd tuong tu, vi thé sé c6 su sai 1éch nhé trong két qua diém tu vin
P

Tiép theo, tinh riéng tu ctia gidi phdp sé dugc phan tich, danh gid.

3.3.4. Pdnh gid vé tinh riéng tw

Giai phdp hé tu vAn ngudi diing c6 ddm béo tinh riéng tu cho mo hinh dit liéu phan
tan ddy di dudc dé xuat & trén ducc tao nén tir viée thuc thi tuan tu hai giai doan: xay

dung hé tu vn va sinh tu van.

Pau tién, giai doan xay dung hé tu van thong qua viéc st dung giao thic tinh nhiéu
gia tri trung binh va do tuong tu c6 dam bao tinh riéng tu nhu dugc mo ta trong Muc 2.2.
Giai doan nay da dugc chiing minh 1a: “ddm bdo tinh riéng tu ciia moi nguoi diing trong
mo hinh bdn trung thuc trong khi khong co sy théng dong giita cdc bén. Trong truong
hop ¢6 su thong dong cua lén dén toi da n — 2 nguoi dung, giao thitc vdn bdo vé tinh
riéng tu ciia cdc bén trung thic. Pong thoi giao thiic ciing bdo vé tinh riéng tu ciia cdc
bén trung thuc truéc hanh vi doc hai cia trung tam tinh todn nhdam tim hiéu cdc gid tri

riéng tu cua nguoi ding theo kich bdn cu thé' da duogc chi ra trong tai liéu [55].”

Tiép theo, mifc dd an toan trong giai doan sinh tu van véi c4 hai phuong phap CBF
va CF dudc danh gia.

Trong pha 1, ngudi dung muc tiéu sé ma héa gid tri xép hang cho cic muc tin biang
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khoéa cong khai cua minh:

(Cﬁ-l) = ri,jG—i‘CE-l)Xia CJ('Z) = CEI)G) (3.3.1)

va gtii ching dén mdy chi & pha 1. Vi thé khong ai (ké cd mdy chu tu van) ngoai ngudi

ding muc tiéu c6 thé gidi ma dé biét dugc gia tri bi mat. Hon nita, vi x;, CE-]) €r Z}; nén
theo gia thuyét Diffie-Hellman quyét dinh [11] ta c6:
1) (2 1
Pr(t +{C", ¢} jepom D) = 1) = A (3.3.2)

Trong pha 2, may chi st dung céc gid tri do tuong tu ctia muc tin-muc tin, von da
c6 san & may chii dé tinh céc gia tri (F1ks F2 4oy F3 oy Fa j)0< j k<m, j2k Va gUi cdc gid tri nay
dén ngudi diing muc tiéu. Trong do:

- (Fx =Y s(ikij) -G+ c,(cz)X,-,F47k = c,gz)G) chinh la ban ma cda gia tri ban ro
Y1 8(ik,ij) - G st dung khoa cong khai ciia ngudi dung muc tiéu X;. Vi thé ciing chi c6
ngudi dung muyc tiéu méi c6 thé gidi ma dé thu dugc gid tri ban rd Y7 s(ix, ;) - G.

Do c](cz) €R Z}; nén theo gia thuyét Diffie-Hellman quyét dinh [11] ta c6:

1

Pr (t — {F3,kaF4,k}k€[07m)>D(t) = 1) \Z |

(3.3.3)

-bé tao cac dé xut dua trén CBF: (Fl,k = Tzl S(ik, ij) . C;-l),Fch = Z]m:l S(ik, ij) .
C](-Z)) chinh la bdn ma cta ban r6 Y7 s(ix,i;) - 1 ;G st dung khéa cong khai cia ngudi
dung muc tiéu X;. Vi thé ciing chi c¢6 ngudi ding muc tiéu méi c6 thé giai ma dé thu

dugc gid tri ban ro Y7L s(ix,i;) - r; jG. K€t hop véi cong thic (3.3.3) ta ¢o:

1
Pr(t = {Fiso Poachielom, DO =1) = 1720 (3.3.4)
-Pé tao cac dé xut dua trén CF: (F] r=F5 ' 3an Z;n I(Cj(3 —F k)s(lk, ij)
=R YL 1S(lk,lJ)G+Cl(¢ Xi+ Y0 1(”1JG+C§ )X R G_C](CS) Xi)s(ix,ij) =
3)_ (

N
(szj—l (lkalj)+ZJ l(rle R; G) (lkalj)> G+ (ck +Zj:l(cj Ck ))S(lkalj)>Xi7
. 4 N L s
Fp = For+ Y7L (C; ct - R K)S(ix,ij) = (c,(< )+Z?:1(c§.3) —c](( ))S(Zk,lj)> G) chinh 1a
ban ma cta ban rod <Rk2j:1 s(i,ij) + X711 (7 jG — R;G)s (i, ij)> G st dung khoa cong
khai clia ngudi dung muc tiéu X;, véi gid tri ngau nhién la (c,(j) + Z’}Ll (c(.3) — c,(f) )s ik, ij)) )

J
Vi, et vae) epz;, do dé:
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1
Pr (t — {F] ,kaFZ,k}ke[O,m)aD(t) = 1) = W (3.3.5)
d
Trong pha 3, cac ban ma dudc giai ma ¢ phia ngudi dung muc ti€u st dung khoa bi
mat x; cia ngudi dung muc tiéu. Vi thé chi ngudi ding muc tiéu méi biét dugc két qua

tu van & dang ro.

Tir cong thiic (3.3.2)-(3.3.5) c6 thé thiy trong qua trinh sinh tu van, két qua dé xuat
va xép hang c4 nhan clia ngudi dung muc tiéu khong bi tiét 16 va viéc sinh tu vin muc

tin dudc tién hanh & phia ngudi ding muc tiéu.
Két hop véi Dinh 1y 1.1, ta ¢6 két luan sau:

Két ludn 3.2. Gidi phdp hé tw vén nguoi ding cé ddm bdo tinh riéng tu dé xudt cho mo
hinh dit liéu phdn tdn ddy dui J trén ddm bdo tinh riéng tw ciia moi nguoi ding trong mo
hinh bdn trung thuc khi khong co su thong dong giita cdc bén. Trong truong hop co su
théng dong giita cdc bén, giao thitc nay ddm bdo tinh riéng tu ciia cdc bén trung thuc
trudc su thong dong ciia toi da n— 2 nguoi dung théng dong. Hon nita, gidi phdp con bdo
Vé tinh riéng tu cia moi nguoi ding trung thuc trudc hanh vi déc hai ciia mdy chii nham
tim hiéu cdc gid tri riéng tu cua nguoi ding theo kich bdn cu thé'dd duoc chi ra trong tdi
liéu [55]. m

3.3.5. Ddnh gid tinh hiéu qua

Trong phan nay, giai phap dé xuit dudc so sanh véi giai phap ban dau [7] va gidi
phap [75] vé chi phi truyén thong va thdi gian thuc thi. Tit ca ngudi ding dudc gia dinh
ciing tham gia d€ tinh cdc gi4 tri trung binh xép hang va do tuong tu gitta cac muc tin

trong hé thdng va chi mot ngudi diing (ngudi diing muc tiéu) tham gia tao tu van.

Cac giai phap [7,75] s€ su dung hé mat ma Elgamal kich thudc khoa bi mat 160
bit va khod cong khai 1024 bit [42], vi thé mbi thong diép sé c6 kich thudc 1a |p| = 1024
bit. Giai phap dé xuat st dung hé mat ma trén dudng cong Elliptic sé st dung dudng
cong Elliptic BrainpoolP160r1 véi kich thuée khoa bi mat 1a 160 bit, khoa cong khai la
320 bit [45] (hai hé méat nay c6 cung muc an toan la 80 bit).

3.3.5.1. Pdnh gid vé chi phi truyén thong

Chi phi truyén thong dudc tinh todn dya trén sb lugng muc tin va ngudi ding trong
hé théng. Trong giai doan sinh tu van, ca ba phuong phap déu cé sb luong cic thong
diép dugc trao ddi gitta cac bén 1a nhu nhau: ngudi dung gui 2m thong diép va mdy chd

glii 4m thong diép. Tuy nhién, mdi thong diép trong giai phap dé xuét 13 mot diém trén
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dudng cong Elliptic (gdm hai gid tri toa d6) nén c6 kich thudc 1a 2 x 160 = 320 bit, chi
bang 1% kich thuéc cia mot thong di€p trong cac giai phap con lai.

Bang 3.4: So sanh chi phi truyén thong giita cic gidi phap

Tinh trung binh, d6 | Sinh tu van CBF | Sinh tu van
tuong tu CF
Gidi | Ngudi| |p|(1,5m> +7,5m+1) | 2m|p| 2m|p|
phap | dung
[7, Miy | n|p[(0,5m*+2,5m+1) | 4m|p| 4m|pl|
75] chu
Gidi | Ngudi| [p[(0,32m® + 1,25m + | 0,63m|p] 0,63m|p|
phap | dung | 1,1)
de May | n|p|(3,2m+1,1) 1,25m|p| 1,25m|p|
xuat | chd

Tir bang trén cho thy gidi phap dé xuit c6 chi phi truyén thong hiéu qua hon cac
gidi phap con lai [7,75]. Vi du chi phi truyén thong clia mbi ngudi ding trong cc gidi

phdp nay cao hon 3 1an so vdi gidi phdp dé xuét trong tit ca cic giai doan ctia hé tu van.

3.3.5.2. Ddnh gid vé chi phi tinh todn

Chi phi tinh todn clia cac giao thiic chli yéu lién quan dén thoi gian thuc thi cac
phép todn nhu: phép nhan, phép liiy thita, phép nghich ddo modulo ctia s& nguyén 16n,
phép tinh logarit rdi rac, phép cong diém va phép nhan diém trén duong cong Elliptic.

Tir Bang 3.5, c6 thé thiy chi phi tinh todn ctia gidi phap méi thip hon so vdi cac
gidi phdp [7,75], mang lai hiéu qua cao hon. D€ tinh cdc gid tri trung binh va do tuong
tu gitfa cdc muc tin, chi phi tinh todn ctia mdi ngudi ding d6i véi giai phap gbéc khoang
480, 5m?, véi giai phap cai tién [75] khoang 601m?, trong khi d6 theo gizi phap ctia luin
an khoang 43,62m? phép nhan modulo. Tuong ty ta c6 thé thdy chi phi tinh toan cla
ngudi dung va may chi trong giai phdp dé xuat thip hon nhiéu so véi cic giai phap con

lai trong tat ca cac giai doan cua hé tu van.

3.3.5.3. Pdnh gid vé mdt thuc nghiém

Trong cic thi nghiém nay, 500 muc tin va 943 ngudi dung da xép hang cho cic
muc tin d6 (tuong ting véi 30.442 xép hang) dugc chon. Do dé, viéc phan tich hiéu suét
ctia gidi phap gdm 943 ngudi dung va 500 muc tin. Chi phi thdi gian tinh trung binh xép
hang va do tuong tu gitta cac muc tin. Mdi gidi phap dudc thuc thi v6i s6 lugng muc tin
thay déi tir 100 dén 500.
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Bang 3.5: So sanh chi phi tinh toan gitta cac giai phap

Tinh trung binh, | Sinh tu van CBF Sinh tu van CF
do tuong tu
Gidi | Newsi (480, 5m2 | ™OTe T In2T0) +2mTpy
phip | dung | 2402,5m  + |  ~1224,2mTu+2mlp,
[7] 240)T,,
m((2m+3)T,+ m((2m+9) T+
) 5 (2m—1)T,,)
May | n(7,3m + -~ (2m+3)T,, + 2mT;)
chu | 36,5m+1)T,, + ~ ~ m(504,6m+2163)T,,
(0, 5m? o+ | m(482m+719)T,
2,5m)TDL
Gidi | Ngudi (601m? | | mUSTet Tt 21) 4 2mIpy
ohdp | ding | 3005m N ~ 1224,2mT,, + 2mTp;
[75] 240)T;,
m((2m—+3)T,+ m((2m+9)T,+
May | n(7,3m? + (2m—1)T,,) (2m+3)T,, + 2mT;)
chi | 36,5m+ )T+ | ~ (482m+719)T,, ~ m(504,6m+2163)T;,
(0, 5m? +
2,5m)TDL
Gidi | Nauoi (43,6002 4 | "OTmr T 3Tap) + 1o
phap | dung | 261,6m +| = 145, 36m T+ Tor
dé 101,5)T;,
xuéht m((2m+3)Tpp+ m((2m+9)Tnp+
May | n(0,06m*>  + (2m—1)T,,) (4m+3)T,,)
chiu | 0,48m + | ~ (58,24m+86,88)mT,, | ~ (58,48m +261,36)mT;,
0,42)Tm +Tpr.

Cic gidi phap cin so sanh sé& dudc thuc thi bing ngdn ngit C# trong mdi trudng

Visual Studio 2019, v6i su hd trg ctia thu vién System.Numerics d& so sanh hiéu suét

gitia cac giai phap nay. Céac thuc nghiém cung chay trén mot may tinh xach tay Intel
Core i5-4210M CPU 2.60GHz, 8GB RAM. D¢ giam thiéu su sai khiac vé méi trudng
thuc nghiém, mdi giao thiic sé dudc thuc thi doc 1ap trong diéu kién khong c6 ting dung

nao khic dugc chay trén mdy tinh. Thdi gian thuc thi ctia cac gidi phdp sé dudc do bing

cach su dung 16p Stopwatch trong thu vién System.Diagnostics.

Thoi gian thuc thi

P& so sanh thdi gian chay ctia cac giai phap, mdi giai phap dudc thuc thi 10 1an cho

mbi bo tham sb va 14y gia tri trung binh.

Pau tién, thoi gian thuc thi ctia mdi ngudi dung trong céc gidi phap dudc so sanh,
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két qua chi tiét dudc trinh bay trong Hinh 3.3.

—+— Giai phap goc [7] =+-Giai phap [75] —#—Giai phap dé xuat
50 45

sl =
= = =

THOI GIAN (PHUT)
]

100 200 300 400 500
SO LUGNG MUC TIN

Hinh 3.3: Thdi gian thuc thi cia mdi ngudi ding trong qud trinh tinh cdc gia tri trung
binh xép hang va do tuong tu giifa cdc muc tin

Két qua trong hinh nay cho thiy véi 500 muc tin, mbi ngudi dung trong giai phap
dé xuat chi mat 14,7 phiit d€ tinh gia trung binh xép hang va do tuong tu cho tit ca muc
tin, trong khi d6 giao thiic [75] mat 45 phiit va giao thic gbc [7] mét 27,2 phit. Diéu nay
khang dinh hiéu qua cao cla giai phdp dé xuét. Khi s6 lugng cic muc tin ting 1én, thoi

gian thuc thi ciia mdi ngudi dung sé ting theo ham sb mi.
Tiép theo, thdi gian thuc thi ciia may chii tu van trong céc giai phap dudc so sanh.

Hinh 3.4 cho thiy thdi gian thuc thi cia mdy chd trong qud trinh tinh c4c gia tri
trung binh xép hang cho cic muc tin va do tuong tu gitta cic muc tin. Két qua trong hinh
nay cho thiy v6i 500 muc tin va s6 luong ngudi dung tham gia xép hang 1 943, may cha
tu van trong gidi phdp dé xuat chi mat 23,5 phiit d€ tinh gia trung binh xép hang va do
tuong tu cho tit cd muc tin, trong khi d6 cac giao thifc con lai mat 113,9 va 112,5 phuit.

biéu nay khang dinh hiéu qua cao cua cac giao thic dé xuat.

Tir nhitng phan tich nay, c6 thé nhan thiy giai phdp dé xuét hiéu qua hon gidi phap
ban dau, dic biét 1a khi s6 lugng muc tin 16n, thdi gian thuc thi ciia may chi tu van trong
qué trinh tinh trung binh x&p hang va do tuong tu giifa cdc muc tin sé ting theo ham mii.
Két qua nay c6 dugc 1a do viéc thiét ké lai cdc budc tinh todn trong giao thiic pha 1, pha

3 va pha 4 trong giao thiic gbc, viéc tdi vu hod sb ludng cip khod bi mat, cong khai can
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—— Giai phap goc [7] -#--Giai phap [75] —&— Giai phap dé xuat
120
2100
=
= 80
E 60
vl
5 40
I
0
LOO 200 300 400 500
SO LUONG MUC TIN

Hinh 3.4: Thoi gian thuc thi ctia may chd tu vAn trong qua trinh tinh trung binh xép hang
va do tuong tu gitta cac muc tin
st dung va viéc chuyén ddi giao thic ban dau [7] sang hé mat ma dudng cong Elliptic.

Cubi cung, thdi gian tinh toan thuc té can thiét dé€ tao tu van véi s6 luong muc tin
thay d6i tir 40 dén 200 dugc do. Cac két qua thu dudc nhu trong Hinh 3.5 va Hinh 3.6.

—+—Giai phap [7,75] —® - Giai phap dé xuat

=
Taa
[FE T R

GIAN (PHUT)
o =2
LA

40 80 120 160 200
SO LUGNG MUC TIN

Hinh 3.5: So sanh vé thdi gian sinh tu vin CBF

Céc sb liéu nay cho thiy rang: gidi phdp méi c6 thdi gian sinh tu van CBF va CF véi
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—— Giai phap [7, 75] —® - Giai phap dé xuat
37,17

6.62
285 A3

THOI GIAN (PHUT)
12
[

S O..S -!- e W = " -
40 80 120 160 200
SO LUONG MUC TIN

Hinh 3.6: So sanh vé thdi gian sinh tu vin CF

200 muc tin lan lugt 1a 0,34 va 6,62 phiit, trong khi thdi gian nay trong gidi phap [7,75]
1én t6i 0,38 va 37,17 phit. Nguyén nhan ctia két qua nay 1a do viéc chuyén ddi gidi phap
ban dau [7] sang mot bién thé sit dung hé mat trén dudng cong Elliptic. Piéu nay cho

thiy tinh hiéu qua cla giai phap méi trong qud trinh sinh tu vén.

C6 thé thiy rang khi s6 lugng muc tin cang 16n thi giai phap méi cang hiéu qua hon
cic gidi phdp con lai [7,75]. Thoi gian thuc thi sé ting theo ham luy thita cla s6 lugng

muc tin.

Két qua thuc nghiém cho thiy giai phap dé xuét hiéu qua hon céc gidi phap dién
hinh hién c6. Thdi gian thuc thi ctia mdi ngudi ding va mdy chi sé ting theo ham sb luy
thita ctia s6 luong muc tin. Khi s luong ngudi dung khong déi, viéc ting sd luong muc
s& khién chi phi tinh to4an cho mdi ngudi dung va mdy chi ting theo ty 1¢ thuin véi mic
ting s6 lugng muc. Trong hé thong dé xuit, trong d6 s6 lugng muc la ¢d dinh, viéc ting
s6 luong xép hang ctia ngudi ding sé anh hudng dén thdi gian thuc hién cia mdy cha
trong khi van git nguyén chi phi thuc hién cho méi ngudi dung. Thai gian thuc hién cia
mdy chii ting theo ty 1 thun vé6i s6 luong ngudi dung.

Chdt lugng tu vin

P& danh gid chit luong clia giai phap dé xuit, ching tdi st dung Sai s6 binh phuong
trung binh (RMSE), ciin bac hai clia gi4 tri trung binh clia cac 16i binh phuong va Sai sd
tuyét d6i trung binh (MAE), diing d€ do do 16n trung binh ctia c4c 16i. Sai s6 dudc tinh
12 chénh léch gitta xép hang thuc va xép hang du doan.
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Trong thuc nghiém, gidi phap dé xuat dat dudc céc gid tri MAE 1an lugt 12 0,997753
va 0,860595 cho céc tu vin dua trén CBF va dua trén CF, va cac gia tri RMSE lan luot
12 1,276316 va 0,942845 cho cic tu vin dua trén CBF va dua trén CF. Céc két qua
nay bang véi cdc két qua cla giai phap hé tu vin ngudi dung c6 dam bao tinh riéng tu
gbc [7] dudc thit nghiém trén cing mot tap dit liéu xép hang phim. So vé6i hé tu vin ngudi
dung nguyén thuy khong c6 rang budc vé quyén riéng tu (dat dudc MAE = 0,997749 va
0,860618, RMSE = 1,276310 va 0,942845 cho c4c khuyén nghi duva trén CBF va dua
trén CF, tuong tng), c6 thé thay ring viéc 1am tron dén hai chit sb thap phan c6 tic dong
khong dang ké dén do chinh x4c cla giai phdp. Hon nita, 16 rang 1a khuyén nghi dua
trén CF tao ra sai s6 it hon (0,860595 va 0,942845) so véi khuyén nghi dua trén CBF
(0,997753 va 1,276310).

3.3.6. Vi du minh hoa

D& mo ta rd rang gidi phap dé xuét, luan an sit dung ma tran xép hang kich thudc
3 x 3 nhu vi du minh hoa trong muc 2.2.8. Trong d6, ngudi ding va muc tin dudc bi€u
dién dudi dang U; = {U,,U»,Us}, ij = {i1,i2,i3,is} tuong ting. Trudc khi bat dau, cac
bén tham gia thong nhét céc tham s dudng cong Elliptic (E,G,d, p.).

Giai doan 1: Tinh trung binh xép hang ciia cdc muc tin va do tuong tw gia cdp
muc tin

Thuc thi giao thiic SMASC theo cac budc dugc mo ta nhu trong muc 2.2.8 va c6

két qui cac tham sd clia hé tu van nhu sau:
Ri=25 Ry=3, R3j=35
S(i1,i2) = 0,99,  S(i1,i3) = 0,21, S(ia,iz) = 0,35.

Vi hé mat ma duong cong Elliptic khong thé xit 1y s thap phan nén mdy chi sé
nhan céc gi4 tri trung binh xép hang va d6 tuong tu gitta cac muc tin khac nhau véi 100
trude khi Iuu vao c¢d sé dir liéu cia minh, tuong ung:

R, =250, R,=300, Rs=350,
S(i27il) :S(il7i2) :997
S(iz,i1) = S(iy,i3) = 21,

S(i3,iz) = S(ip,i3) = 35.
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Giai doan 2: Sinh tu vdn cho nguoi dung muc tiéu

Luén 4n gia dinh rang ngudi dung muc tiéu da yéu cau tu van cho tit ca cic muc
tin va gtii xép hang dudc ma héa clia minh dén mdy chd. Trong c4 hai loai dé xuit, may
chii tao ra hai ban ma khac nhau (tf s6 va mau sb ctia phuong trinh (1.7.11) va (1.7.12)
va ldp lai quy trinh cho tt ca ciac muc tin. Cubi cung, ngudi ding muc tiéu gidi ma két
qua va chon muc tin c¢6 diém tu vin cao nhét. Qud trinh d€ tao tu vin c6 dam bdo tinh

riéng tu dugc minh hoa bing s cu thé duéi day.

Dé& minh hoa, luin 4n trinh by qu4 trinh sinh tu vin c6 dam bdo tinh riéng tu cho
ngudi ding U; trén muc i1. Pau tién, ngudi dung U, gii thong diép chia cac ban ma xép

hang cuia minh nhu sau:
{E(3-G),E(5-G),E(0-G)}

Mdy chii tu vin ma hod4 gi4 tri tuong ing v6i phan maiu trong phuong trinh (1.7.11)
va (1.7.12) st dung khoa cong khai cua ngudi dung U; nhu sau:

(F371,F471) = E((99+21) -G) ZE(IQO-G)

3.3.6.1. Sinh tw vdn dua trén CBF

May cha tu van st dung thudc tinh dong ciu d€ tinh ban ma tuong ng vdi phan ti
trong phuong trinh (1.7.11) nhu sau:

(Fi,1,F21) =99-E(5-G)+21-E(0-G) = E(495-G)
May chui gtii cac thong di€p {Fi x, F2 k, F3 &, Fa i f1<k<3 cho ngudi dung Uy.

Ngudi dung U; gidi ma cuc b cic ban ma st dung khoa bi mat ctia minh ksu;

nhu sau:
C?) =F1—ksuy-F>1 =495-G
C$4) - F371 —ksul,l -F471 =120-G

Ngudi dung U; tinh logarit rdi rac két qua giai ma dé thu ducc gid tri td va mau
thuc su cua phuong trinh (1.7.11) nhu sau:

d'¥ = Dloggc(E,G,495 - G) = 495

d\¥) = Dlogpc(E,G,120-G) = 120

Cubi ciing, ngudi dung U tinh gia tri tu vAn du doan cho muc tin i:

P =15 =4,125

Theo cach tuong tu, gia tri tu vin du doan cho tit cd cac muc tin khac dugc tinh:
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Pi2=222, Pi3=425

Vi muc tin i3 ¢6 di€ém tu van cao nhét nén né dudc tu van cho ngudi dung Uy.

3.3.6.2. Sinh tu vdn dua trén CF
May chii tu vén st dung khoa cong khai ctia ngudi ding U; d€ ma hod nhu sau:
E(250-(99+21)-G) = E(30000- G)
E(R;-G) =E(250-G)

Sau d6, mdy chi st dung thudc tinh dong cAu dé tinh ban ma tuong ing vSi phan
tu trong phuong trinh (1.7.12) nhu sau:

(Fi.1,F>1) = E(30000-G)+99-(100-E(5-G) — E(300- G))+21- (100-E(0-G) —
E(350-G)) = E(42450-G)

May chu gti cac thong diép {F) x, Fo k., F3 k, Fa x } 1<k<3 cho ngudi dung Uj.

Nguoi dung U; gidi ma cuc b cdc ban ma st dung khoa bi mét cia minh ksu |

nhu sau:
¥ = Fy —ksup - Fpy =42450-G
C§4) =F 1 —ksuy1-F41 =120-G

Ngudi diung U; tinh logarit 1di rac két qua gii ma dé thu dugc gid tri ti va mau
thuc su cua phuong trinh (1.7.11) nhu sau:

d® = Dlogpc(E,G,42450 - G) = 42450

d'¥) = Dlogrc(E,G,120- G) = 120

Cubi cling, ngudi dung U; tinh gi4 tri tu van du doan cho muc tin i;:

Py =830 =353,75~3,54

Theo céch tuong tu, gia tri tu van du doan cho tit ¢ cac muc tin khac dugc tinh:

Pip =246, P3=4,94

Vi muc tin i3 ¢6 di€ém tu vAn cao nhét nén né dudc tu vin cho ngudi dung U.
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3.4. Giai phap dam bao tinh riéng tu cho Hé tu vin ngudi dung trong mé hinh dir
liéu 2PFD

3.4.1. Dinh nghia bai todn

Gia st can xay dung hé tu vAn ngudi dung c¢6 m muc tin, trong d6 di liéu ddnh gia
vé cdc muc tin nay 1a s hitu cda ting cip ngudi dung (U;,V;) thudc hai mién di liéu
khac nhau (dit liéu thudc hai t6 chiic khac nhau) va ¢ n cdp ngudi dung tham gia danh
gia.

Mbi ngudi ding U; sé dua ra y kién danh gid dbi v6i tip con gdm m; muc dit liéu
thong qua viéc chon cau tra 16i cho cdc cau hdi lién quan dén viéc danh gid cac muc dit
liéu (m; < m), trong d6 cac cau tra 15i nay sé tuan theo mot thang s6 cu thé (vi du: 1:
kém dén 5: xuét sic). Pau vao cho hé tu vin ngudi dung la céc gia tri xép hang sb hoc
nay, tic cdc gid tri r; ;, j € [0,m) 1a gid tri xép hang cta ngudi dung U; cho myc dit liéu

ij, néu ngudi dung chua danh gia myc di liéu thi r;, i=0.

Tuong tu, mdi ngudi dung V; sé dua ra y kién ddnh gia dbi véi tap con gdbm m — m;
muc dif liéu con lai thong qua viéc chon ciu tra 15i cho cic cau hoi lién quan dén viée
danh gid cac muc dif liéu, trong d6 cac cau tra 19i nay sé tuan theo mot thang sb cu thé
(vi du: 1: kém dén 5: xuét sic). Pau vao cho hé tu vin ngudi ding 12 cdc gid tri xép hang
s6 hoc nay, tic céc gid tri r; j, j € [m1,m — 1] la gia tri xép hang clia ngudi dung V; cho

muc du liu i, néu ngudi dung chua danh gid muc dit liéu thi r; i=0.

Dit liéu dau vao gbc cho qua trinh xay dung hé tu vin ngudi dung chinh 1a ma trin
R nhu dudc mo ta trong Bang 3.6. Muc dich 1a cho phép bén may chu st dung di liéu tu
tt ca ngudi dung dé xay dung hé tu van ngudi dung trong khi van bdo vé tinh riéng tu
clia mdi ngudi dung. M&i ngudi dung U; ndm gill cdc gid tri bi mat r; ;. Khong ai biét vé
cac gia tri nay tri nguoi dung do.

Khi ngudi dung mudn dugc tu vin, ngudi diing sé giii cdc y kién da ddnh gid cia
minh déi véi cdc muc tin (ciing thong qua viéc da tra 16i cac cau hdi lién quan) t6i mdy
chli tu van. Panh gid ca ngudi dung ciing dugc chuyén d6i sang cac gia tri sd hoc cu
thé theo thang s cta cic cau trd 18i da dugc dinh nghia trudc 7; j- Muc tiéu la cho phép
may chd st dung cdc gia tri ndy dé€ sinh tu vin cho ngudi dung trong khi vAn ddm bao
tinh riéng tu clia ngudi dung. Tinh riéng tu vé cdc gid tri bi mat r; ; va k&t qué tu van vé

cac muc tin ma ngudi dung chua danh gia.

Mbi ngudi dung U; ndm giil cdc gid tri bi mat r; j, j € [0,m;), mdi ngudi dung V;
nim gitl cac gid tri bi mat r; j, j € [m1,m), khong ai biét vé cdc gid tri nay trii ngudi dung
d6. Mot may chii dudc goi 1a may chii tu vAn sé hop tdc v6i ngudi ding dé tinh todn miic
trung binh ciing nhu diém tuong dong gitta cidc muc tin va luu trif chiing trong co sé di
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Bang 3.6: Bing ma tran xép hang clia ngudi dung-muc tin

Nguoi dung/ muc tin | iy im—1 | Nguoi dung/ muc tin | i, Im—1
U, r0 F1my—1 Vi r1m F1m—1
Ui rio Fim—1 Vi Fim Fim—1
Un, "ny,0 Fngm—1 Vi, Tny,my Fny,m—1

liéu ctia minh va hd tr¢ ngudi diing muc tiéu trong viéc sinh tu vin. Mdy chi tu vin sé
khong tiét 10 cac tham s ctia hé tu van cho bat ky ai (c4c gid tri trung binh xép hang va

do tuong tu gitia cac muc tin khac nhau).

3.4.2. Gidi phdp ddm bdo tinh riéng tw cho hé tw van nguoi ding

Giai phdp d& xuit ciing dugc chia thanh hai giai doan gidng nhu gidi phép trong
Muc 3.3 va chi khic giai phdp ban dau & giai doan dau tién (giai doan xay dung hé tu
van ngudi ding) do mo hinh dit liéu cta hai giai phap khac nhau.

- Giai doan 1: St dung giao thiic tinh dong thdi nhiéu gia tri trung binh va do
tuong tu ¢6 bao mat dudc dé xuit trong Muc 2.2 va giao thifc tinh dong thdi nhiéu gia tri
tan suét c6 bao mat trong md hinh 2PFD dudc dé xuit trong Muc 2.3 d€ tinh trung binh
xép hang clia cidc muc tin va do tuong tu gitta cdc cip muc tin. Trong dé giao thic trong
Muc 2.2 dudgc st dung dé tinh céc gi4 tri trung binh xép hang ctia cdc muc tin va céc gia
tri do tuong ty gifta cac cip muc tin thudc cing mot mién dit liéu. Giao thiic trong Muc
2.3 dudgc st dung két hop véi cdc gid tri tinh dudc & giao thifc trong Muc 2.2 dé€ tinh céc
gia tri do tuong tu gilta cac cip muc tin thudc hai mién dit liéu khac nhau.

Trudc khi bat dau gidi phap, mdi U; chon mot khod bi mét x; € ;> tinh khoa cong
khai X; = x;G va gtii X; cho mdy chi tu van. Mbi V; chon mdt khoa bi mat y; €g Z, tinh
khod cong khai ¥; = y;G va gtii ¥; cho may chi tu van.

Trong giai doan nay, nhiing ngudi ding va may chii tu vin cling tham gia vao qua
trinh tinh cdc gia tri trung binh xép hang clia cdc muc tin va cac gid tri do tuong tu gitta

cip muc tin. D€ xy dung cac tham s6 cho hé tu van ngudi dung can phai tinh:

Yo i
R j= Zf’u—“ Jj€[0,m) (3.4.6)
i=1J4J
Z? 1 Vi itk

j.ke[0,m),j<k (3.4.7)

l],lk )
\/Zl 1 l,j \/Zl 1 lk
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Trong do:

- Cac gia tri nhom 1:

1 / 1
ngl = {E +1/2ng + é_l—‘ (3.4.8)

nyt = w (3.4.9)

- Cac gia tri nhom 2:
N = B +1/2n0+ %—‘ (3.4.10)
ng = w (3.4.11)

- Cac gia tri nhom 3:
Nng3y = mjp X my (3.4.12)

1 1
N = {5 1/ 2mymy + L—J (3.4.13)

C6 thé dé dang nhan thiy: ng3 < ny; X ng, nén nhiing ngudi dung sé khdng can
chuén bi thém khoa.

Giai doan 2: D€ sinh tu vin ¢6 ddm béo tinh riéng tu cho ngudi ding muc tiéu,
qua trinh sinh tu vAn gidng véi giai phap hé tu van c6 ddm bao tinh riéng tu dudc dé xuit

cho mo hinh di liéu phan tan day dd trong Muc 3.3.2.

Trong giai phap nay, d€ tinh cdc gid tri trung binh xép hang va do tuong tu gitta cac
cip muc tin c6 ddm bao tinh riéng tu ndy, cac giao thiic tinh toan bao mat dé xuat dudc

st dung cu thé nhu sau:

- Céc gid tri nhém 1 dudc tinh bang cach st dung giao thic SMASC dugc trinh
bay trong Muc 2.2 d6i véi tap n1 bén tham gia U;. - Cac gid tri nhém 2 dugc tinh bing
cach st dung giao thiic SMASC dudc trinh bay trong Muc 2.2 dbi véi tp n; bén tham
gia V. - Cdc gia tri nhém 3 dudc tinh bang cach st dung giao thiic PPMFC dudc trinh
bay trong Muc 2.3 véi tap n bén tham gia U;,V;.

Nhu phén tich & trén, cic bén tham gia sé khong can chuin bi thém cac cip khoa.
Tuy nhién, cdc gia tri can tinh nay lai c6 su lip lai, vi thé d€ giam chi phi tinh todn ciing

nhu chi phi truyén thong & pha 1 ctia giao thic thi can stta ddi giao thiic cho phu hop.

Giai phap chi tiét s& dudc trinh bay cu thé trong Giai phap 3.2.
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Giai phap 3.2: Giai phap ddm bdo tinh riéng tu cho hé tu vin ngudi dung trong md hinh
2PFD

Dau vao:
n: S6 lugng ngudi dung trong hé théng, trong d6 mdi mién dit liéu c6 ny ngudvi ding
(n =2ny).
m: Sb luong cdc muc tin trong ca hai mién di liéu.
my: SO luong cac muc tin thudc mién dit liéu dau tién (U;).
RM;: Ma tran xép hang ctia nhiing ngudi dung dbi véi cac muc tin thudc mién dit liéu
dau tién, trong d6 mdi r; j 1a gid tri xép hang riéng tu clia ngudi dung U; ddi v6i muc
tin thu j, j € [0,m;).
RM,: Ma tran xép hang clia nhitng ngudi dung déi véi cdc muc tin thuéc mién dit lidu
thit hai (V;), trong d6 moéi r; ; 1a gia tri xép hang riéng tu cta ngudi dung V; d6i véi
muc tin tha j, j € [0,m —my).
max: Gi4 tri xép hang 16n nhét trong thang xép hang.
PAu ra (doi voi U;):
P, x: Di€ém dé xuét duoc du dodn xép hang cho muc tin thi k ctia ngudi dung U;,
k € [0,m) 1a thd tu muc tin ma ngudi ding muc tiéu da yéu cau sinh tu vén.
Zj 1rz]S(ikvij)

Ty Sikoij)
R X7y SCinoij)+X7 (ri j—R ) S (ki )

Y7 STid)

Néu sinh tu van dua trén ndi dung - CBF thi: P, k=

Néu sinh tu van dua trén loc cong tac — CF thi: P =

cuia cac muc tin va do tuong tu gitra cap
muc tin

L {R.IL 77 1Sy i) Yo<jikemy:j<k
SMASC(5,my,RM;, max);

/* Thuc hién giao thic SMASC véi tap 5 bén tham
gia U;.*/

2 Ry XL 720 i) by < ek =
SMASC(5,m—mi,RM>, max);

/* Thuc hién giao thiic SMASC véi tap 5 bén tham
gia V;. Trong d6: Mdi ngudi dung U; c¢6 ng; khoa
bi mat va khéa cong khai (ksu; j, KPU; ;) va da gui
khoa cong khai cho may chu khi thuc hién giao thuc
SMASC lan dau. Mdi ngudi dung V; c6 ny, khéa bi
mét va khoa cong khai (ksv; j, KPV; ;) va da gtii khoa
cong khai cho may chu. */

/*Thuc hién tinh c4c gid tri tan suét giita cac cip muc
tin thudc hai mién dit liéu*/

Pha khdi tao: Rs thuc hién

3.7=0;

4. for (0 <t< nkl)

5. for (0 <k< l’lkz)

6. K; = KU; + KVy;

Giai doan 1: Tinh trung binh xép hang | 7. J++;

8. if (j==m—1) break;

9. if(j==my—1) break;

/* KU,;,KVj 1an lugt 1a cac khéa cong khai ding
chung cua tap ngudi dung U;, V; da dugc may chu
tinh trong qua trinh thuc thi cc giao thiic SMASC
bén trén */

10. Giti cho {U;, Vi}2 - KR
/*Thuc hién giao thiic PPMFC c6 stra d6i véi tap
n bén tham gia U;, V;*/

/*Trong d6 khong %én thuc thi pha khéi tao™*/

11. suv = {Zle ri,jri,k}0§j<m1§k<m =
PPMFC(n,RMy,RM,, max)

12. 1 =0;

13. for (0 < j <my)

14.  for (m; <k <m)

15. S(ijaik> = Slixij) =
suv;
z 1 l] \/Zl 1 zk)
16 [+ +;

Giai doan 2: Sinh tu van cho U;
// Gidng véi gidi phap dé xuit trong muc
3.3.2.

3.4.3. Ddnh gid vé tinh diing ddn

Giai phdp hé tu vAn ngudi dung c6 ddm bio tinh riéng tu cho md hinh 2PFD dugc

dé xuat gom hai giai doan: Giai doan 1: X4y dung hé tu van ngudi dung thong qua viéc
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tinh cdc gid tri xép hang trung binh ctia muc tin va do tuong tu giffa cic cip muc tin,
Giai doan 2: Tao cac tu van cho ngudi dung.

Trong giai doan 1, cic gia tri xép hang trung binh ctia muc tin va céc gid tri dod
tuong tu gitta ciip muc tin dugc tinh thong qua viéc thuc thi 2 1an giao thiic SMASC va
1 1an giao thiic PPMFC. Do d6, két qua diu ra clia cic giao thic nay 1a hoan toan chinh
xac. Cu thé:

Thuc thi giao thic SMASC thi nhit SMASC(%,m1,RM;,max) thu dudc cédc gid

tri: Rj, S(ij,ik), Li lj,V010<] k<my,j<k.

Thuc thi giao thl’Ic SMASC thit hai SMASC(%,m —my,RM,max) thu dudc cac
gid tri: R}, S(ij,ix), L7, l], voimy < jk<m,j<k.
Thuc thi giao thiic PPMFC PPMFC (n,m,m;, RM;,RM,, max) thu dugc cac gia tri:

Yo TijTik VOi j <mypvak>my.

Do dé, cac gid tri d tuong tu gitta ciip muc tin thudc cac mién dit liéu khac nhau
(j < mj va k > mj) dudc tinh nhu sau:

n

2
Y1 7Tijlik

n
2
\/ :11] \/lelk

Do d6, luan 4n c6 thé két luan: gidi phap dé xuét tinh diing din céc gid tri trung

S(ij,ix) =

(3.4.14)

binh xép hang clia cdc muc tin va céc gia tri do truong tu gitta cip muc tin

: 17,
R;= ==L b (3.4.15)
lezlﬁaf

n

Y1 ik
lj,lk )
\/Zz 1 l] \/Zz 1 lk

O giai doan 2, giai phdp cung cip hai cach thic dé tao tu vAn cho ngudi ding: tao

j,ke[0,m),j<k. (3.4.16)

tu vin dua trén CBF va tao tu van dua trén CF c¢6 dam bao tinh riéng tu. Qu4 trinh nay
gibng v6i giai phap cho mo hinh dit liéu phan tdn day di nhu di dudc chiing minh trong

muc 3.3.3 12 dim bdo tinh diing dan ctia két qua tu van. Tir d6 ludn 4n c6 thé két luan:

Két luén 3.3. Gidi phdp hé tu vdn cé ddm bdo tinh riéng tu dugc dé xudt cho mo hinh
2PFD ddm bdo tinh diing ddn ciia hé tu vdan nguoi ding ciing nhu két qud tu van.

Vé mit 1y thuyét ludn 4n da ching minh giai phap dé xuét bao toan tinh ding din
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clia két qua tu van. Tuy nhién do hé mat mi trén dudng cong Elliptic chi lam viéc véi
ban 16 12 sd nguyén nén trong qua trinh sinh tu vin d6i khi phai thuc hién lam tron cac
gi4 tri trung binh va do tuong tu, vi thé sé c6 su sai 1éch nho trong két qua diém tu van
Pi.

3.4.4. Ddnh gid vé tinh riéng tu
Giai phap dé xuit gdm hai giai doan:

Giai doan 1: Xay dung hé tu vin ngudi dung c6 dam bao tinh riéng tu bing cich
két hop giao thiic SMASC va PPMFC da dudc chiing minh trong Chuong 2.

- Trong muc 2.2.4 cda ludn an da chiing minh dugc: giao thic SMASC "ddm bdo
tinh riéng tu ciia moi nguoi ding trong moé hinh bdn trung thuc khi khéng cé su thong
dong giita cdc bén. Trong truong hop co su thong dong giita téi da n-2 bén thong dong,
giao thiic vdn bdo vé tinh riéng tu ciia cdc bén trung thuc. Péong thoi giao thiic ciing bdo
Vvé tinh riéng tu cua cdc bén trung thuc trudc hanh vi déc hai cua trung tam tinh todn
nham tim hiéu cdc gid tri riéng tu ciia nguoi ding theo kich ban cu thé'da duoc chi ra

trong tai liéu [55]".

- Trong muc 2.3.4 cia luan 4n ciing da chiing minh ring: giao thiic PPMFC “bdo
Vvé tinh riéng tu cua moi nguoi dung trung thuc trong mo hinh bdn trung thuc khi khong
co su thong dong giita cdc bén. Trong truong hop cé su thong dong ciia cdc bén tham
gia, giao thitc bdo vé tinh riéng tw ciia nguoi dung trung thiee chong lai trung tdm tinh
todn va toi da n-2 nguoi ding thong dong. Trong truong hop chi ¢ hai nguoi ding trung
thue, diéu nay vdn chinh xdc mién la hai nguoi diung trung thuc khéng sé hitu cdc gid tri

thudc tinh cua cung mot ban ghi” .

Két hop v6i Pinh 1i 1.1, luan 4n c6 két luan: Giai doan 1 ctia gidi phdp hé tu vin
ngudi dung c6 dam bdo tinh riéng tu trong md hinh 2PFD bdao vé tinh riéng tu ciia moi
ngudi ding trong mo hinh ban trung thuc khi khong c6 su thong dong giita cac bén. Khi
c6 su thong ddng gilta cac bén, giai phdp bio vé tinh riéng tu ctia nhiing ngudi ding
trung thuc trudc su thong dong toi da n — 2 ngudi dung thong dong ctia mbi mién di
liu.

Giai doan 2, qua trinh sinh tu vin gidng vé6i hé tu vin ngudi dung c¢é dam bio tinh
riéng tu trong mo6 hinh phan tan day dd duge dé xuat trong muc 3.3. Qua trinh nay da
dudc chitng minh 1a béo vé tinh riéng tu ciia moi ngudi dung trong mo hinh ban trung
thuc, cling nhu bao vé tinh riéng tu trude bt ky su thong dong nao.

Két hop vé6i Dinh 1i 1.1, ta ¢6 két luén:

Két luén 3.4. Gidi phdp hé tw vdan nguoi ding cé ddm bdo tinh riéng tu duoc dé xudt
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cho mé hinh 2PFD bdo vé tinh riéng tu cua mdi nguoi dung trong mé hinh bdn trung
thuc khi khong cé sw thong dong gifta cdc bén. Khi cé su thong dong, gidi phdp bdo vé
tinh riéng tu ciia nguoi ding trung thuc trudc sy thong dong ti da n— 2 nguoi ding clia

moi mién dit liéu.
3.4.5. Ddnh gid tinh hiéu qua

Trong céc thuc nghiém, 500 muc tin va 943 ngudi dung da xép hang cho cic muc
tin dudc chon véi gia dinh mot nita s6 muc tin thudc s hitu ctia td chiic thi nhat va sd
muc tin con lai thudc s6 hitu cia t6 chic thd hai. Giai phap dé xuét st dung hé mat ma
trén dudng cong Elliptic s€ st dung dudng cong Elliptic BrainpoolP160r1 véi kich thude
khoa bi mat 1a 160 bit, khoa cong khai l1a 320 bit [45]

Tat ca ngudi dung dudc gia dinh 13 cling tham gia dé tinh cdc gia trung binh xép
hang va dd tuong tu gitfa cac muc tin trong hé thong, va chi mot ngudi dung (ngudi diing
muc tiéu) tham gia tao tu van. Pong thdi, ngudi dung ciing dudc gia dinh rang ho thuc
thi cdc tinh todn can thiét va glii cac thong diép song song t6i mdy chi, do d6, chi phi
tinh toan & phia ngudi dung c6 thé dugc gidm xudng bing céch tinh toan chi cho mot
ngudi. V& phia mdy chi, chi phi tinh todn va giao tiép dugc tinh cho tit cd ngudi ding
tham gia vao hé théng vi ching phu thudc vao su cong tac clia tit ca ngudi dung véi may
chu.

Giai phap nay chi khac giai phdp trong mo hinh dit liéu phan tan day di vé qua
trinh thuc hién tinh céc gi4 tri trung binh xép hang va do tuong tu giita cdc muc tin, nén
trong phan danh gid nay, Luan 4n chi thuc hién danh gia qua trinh nay. TAt ca ngudi ding
dudc gia dinh thuc hién tdc vu ctia ho cing mot lic va do tré mang khong dudc tinh vao
tong thoi gian thuc thi.

Do dé, viéc phan tich hiéu suét clia gidi phap gdm 943 ngudi dung tham gia ddnh
gia mdi bén va 500 muc tin. Cac gidi phap dudc thuc thi doc 1ap trong cing mot moi
truong véi s6 lugng muc tin thay d6i tr 100 dén 500 va 14y két qua thdi gian tinh toan
trung binh. S6 lugng cdc muc tin ctia mdi bén dudc gia dinh 13 bang nhau (m; = m, = 7).
Chi tiét vé thoi gian tinh toan ctia méi ngudi ding va ctia may chu trong qua trinh xay
dung hé tu vin ngudi dung dudc thé hién trong Hinh 3.7.

Hinh 3.7 bi€u dién thdi gian tinh todn ctia mdi ngudi ding va mdy chu trong qua
trinh x4y dung hé tu van ngudi dung. Két qué cho thiy v6i 943 ngudi dung tham gia xép
hang, khi s6 lugng muc tin 12 100, mdi ngudi ding mét 0,2 phiit va mdy chii mat 2,9 phiit
d€ tinh toan. Khi sd lugng muc tin 1a 500, mbi ngudi dung mat 3,8 phit va may chii mat
70 phiit.
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Hinh 3.7: Thai gian tinh todan cia ngudi dung va mdy chu trong qua trinh xay dung hé tu
van ngudi dung cho mo hinh dit liéu 2PFD

Dé danh gid vé su thay ddi thdi gian tinh todn cia mdy chi trong qué trinh xay
dung hé tu vin ngudi dung theo su thay ddi ctia s6 luong cac bén tham gia, Lu4n 4n tién
hanh thuc nghiém giai phap ddc 1ap vé6i sb lugng cac bén tham gia thay d6i tir 100 dén
900 va 14y két qua thdi gian tinh todn trung binh. S6 lugng cdc muc tin ctia mdi bén dudc
gia dinh 1a bang nhau (m; = my = % = 250). Chi tiét vé thdi gian tinh toan ciia mdy chu
khi s6 lugng cac bén tham gia thay d6i dugc thé hién trong Hinh 3.8.
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Hinh 3.8: Thoi gian tinh toan ctia may chd trong qud trinh xdy dung hé tu vin cho mo
hinh dit liéu 2PFD khi s6 lugng cac bén tham gia thay déi

Hinh 3.8 biéu dién thdi gian tinh todn ctia mdy chi trong qua trinh xdy dung hé tu
van ngudi ding. Két qua cho thiy véi ciing s6 luong muc tin 1a 500, khi ¢6 100 ngudi
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dung tham gia, may chd tu van can 0,4 phit d€ tinh todn. Khi c6 900 ngudi ding tham
gia, mdy chd can 69,8 phiit d€ tinh todn, cho thiy tinh hiéu qua cta gidi phap.

Két qua thuc nghiém cho thay tinh hiéu qua ctia gidi phap dé xuat. Thoi gian thuc
thi cia m6i ngudi dung va mdy chu sé ting theo ham sd luy thita ctia s6 luong muc tin.
Vi cling mdt s6 lugng muc tin, khi s6 luong ngudi dung ting 1én thi thdi gian thuc thi
clia cac mdy chu sé tang l1én con thdi gian thuc thi cia mdi ngudi dung 1a khong ddi. Tuy
nhién trong thuc té may chi thudng c6 cau hinh cao, hon nita cdc tinh todn ma mdy chd
can thuc hién chd yéu 1a phép cong diém trén dudng cong Elliptic nén hiéu suat clia giai
phdp vin ddm bao khi hé tu vin c6 hang van ngusi dung. Trong trudng hop so lugng
ngudi dung 16n hon nita, ta c6 thé ddm bao hiéu suat clia gidi phap bang cach ting cu

hinh ctia may chu.

3.4.6. Vi du minh hoa

D& mo ta ro rang giai phap dé xuit, ma tran xép hang kich thudc 3 x 4 nhu Bang
3.7 dugc st dung. Trong d6, ngudi ding va muc tin dudc biéu dién dudi dang U; =
{U,U2,U3}, V; = {V1,V»,V3} va ij = {iy,i2,i3,i4} tuong tng. Truéc khi bat dau, céc
bén tham gia thong nhit cic tham s6 dudng cong Elliptic (E,G,d, p.).

Vi giai doan sinh tu vin cho ngudi dung gidng véi giai phap dugc dé xuét trong
muc 3.3.2 va da dugc minh hoa qua trinh tinh todn bang s cu thé trong muc 3.3.3 nén
trong phan nay luin dn chi minh hoa cu thé€ giai doan 1: Tinh trung binh xép hang ctia

cac muc tin va do tuong tu gitta cap muc tin.

Ui [in a2 | Vi | i3 | s |

U, 3151 W 0|4
U, 011 Vs 511
Us |23 Vs |2]2

Bang 3.7: Vi du vé ma tran xép hang trong md hinh 2PFD

Trudc khi bat dau gidi phap, mdi U; trong d6 i = {1,2,3}, chon cic khéa bi mat
Xiksu; j €p L, 1 < j <y = [3+1/2(2+5) + 3] = 5, tinh khoa cong khai X; = x;G,
KPU; ; = ksu; ;G va giii cho mdy chu.

Ngudi dung V; trong d6 i = {1,2,3}, chon ngau nhién cdc khéa bi mat y;,ksv; j €g
Zd*,1 < j<mgp=[1+1/2(2+5)+ 3] =5, tinh khéa cong khai X; = x,G, KPU; ; =

ksu; ;G va gui cho may chu.
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Dau tién, nhiing ngudi dung U; = {U;,U,,U3} va mdy cha thuc thi giao thiic
SMASC véi tap muc tin 1a i; = {i,i»} theo cac budc dugc minh hoa nhu trong muc
2.2.8 va thu dudc cac gia tri sau:

3 3
Ri=25 R=3, Y7 =13, Y =37 S(i1iz) =S(ir,i1) =0,99.
~ ~

Tiép theo, nhiing ngudi dung V; = {V;,V,,V3} va mdy chii thuc thi giao thiic
SMASC véi tap muc tin la i; = {i3,is} theo cic budc dugc minh hoa nhu trong muc
2.2.8 va thu dudc két qua sau:

3 3
Ry=25 R4=233, Y. ris =29, Y r7y=21, S(is,is) = S(is,i3) =0,36.
=1 i=1

Tiép theo, thuc hién tinh céc gid tri tong cac tich xép hang giita cdc muc tin thudc

hai mién di liéu khac nhau nhu sau:

Mdy chii tinh ng3 = [1 4 1/2.2.2+ 1] = 4 khéa cong khai dung chung:

Ky = KU, +KV1)
K> = KU, +KV27
K3 - KUI +KV37

Ky =KU; 4+ KVy.

Va gtii {K;} je[1 4) cho tAt ca cdc bén tham gia.

Nhiing ngudi ding U; ma ho4 céc gia tri xép hang clia minh va gii cho mdy chu:

(cf".c5) = {(3G + c1.1X1,¢1.1G), (5G + c1.2X1,¢126)}:
(ng’j), 5271')) ={(0G +¢2,1X2,¢2.1G),(1G + c22X2,¢22G) };
(C?’j),cf’j)) ={(2G+¢3,1X3,¢31G), (3G +¢32X3,¢32G) }.

Nguoi dung V; 1y €\, $/) tit may chii va tinh ng = 2 x 2 = 4 cip gid tri sau:

(Q ,J)7Q(17J)) {(OC( ;
(4Ct Y kv 3Ky — rvp o CLY
(OC( )+ksv1 4Ky —rv 3C(
(4C( 2) + ksvi 3Ky — rvy 4C(

! ~+ ksvy 2K —rvy 1C§1’1) _ksvl,leprVLlYl — OXl),

)

) —ksvy 1K3,rv10Y — 4X1)7
2) — ksvi1K4,mv1 371 —0Xy),
2) —ksvi oKz, rvi4Y1 —4X1) }s

)1

(Q 2.) ’QZ 2.J) ) {(0G+562 1X2-|—kSV2 2K —rvo 1o, 1G — kSVz 1K, rvy, 1Y2—5X2)
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(OG + 121 Xp +ksvo 3K — v 202 1G — ksva 1K3,1vp 0¥ — 1Xo),
(SG + 5C272X2 —+ kSV274K1 — TV2,3C2,2G — kSV2,1K4, I’V273Y2 — SXZ),
(1G + 102’2X2 + kSV273K2 — I’V27462,2G — kSV272K3, }’V274Y2 — 1X2)};

(Q§3’j), Q?’j)) = {(4G—|—2C371X3 +kSV3’2K1 - TV3,1C371G—]€SV3,1K2, rvs 1Y — 2X3),
(4G + 20371X3 + kSV373K1 — }’V3,263,1G — kSV371K3, VV372Y3 — 2X3),
(6G + 2¢32X3 +ksv3 4Ky —rv33¢32G — ksvs 1Ky, rv33Y3 — 2X3),
(6G + 203 2X3 +ksv3 3Ky —1rv3.4¢32G — ksv3 2K3,rv3 4Y3 — 1X3)}.

Va gui cac gid tri nay cho may chu.
Ngudi dung U; 1iy Q(li’j ), Qéi’j ) it mdy chu va tinh nhu sau:

A= {(ksvm +ksuy 1)Ky — (ksuy 1 +ksvi 1)Ko,
12G + (ksm,l +kSV1’3)K1 — (kSI/lLl +kSV171)K3,
(ksui1 +ksvi 4)K1 — (ksuy 1 +ksvi 1)Ka,
20G + (ksuy 1 + ksvy 3) Ky — (ksuy +kSV1’2)K3};

Ay = {(ksvz,z +ksup 1)Ky — (ksup 1 +ksvo 1)Ko,
(ksua,1 + ksva 3) Ky — (ksup 1 +ksvo,1)Ks,
5G+ (ksua, +ksvy 4)Ky — (ksup1 +ksva 1) Ka,
G+ (ksua,1 +ksvy 3) Ky — (ksup 1 + ksvp2)K3 } :

A3’j = {4G—|— (kSV372 +ksu3,1)K1 — (ksu3’1 +kSV371)K2,
4G + (ksu3’1 + kSV373)K1 — (kSI/t371 —f—kSV3’1)K3,
6G + (ksuz 1 + ksvz a)K; — (ksusz 1 + ksvs 1)Ky,
6G + (ksuz 1 +ksvs 3) Ko — (ksus ‘|‘kSV3,2)K3};

Va gtii cac gia tri nay cho may chu.
My chi tinh gidi ma ban ma tdng hop tuong ting v6i cdc gid tri can tinh nhu sau:

Al = 4G+ (ksuy 1 +ksvi 3+ ksup 1 + ksva 3 + ksus 1 + ksv3 3) K
— (ksuy 1 +ksvi 1+ ksup 1 +ksvo 1 + ksuz | +ksv3 1)Ky = 4G.

Ay = 12G+4G + (ksvi o+ ksuy 1 + ksvo o + ksua | + ksvs o + ksus 1)K
— (ksuy 1 +ksvi 1 +ksug 1 +ksvy 1 +ksuz 1 +ksvz 1)Ky = 16G.

A3 =5G+6G + (ksuy | +ksvia+ksup | +ksvo s+ ksuz | +ksv3 4) Ky
— (ksuhl +ksvi1 +ksup 1 +ksvy 1 +ksus —I—kSV371)K2 =16G.

Ay =20G+ G+ 6G + (ksuy 1 +ksvi 3+ ksup | +ksvo 3 + ksuz | +ksv3 3)Ko
— (ksuhl +ksvio+ksup 1 +ksvy o +ksuz 1 + kSV372)K3 =27G.

May chii tinh logarit r6i rac d€ thu dudc cac gia tri:
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SUy = {21-3:1 Fiiri3 = 4,21-3:1 Filli4 = 16,2?:1 Fiali3 = 16,2?:1 rioria =27},

Cubi ciing, mdy chu tinh do tuong tu:

S(i1,iz) = S(i,i Suv) 4 _ —0,21.
(i1,i3) = S(iz,i1) \/2,111\/2 = 3.7

Tuong tu: S(i1,is) = S(is,i1) = 0797, S(iz,i3) = S(i3,i2) = 0,49, S(iz,ia) =
S(ig,ir) =0,97.

Vi hé mat ma dudng cong Elliptic khong thé xt 1y s thap phan, mdy chd nhan cac
gia tri nay véi 100: Ry = 250,R, = 300,R3 = 250,R4 = 233,S(in,i1) = 99,5(i3,i1) =
21,S(i4,i1) = 97,S(i3,i2) = 49,S<i4,i2) = 97,S(i4,i3) = 36.

3.5. Két luan chwrong

Chuong nay da trinh by vé hai gidi phdp hé tu van ngudi ding c6 dim bio tinh
riéng tu dugc dé xuét: Giai phap hé tu vin ngudi dung c6 ddm bao tinh riéng tu cho md
hinh dit liéu phan tdn ddy di va Giai phap hé tu van ngudi ding c6 ddm bao tinh réng
tu cho md hinh dit liéu 2PFD. Trong céc gidi phap nay c6 st dung cac giao thiic dé xuét
trong Chuong 2 cho giai doan thif nhit clia hé tu vin ngudi dung, & giai doan thy hai
va dé xuat hai phuong phép sinh tu vin c6 ddm bao tinh riéng tu: sinh tu vin dua trén
CBF va sinh tu van dua trén CF v6i viéc cdi tién giai doan nay trong giai phdp gdc sang
st dung hé mat ma trén dudng cong Elliptic d&€ dong bd vdi giai doan thif nhit cia giai
phap dé xuét dong thdi ciing gép phan ning cao dudc tinh hiéu qua cia giai phép.

e Cic giai phap nay khong nhitng ddm béo tinh ding ddn ma con ddm bdo tinh
riéng tu cho hd so va lich st xép hang ctia ngudi dung khoi bt ky bén thit ba nao hoic
nhiing nguoi dung khac.

e Két qua thuc nghiém ching minh rang giai phdp dé xuit cho mo hinh phan tin
day di khong nhitng ddp ting yéu cau ting dung thuc t& ma con vuot troi so véi cac giai
phdp trudc day [7,75], gidi phdp méi dé xuét cho mo hinh 2PFD c¢6 hiéu suét t6t, hoan
toan c6 thé ap dung vao trong cdc hé thdng thuc té.

e Cac gidi phap nay c6 thé dugc trién khai thuc té dudi dang mo hinh mdy chi -
mdy tram, day 12 mot mo hinh phd bién hién nay.

Noi dung clia chuong nay lién quan dén cic cong trinh [CT3, CT4, CT6] trong
Danh muc cac cong trinh khoa hoc st dung trong Luan an.
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Trong luan an nay, nghién ciu sinh da nghién ciu giai phap dam bao tinh riéng tu
cho hé tu vin ngudi dung. Nghién ctiu sinh nhan thiy ring cong viéc thiét ké cac giai
phap nhu vy khong don gian ngay ca khi st dung céc k¥ thuat ma hoa tién tién nhu ma
héa dong ciu va tinh todn bao mat véi md hinh dif liéu phan tan, dic biét 12 mo hinh dit
liéu phan tan day di va mé hinh dit liéu phan tédn dy da hai bén.

Céc giai phap hé tu vin ngudi dung c6 dam bdo tinh riéng tu st dung ma hod dong
ciu hay tinh to4n bao mat c6 thé dam bao dudc tinh ding din ctia két qua tinh toan, vi
thé dam béo chét lugng ciia hé tu van tuong duong v6i hé tu vin nguyén thuy. Bén canh
do6 cac giai phap nay ciing dam bao tinh riéng tu cho d li€u cia ngudi dung & mic do
cao. Tuy nhién, hiéu sut ctia cac gidi phdp nay thudng thip do cac hoat dong ma hoa.

Do d6, trong luan 4n nay, nghién ctiu sinh di dé xuit gidi phap hé tu vin ngudi
dung c6 dam bao tinh riéng tu mdi giip dam bao dudgc tinh riéng tu dir li€u cua ngudi
dung & miic do cao, dong thdi duy tri dugc tinh ding din ctia cdc tu van tuong duong
v6i cdc giai phdp dién hinh hién c6 va hiéu suit tot hon.

Sau mot thoi gian nghién cifu va dudi su hudng dan tin tinh cia tip thé huéng din
khoa hoc, mic du con nhiéu han ché vé chuyén mon, thdi gian, song nghién ctu sinh da
nd luc hét minh d€ hoan thanh cic muc tiéu ctia dé tai “Phdt trién giao thitc tinh todn

bdo mdt va iing dung cho hé tw vdn nguoi ding cé dam bdo tinh riéng tu” .

I. Két qua dat duoc
Mot s két qua chinh ma Luén 4n da dat dudc bao gdm:
1. Phat trién 02 giao thirc tinh toan bao mat

e Giao thtic tinh dong thdi nhiéu gi4 tri trung binh va do tuong tu bao mét trong
mé hinh dit liéu phan tan day di bao toan tinh ding dan ctia két qua diu ra tuong duong
v6i phép toan nguyén thuy khi chua ap dung bién phap bao mat, c6 hi€u qua tinh toan va
truyén thong t6t hon cdc giao thic da dudc cong bd trude ddy trong cing md hinh tinh
toan. Pong thdi, viéc chitng minh vé mit ly thuyét ciing da chi ra mic do an toan tuong

duong véi giao thic tinh trung binh va do tuong tu dién hinh c6 muic do an toan cao.

Giao thiic dé xuAt ddm bdo tinh riéng tu clia cic bén tham gia trung thuc trong md
hinh bén trung thuc khi khong cé su thong dong giiia cac bén. Trong trudng hdp cé su
thong dong clia s6 lugng 16n ngudi diing ban trung thuc (n — 2), thi tinh riéng tu clia cac
bén tham gia trung thuc van dudc dam bdo. Giao thiic nay con bao vé tinh riéng tu clia
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cdc bén tham gia trung thuc trudc mdy chii doc hai mudn tim hiéu thong tin vé gia tri bi

mat clia cdc bén tham gia theo kich ban dugc mo ta chi tiét trong cong trinh [55].

Hon nifa, theo c4c gia dinh thiét 1ap clia giao thic, giao thiic dé xuit c6 thé chdng
lai mot s6 tan cong dién hinh d6i v6i cac hé thong st dung Iude dd ma hod khod cong
khai (CPA, CCA1, CCA2).

e Giao thifc tinh dong thdi nhiéu gia tri tAn suit bdo mat trong mo hinh 2PFD béo
toan tinh ding dan ctia két qua dau ra tuong duong véi phép toan nguyén thuy khi chua
4p dung bién phap bdo mat, c6 hidu qua tinh todn va truyén thong tot hon cac giao thiic
da ducc cong bd true day trong cing mo hinh tinh toan. Pong thdi, viéc chiing minh vé
mit 1y thuyét ciing da chi ra mic do an toan tuong duong véi cac giao thic dién hinh ¢

muc an toan cao.

Giao thidc dé xuit ddm bao tinh riéng tu ctia cac bén tham gia trung thuc trong mod
hinh bén trung thuc khi khong c6 su thong dong gitta cac bén. Trong trudng hop c6 su
thong dong clia s6 lugng 16n ngudi diing ban trung thuc (n — 2), thi tinh riéng tu clia cic

bén tham gia trung thuc van dudc dam béo.

Hon nifa, theo c4c gia dinh thiét 1ap clia giao thic, giao thiic dé xuit c6 thé chdng
lai mot s6 tan cong dién hinh d6i v6i cac hé thong st dung lude ddo ma hod khod cong
khai (CPA, CCA1, CCA2).

2. Thiét ké giai phap hé tu vin ngudi dung c6 dam bao tinh riéng tu

e Gidi phap hé tu vin ngudi diing c6 ddm bdo tinh riéng tu trong mo hinh dit liéu
phan tan day du.

e Gidi phap hé tu vin ngudi diing c6 ddm bdo tinh riéng tu trong mo hinh dit liéu
2PFD.

Céc giai phap nay c6 thé dé dang dugc trién khai dudi dang mo hinh mdy chu -
mdy tram, mot mo hinh phé bién hién nay.

Déi v6i mbi dé xuat:

+ Chitng minh tinh diing din ctia két qua tu van dudc bao toan tuong duong véi
giai phap nguyén thuy khi chua ap dung bién phap bao mat.

+ Chiing minh dudc céc giai phdp dé xuit dam bdo tinh riéng tu clia cac bén tham
gia trung thuc trong mo6 hinh ban trung thuc khi khong c6 su thong ddng giita cac bén.
Trong trudng hop c6 su thong dong clia s6 ludng 16n ngudi dung ban trung thuc, thi tinh
riéng tu clia cdc bén tham gia trung thuc van dudc dam bdo, tuong duong véi do an toan

cua giai phap hién c6 c6 do an toan cao.
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+ Chiing minh dudc vé mit 1y thuyét riang chi phi truyén thong va chi phi tinh todn
clia cac giai phap dé xuat tét hon mot sd giai phap dién hinh hién cé.

Cubi cling, chuong trinh md phéng hoat dong clia cac giao thic, giai phap ducc
trién khai cai dit va xdy dung dé€ thuc nghiém nham chi ra tinh kha thi clia cac giao thic,
giai phap da phat trién. Két qua thuc nghiém cho thiy rang céc giao thifc, giai phap ctia
lu4n 4n c6 hiéu suit tot hon ca vé chi phi truyén thong va chi phi tinh todn so véi cac gii
phdp trong cdc cong trinh da cong bd trude day. Vi vay, nhiing gidi phap nay hoan toan
c6 thé dudc trién khai trong thuc té.

IL. Céc huéng nghién citu tiép theo

Mic du cdc giao thific dugc phat trién c6 thé st dung cho mot s6 ing dung hé tu
van ngudi dung c6 ddm bao tinh riéng tu, tuy nhién, vin con mot s6 van dé c6 thé ducc

cai thién trong tuong lai:

1. Tiép tuc cai tién d€ nang cao miic do an toan cia cac giai phap. Mic du c6 thé
stt dung mot sb giai phap sin c6 dé tich hop vao cac giai phap ctia Luan 4n nham chéng
lai cac ké tAn cong doc hai, nhung céc giai phdp hién tai c6 thé kha ton kém cho céc ting
dung thuc té.

2. Nghién cifu thém vé cdc hé mat ma dong ciu khéac dé c6 thé phat trién cac giao
thiic SMC c¢6 kha nang khang lugng tw, chi thuc thi véi dit liéu c6 xac thuc.

3. Trong gidi phdp tinh tan suat dudc dé xuit trong 2PFD, mot nifa s6 ngudi diing
can hai 1an tuong tdc véi trung tam tinh toan, do d6, can tiép tuc nghién ciu, cai tién dé

c6 thé gidm bét sb 1an tuong tac nay.

4. C4c giao thiic SMC c6 thé dugc ting dung trong cic linh vuc khac nhau, vi thé
c6 thé nghién ctiu d€ md rong linh vuc ting dung thuc té cla cac giao thic da dudc dé
xuat trong Luén an. Diéu nay khéng chi gitip cic tdc vu tinh toan phan tan dudc thuc

hién dé dang hon ma con bdo vé su an toan ctia cic bén tham gia.

5. Giai phap hé tu vin ngudi dung c6 ddm bao tinh riéng tu dugc dé xuét chi yéu
dua trén do tuong tu giita cac muc tin, do chinh x4c ctia tu van con thip so véi mot sb ky
thuat tu van khac nhu hé tu van dua trén mo hinh. Vi thé, hoan toan c6 thé nghién cifu dé
dé xuét gidi phap dam bdo tinh riéng tu cho hé tu vin ngudi dung st dung cic ky thuat
tu' vin phiic tap hon khdc.

6. Céc bai todn phan tdn khic nhau sé c6 nhiing yéu cau khic nhau vé ham can tinh
todn, mo hinh dit liéu phan tan, miic dd an toan. Do d6, dua trén cdc yéu cu clia cic vin
dé thuc té hodc cac mo hinh dit liéu phan tdn méi hodc cac mic do an toan khac nhau,

cac giao thiic tinh toan bdo mat méi can dudc phat trién.
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PHU LUC: THUAT TOAN VET CAN TINH LOGARIT ROI RAC
TREN PUONG CONG ELLIPTIC

Thuét todn vét can dudc biét dén 1a thuat toan toi nhat dé tinh logarit rdi rac. Tuy
nhién, thut toan ndy t3 ra kha hiéu qua trong trudng hdp can tinh toan nhiéu gid tri
logarit roi rac cung mot Iuc va khong gian nghiém cuia bai toan logarit rdi rac bi giGi han

bdi cac sd nguyén viia va nhd.

Thuat toan 3: Thuit toan vét can tinh logarit roi rac trén dudng cong Elliptic

Pau vao: Pudng cong Elliptic E(Z,;) véi diém vo cuc O va d 12 mot sb nguyén tb 16n,
G 1a mot di€m cd sG clia dudng cong E véi bac d, danh sach m di€ém B;(x;,y;).
Pau ra: Cac gia tri m; € {0,...,max} thoa man B; = b;G.

K < 0(0,0);
Checkl[] < 0;
Result|] < 0;
Num < 0;
for {j = 0 to max}
if {Num = m} return Result;
else
for {i =0 to m}
if Num=m return Result;
if (Check[Num| == 0) A (K == B;)
Check[Num] < 1;
Result[i] + Num;
Num <— Num+ 1;
K +— K+ G;




