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LOI CAM POAN

To6i xin cam doan luan an “Nghién ctru nang cao hiéu qua phat hién ma doc loT
dua trén hoc may sir dung cac dac trung cia tap tin thuc thi” 1a cong trinh nghién ctu
cua riéng t6i, dudi sy hudng dan khoa hoc cua PGS.TS Luong Thé Diing, trir nhitng
kién thuc tham khao tir c4c tai liéu co lién quan di dwoc trich dan trong luan én.

Cac két qua, sb liéu duogc trinh bay trong luan &n 1a hoan toan trung thuc, mot phan
két qua da duoc cong bd trén cac Tap chi va Ky yéu Hoi thao khoa hoc chuyén nganh
(tai Danh muc cong trinh cua tac gia), phan con lai chua ting dwoc céng b trong bat
ky cbng trinh nao khac.

Ha Ngi, ngay thang nam 2024

TAC GIA LUAN AN

Nguyé&n Ngoc Toan



LOI CAM ON
Luén an nay duoc nghién ciu sinh (NCS) thuc hién trong qua trinh hoc tap Tién si
tai Hoc vién K5 thuat mat mé thuoc Ban Co yéu chinh phu. Trong qué trinh hoc tap, NCS
da duoc céc thay, c6 trong Hoc vién Ky thuat mat ma huéng dan va trang bi nhitng kién
thirc nén tang can thiét, ddng thoi NCS c6 co hoi tiép xtc chuyén sau vé linh virc méi va
cap thiét trong an toan thong tin lién quan dén phét hién ma doc loT.

Trudc hét, NCS xin bay to long biét on sau sic téi thiy PGS.TS Luong Thé Diing
da tan tinh hudng dan, dinh huéng nghién ciru khoa hoc, gitip NCS ¢6 thé vuot qua
nhitng kho khin, thach thac trong sudt qué trinh thyc hién nghién ciu luan an. Tiép do,
NCS xin gui loi cam on tdi cac cong su nhdm nghién cru MFC500 da ggi mo cac y
tuong va hd trg cho phuong huéng phat trién nghién ciu khoa hoc cua NCS. NCS xin
giri 161 cam on t6i Ban Giam ddc, Lanh dao Khoa An ninh mang va phong, chng toi
pham sir dung c6ng nghé cao, cac Phong ban lién quan cua Hoc vién An ninh nhan dan
da tao diéu kién dé NCS cd thé tap trung nghién ciru va thuc hién luan &n ndy. Cam on
Tap doan Vingroup — Cong ty CP va Chuong trinh hoc bong thac si, tién si trong nuéc
cua Quy Pdi méi sang tao Vingroup (VINIF), Vién Nghién ctu Dit liéu 16n da hd tro
mét phan kinh phi trong qua trinh NCS thuc hién cac nghién ciru cuaa luan an nay.

Cudi cung, tdi xin bay té 1ong cam on v6 han dén gia dinh da luon ludn 13 ngudn
dong luc dé toi nghién ctu.

Xin chan thanh cam on!
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MO PAU

1. Tinh cap thiét

Cudc cach mang cong nghiép lan thir 4 da va dang tac dong dén moi mit cua doi
s6ng x4 hoi. Vi nhitng yéu t6 cbt 161 nhu tri tué nhan tao, van vat két néi Internet, dix liu
16n,... da hinh thanh nhiéu linh vuc, xuat hién nhiéu loai thiét bi méi va c6 nhiéu thiét bi
két ndi vao Internet nhu IP Camera, Smart TV, Router, Smartphone, ... Theo du b&o cua
Statista® s& c6 hon 30,9 ti thiét bi 10T két ndi vao nim 2025 va chiém 75% tong sb thiét
bi trén toan thé gigi. Trong an toan théng tin, chu dé ma doc la cha dé duoc nhiéu nha
nghién ctru quan tdm hién nay [64], [81], [85], [114]. Theo b&o céo cua Sonicwall [107]
s6 luong ma doc ting dot bién vao ndm 2022 véi 5,5 ty cudc tan cdng bang ma doc, trong
d6 ¢6 hon 112 triéu ghi nhan cac ma doc nham vao thiét bi IoT, ting 87% so v&i nim
2021. Cac ma doc lubn phaét trién voi nhiéu ky thuat phong vé tién tién, sir dung nhiéu k¥
thuat lan tranh cac hé théng phat hién nhu cac ki thuat 1am rdi, ky thuat da hinh, siéu da
hinh, hoat dong da nén tang, ... Viéc nghién cau céc giai phap phét hién ma doc ndi chung
va ma doc 10T néi riéng 1 cap thiét trong dam bao an ninh, an toan cho céc hé thng
thong tin.

Viéc xay dung cac giai phap phat hién ma doc loT trong cac tap tin thuc thi dugc
thuc hién duya trén hai ki thuat chinh bao gdm dua trén dau hiéu (signature-based) va dua
trén hanh vi (behavior-based). Cac giai phap phét hién ma doc dua trén dau hiéu c6 thé
phét hién chinh xac dugc cac ma doc da biét va co trong co so dit liéu, tuy nhién giai phap
khong hiéu qua d6i vai cac bién thé ma doc méi va ma doc chua cé dau hiéu nhan biét.
Vi vay, Vai su phét trién ciia ma doc trén cac thiét bi 10T va su phat trién cuaa tri tué nhan
tao da gop phan quan trong trong thuc day viéc xay dung cac giai phap phat hién ma doc
dua trén hanh vi hiéu qua hon. Bac biét, cdc mé hinh phat hién ma doc dua trén hoc may
cd thé tao ra c4c giai phap co kha ning tu dong phat hién ma doc véi do chinh xac cao va
phét hién duoc céc bién thé va dong ma doc méi trén thiét bi loT.

Céc dic trung cua tap tin thyc thi thuong duoc sir dung dé xay dung mo hinh phat
hién ma doc dua trén hoc may. Cac dac trung nay dang dugc cac nghién ctiru xay dung
dua trén k¥ thuat phan tich tinh va dong tap tin thuec thi.

D61 Véi phan tich tinh, cac dic trung cua tap tin thuc thi duoc trich xuat dé st dung
trong xay dung cac md hinh phét hién ma doc dua trén hoc may bao gom: Théng tin cau
trac tiéu dé tap tin (header), ma thyc thi (opcode), chudi mang thong tin in dugc (Printable
String Information- PSI), d6 thi ludng diéu khién (Control Flow Graph - CFG), d6 thi
luong dit liéu (Data Flow Graph - DFG),... Cac dic trung tinh nay da duoc cac nhom
nudc ngoai dé xuat phuong phap trich xuat, lya chon phuc vu xay dung mé hinh phéat hién
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ma doc nhu Costin [2], Chin-wei Tien [17], Ding [125], Yan Shoshitaishvili [127],... Cac
phuong phap phén tich tinh da dé xuat ¢ mang lai hiéu qua trong phat hién ma doc loT,
tuy nhién cac mé hinh hoc may st dung dic trung tinh da trich xuat c6 d6 chinh xéc cao
lai can s6 lugng dic trung can thu thap nhiéu, kich thudc va thoi gian phét hién caa md
hinh 16n. Do d6, cac phwong phép nay chi c6 thé &p dung véi céc tap tin thyc thi don gian,
khong phl hop véi cac tap tin phuc tap, c6 kich thudc 16n. Cac md hinh kho trién khai
trong moi truong 10T han ché tai nguyén.

Tai Viét nam, luan an cta tac gia Nguyén Huy Trung [85] d3 trinh bay cac phuong
phéap phat hién mot dong ma doc cu thé trén thiét bi 10T I 10T Botnet dua trén d6 thi PSI
dugc thu thap qua qua trinh dich nguoc tap tin ELF. Tac gia da ap dung cac mang hoc sau
dé phat hién ma doc 10T véi do chinh xéac cao trén tap thir nghiém véi F1-score 98,6%.
Tuy nhién, phuong phap tac gia dé xuat phu thuoc vao kha nang trich xuat cac chudi PSI
tir tap tin thue thi, dic biét do chinh xac trong phét hién bi giam déng ké khi céc chudi PSI
bi m& hoa. Luan an ciing chi ra viéc han ché va can phat trién nghién ctu déi véi cac
dong ma doc IoT da dang khac.

Déi Véi phdn tich déng, cac dic trung cua tap tin thuc thi duoc thu thap phuc vu
xay dung cac md hinh phét hién ma doc bao géom: Thong tin duoc thu thap hanh vi muc
hé théng nhu 161 goi API, 15i goi hé théng, gia tri thanh ghi, di liéu bd nhé,. .. va thong
tin hanh vi mac mang nhu dit liéu ludng mang, két néi mang,... Méi truong thuc hién
thu thap cac dac trung trong phan tich dong thuong la moéi truong mé phong hoac ao
hoa dugc giam sat nhu sandbox, c4c thiét bi cai dat tac tir. Trong cac nghién ciu cua
nhom tac gia ngoai nudc nhu Alberto [5], Yin Minn Pa Pa [90], Sriram [102], Jonas
[107], Zhao [136],... da su dung cac dac trung dong néu trén. Tuy nhién, cac nghién
ctru can thu thap nhiéu thong tin hanh vi, qué trinh thuc thi tap tin trong moi truong phan
tich can nhiéu thoi gian hon qué trinh thuc thi trén thiét bi thuc do viéc dong bo tin hiéu.
Cac m6 hinh hoc sau da duogc sir dung dé nang cao do chinh xac nhung cac nghién ciru
d6i mat véi do phuc tap tinh toan 16n khi sir dung cac mang hoc sau phiic tap va kho
trién khai trong thuc té cho cac (ng dung phat hién ma doc loT theo thoi gian thuc do
can thu thap nhiéu dic trung hanh vi mang va anh huong dén bang thong, hoat dong cua
hé thong mang.

Trong nudc, nhom tac giai Lé Hai Viét da dé xuat trong cac nghién ctu [65], [86],
[114] cac md hinh phéat hién ma doc loT Botnet dya trén do thi 10i goi hé thong c6 hudng
DSCG va két hop nhiéu nguon dix liéu trich xuat tir két qua phan tich dong thu thap qua
V-Sandbox véi d§ chinh xac cao dat 99,37%. Tuy nhién, cac nghién ciru méi chi thur
nghiém véi bo dit liéu chtra duy nhat mot loai ma doc 1a 10T Botnet, thoi gian khai tao,
thuc thi, giam sat cac tap tin trong méi truong V-Sandbox con dai dan dén han ché vé mat
thoi gian trong giai phép phét hién sém ma doc IoT Botnet. Piéu nay ciing da dugc dé



cap dén trong luan &n tién si cua tac gia [64]. Luan an cua tac gia Téng Anh Tuan [113]
da dé xuat 3 giai phap phét hién va phan loai mét loai ma doc DGA Botnet st dung cach
tiép can hoc may va hoc sau véi do chinh xac cao khi so sanh véi cac giai phap trude do.
Tuy nhién, cac giai phap dé xuat ciing mdi chi tap trung vao mét loai ma doc DGA Botnet,
chua thir nghiém trén cac loai mé doc IoT khac, chua c6 co ché phat hién riéng cho céc
ho DGA Botnet ¢ su twong dong cao hoic cac bién thé ma doc DGA Botnet.

Cac nghién ctru ciing chi ra raing phuong phap phén tich dong c6 thé thu thap duoc
hanh vi cua cac ma doc sir dung cac ky thuat 1am rdi, ma hod m4, quan sat dugc cac
hanh vi tuong tac ciia ma doc trong moi trueong thuc thi. Tuy nhién, cac phuong phap
nay can thu thap nhiéu loai dic trung hanh vi khac nhau nhu hanh vi hé thdng, hanh vi
mang, twong tac moi trudng,... dé c6 thé phét hién ma doc. Thoi gian xay dung moi
truong, thuc thi tap tin ma doc trong mai truong giam séat nhiéu sé anh hudng dén hiéu
qua khi phan tich sé lugng mau 16n va kho trién khai trong cac hé thong phat hién ma
doc IoT dap tng thoi gian thuc. Bén canh d6, mot sé mé hinh phat hién ma doc 10T dya
trén dic trung dong chua dem lai d6 chinh xac cao trong phat hién ma doc trén céc tap
dir liéu 10T cd sy mat can bang giira cac tap di liéu huan luyén thir nghiém.

Mgt khac, véi su phat trién da dang cua céc loai thiét bi 10T, bén canh dong ma
doc 10T hoat dong trén mot kién tric vi xir Iy ¢b dinh thi cac ma doc IoT dd va dang tim
cach da dang hod muc tiéu tn cong dé co thé 1ay nhiém vao nhiéu loai thiét bi loT khéc
nhau. Xuat hién ngay cang nhiéu ma doc va bién thé ma doc 10T méi ¢ kha niang hoat
dong trén nhiéu loai thiét bi st dung Kién trac vi xir Iy khac nhau. Viéc phat hién ma doc
hoat dong da nén tang kién tric dya trén dic trung cua tap tin thuc thi a can thiét. Viéc
xay dung mot mo hinh ¢ kha nang phat hién ma doc hoat dong da kién trdc thay vi phai
huan luyén va tich hop nhiéu mé hinh phat hién ma doc IoT don kién tric trong mot giai
phap s& c6 ¥ nghia to 16n trong thuc té moi truong IoT da dang thiét bi hién nay.

Céch tiép can xay dung md hinh phat hién ma doc IoT da kién tric dua trén phuong
phép trich xuat dic trung tinh it phu thudc vao kién trac vi xir Iy hoic hé diéu hanh da
chtirng minh duogc kha niang phat hién ma doc loT hoat dong duoc trén nhiéu kién trdc
vi xtr ly. Tuy nhién, hiéu qua cta cac mo hinh phat hién ma doc 10T dya trén dac trung
tinh phy thudc vao dic trung thu thap va biéu dién cta dic trung thu thap. Cac thuc nghiém
danh gia chi tiét kha niang cia cac mé hinh phét hién ma doc loT dya trén hoc may sir
dung dic trung tinh doc lap nén tang Kién trdc vi xtr Iy chua duoc trién khai trén céc
mau ma doc 10T thuc té va pho bién.

Mot cach tiép khéc 1a st dung dic trung dong chung phd bién trén cac nén tang kién
tric. Tuy nhién, viéc thu thap dic trung dong gap khé khan khi ap dung ddi véi cac ma
doc hoat dong trén thiét bi IoT da dang vé hé diéu hanh, nén tang kién trac, diéu kién kich
hoat hanh vi doc hai, phat hién méi truong phan tich va che giau hanh vi. Xay dung md
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hinh phét hién ma doc c6 kha ning hoat dong da nén tang sur dung dic trung dong s& gap
nhiéu khé khin do su khéc biét vé méi truong thuc thi tap tin va dic diém cua dic trung
dong thu thap cua ting nén tang hé diéu hanh hoac nén tang kién trac vi xi 1y.

Hon nira, cac tap dit liéu ma doc 1oT hoat dong trén céc kién tric vi xir Iy dugc
cac nghién ctru thu thap tir cac kho dir liéu nhu Virus Total, Virus Share, Detux,
I0TPOT,... Véi dic diém riéng biét cia cac thiét bi loT, viéc thu thap dit liéu dang gap
phai nhiéu kho khan, thach thirc, cac tap dit liéu 10T phuc vu huan luyén mé hinh ¢é su
mat can bang gitra cac 1op hoic cac loai mé doc, dic biét 1a ma doc hoat dong trén cac
thiét bi 10T méi, da dang kién trdc vi xir Iy. Cac nghién ctiru xay duyng mé hinh phat hién
dwa trén khai thac céc tri thae ma doc cac kién tric vi xur 1y da pho bién hodc ma doc
truyén thong dé xay dung cac mé hinh du doan ma doc zero-day trén céc kién trdc vi xir
ly mai, céc thiét bi 10T phi chuan chua dat duoc hiéu qua tét vé do chinh xac. Vi vay,
viéc xay dung cac md hinh phéat hién hiéu qua véi do chinh xac phu hop vai thoi gian
va tai nguy@n sir dung, c6 kha ning phat hién céc bién thé ma doc trén céc kién truc vi
xtr ly mai can duoc quan tm nghién ciu hién nay.

Tu nhirng hiéu qua caa ang dung hoc may trong phat hién ma doc 1oT, luan an
duogc thuc day boi mot s6 van dé nghién citu mo sau déy:

Thee nhdt, cac md hinh phat hién ma doc IoT don kién trdc dya trén dic trung cua
tap tin thuc thi st dung nhiéu loai dic trung thu thap tir phén tich tinh hoic phan tich
dong, can nhiéu thoi gian thu thap va xua Iy ly dic trung. Viéc sa dung mang hoc sau,
két hop nhiéu dic trung hoac thuat toan hoc may trong xay dung mo hinh phat hién loT
c6 thé nang cao dugc d6 chinh xac cho md hinh nhung chua hiéu qua cao vé sé lugng
dic trung st dung, thoi gian thuc thi tap tin cd chira ma doc, tée do tinh toan, thoi gian
phét hién va kha nang tng dung mé hinh trong thyc té cho cac tng dung phét hién ma
doc 10T theo thoi gian thuc hodc cac thiét bi loT han ché tai nguyén.

Thar hai, cac md hinh phat hién ma doc IoT da kién trdc dya trén dic trung cta tap
tin thuc thi dua trén thu thap dic trung dong hoic tinh khong phu thudc vao nén tang
kién truc, str dung cac mang hoc sau phtc tap hoac két hop nhiéu loai mang hoc sau da
dem lai hiéu qua doi véi mot s6 dong ma doc ToT nhung chua hiéu qua d6i véi cac ma
doc moi, ma doc tan cong co chi dich hodc ma doc zero-day trén thiét bi IoT da dang
nén tang. Cac md hinh huan luyén dugc kho trién khai trén céc thiét bi 10T han ché tai
nguyén.

Thee ba, cac nghién ciru vé ma doc trén thiét bi 10T thoi gian qua tap trung nhiéu
vao ma doc trén thiét bi sa dung hé diéu hanh Android (chiém hon 40% so V&i cac
nghién ctu lién quan) [114] va tap trung nhiéu vao ma doc IoT Botnet, chwa nghién ciru
cac ho ma doc 10T khéac [64], [85], [113]. Tap dit liéu phuc vy huan luyén va danh gia
md hinh phat hién trén céac kién trac vi xir Iy con han ché, dic biét sé luong tap mau trén



cac kién trac vi xu ly cua thiét bi loT méi hodc chua duoc thu thap trude day. Nhiéu tap
dir liéu da kién tric da cong bd va dwoc thir nghiém trong cac nghién ctu déi mat voi
van dé mat can bang dir liéu cac 16p ma doc, gitta cac nén tang kién trac vi xir ly.

Vi vay, viéc nghién ciru nang cao hiéu qua cho cac mé hinh phat hién ma doc loT
hoat dong don nén tang kién trac va da nén tang kién tric st dung dic trung cua tap thi
thuc thi 1a cap thiét, c6 ¥ nghia vé mat khoa hoc va thyc tién hién nay.

2. Muc tiéu nghién ciru

Tt viéc phan tich tinh cap thiét trong noi dung trén, luan an xac dinh muc tiéu
nghién ciru chinh 14 nghién ctiu phat trién cac mé hinh phat hién ma doc 10T dya trén
hoc méay nhiam nang cao hiéu qua vé mit s6 luong dic trung st dung, thoi gian thu thap,
kich thude, d6 chinh xac caa mé hinh trong phéat hién ma doéc 1oT hoat dong don va da
nén tang kién trac vi xir Iy, ting kha ning tich hop mé hinh da huan luyén trong cac giai
phap phét hién ma doc ty dong trong hé thong 10T tai nguyén han ché. Cac muc tiéu cu
thé gém:

Mgt 13, nghién cau phat trién giai phap xay dung md hinh phét hién ma doc loT
hoat dong don kién trdc phu hop duwa trén hoc may sir dung dic trung 10i goi hé théng
cua tap tin thuc thi dwoc trich xuét théng qua phuong phap phén tich dong. M6 hinh dé
Xuat gitp giam sé lwong va thoi gian thu thap dic trung chudi 1oi goi hé théng thu thap
tir qua trinh phan tich dong dam bao d6 chinh x&c cao trong phéat hién ma doc loT hoat
dong don kién trac vi xir ly.

Hai 13, nghién ciu phét trién giai phap xay dung md hinh phét hién ma doc 10T hoat
dong don kién trdc phu hop duwa trén hoc may sir dung dic trung mé thuc thi cua tap tin
thue thi dugc trich xuat thong qua phuong phap phan tich tinh. M6 hinh dé xuét gidp
giam sb lugng dic trung thu thap, thoi gian huan luyén va phat hién, kich thuéc cua mo
hinh nhung van dam bao d6 chinh xac trong phat hién ma doc loT hoat dong don kién
trac vi xu ly.

Ba 13, nghién ctru dé xuét giai phap xay dung mé hinh phat hién ma doc loT hoat
dong da kién tric phl hop duya trén hoc may sir dung phuong phap chuyén doi dic trung
chudi ma thyc thi chéo kién trdc vi xtr ly khac nhau. Giai phap dé xuat giup mé hinh
phong chdng mét can bang dit liéu huan luyén, nang cao do chinh xéc, kha ning phat
hién ma doc hoat dong da kién trac va ma doc zero-day trén kién tric méi.

3. Pdi twgng va pham vi nghién ciu

3.1. Péi trong nghién creu

Dé dat duoc muc tidu nghién ctru, dbi trgng nghién ciru caa luan an 14 céc tap tin
ELF trén cac thiét bi 10T si dung hé diéu hanh Linux nhing. Céc tap tin ELF s& dugc
thu thap tir c&c ngudn uy tin nhu cac kho dit liéu dugc cac nha khoa hoc chia sé, dir liéu
trich xuat tir phan sun caa thiét bi IoT dé 1am ddi twong nghién ciu, thir nghiém va danh



gia két qua cua cac mo hinh phat hién ma doc loT.

3.2. Phgm vi nghién ciru

Bai todn phéat hién ma doc 10T dugc xac dinh la kha nang phan biét gitra cac tap
tin ma doc va tap tin lanh tinh. Luan &n phat trién huéng tiép can mai trong xay dung
cac md hinh phat hién ma doc 10T hoat dong don kién trdc vi xt Iy va da kién trdc vi xu
ly hiéu qua dwa trén hoc may sir dung dic trung biéu dién dang chudi thu thap tir phan
tich dong va phan tich tinh tap tin. Trong pham vi luan &n, viéc st dung hai thuat ngir
mo hinh phat hién ma doc loT va m6 hinh phéat hién ma doc loT dua trén hoc may la
ddng nhat. Pham vi cu thé nhu sau:

Thee nhdt, md hinh phat hién ma doc 13 mé hinh hoc may c6 kha ning phéan 16p
tap tin thanh cac nhan khac nhau. Trong pham vi bai toan nghién ctru caa luan an, mo
hinh luan &n tap trung 1a mé hinh hoc may cé kha nang phan biét tap tin thuc thi thanh
hai nhan la lanh tinh hoac ma doc.

Tha# hai, c6 nhiéu cach phan loai thiét bi 10T nhu dwa trén hang san xuat, dva trén
muc dich str dung, dua trén tai nguyén gom thiét bi 10T hiéu ning cao va thiét bi 10T ti
nguy@n han ché. Céc thiét bi 10T tai nguyén han ché theo Bencheton [15] c6 thé ké dén
nhu wifi router, IP camera, switch, smart Hub,... Mat khac, theo noi dung bao cao cua
Wendell E. Carter [124] cac thiét bi 0T dang sir dung pho bién hé diéu hanh Linux. Vi
vay, luan an chi tap trung nghién ctru, phat hién ma doc trén thiét bi loT tai nguyén han
ché sir dung hé diéu hanh Linux nhiing Kernel 2.6 hoic 3.2 véi cac kién trac bo vi xir ly
trung tdm (Central Processing Unit - CPU) pho bién nhu Integrated Electronics (Intel),
Microprocessor without Interlocked Pipeline Stages (MIPS), Advanced RISC Machine
(ARM), Scalable Processor Architecture (SPARC), Performance Optimization With
Enhanced RISC — Performance Computing (PowerPC).

Thar ba, cd 3 phuong phap chinh trong phan tich ma doc IoT 1a phén tich tinh,
phan tich dong va phan tich lai. Tuy nhién, dé dat duoc muc tiéu nghién cau, luan an
tiép can theo phuong phap phan tich dong va phan tich tinh nham thu thap céc dic trung
biéu dién dudi dang chudi phuc vu xay dung cac mé hinh phat hién ma doc loT.

Thar tw, ¢6 hai cach tiép can ma doc da nén tang trén thiét bi 10T 1a theo hé diéu
hanh va theo kién tric vi xtr Iy trung tam. Dé dat dwoc muc tiéu nghién ciu, luan an tiép
can theo kién tric vi xir 1y trung tam. Khi d6, dua vao kha nang hoat dong trén nén tang
kién tric vi xtr Iy, ma doc trén thiét bi IoT duoc phan loai gdm ma doc 10T don kién tric
vi xtr ly va ma doc IoT da kién trdc vi xt Iy.

4. N¢i dung va phwong phap nghién cau

4.1. Ngi dung nghién ciru

V6i cadc muc tiéu nghién ctiru néu trén, luan an tap trung vao 4 noi dung sau:

- Nghién ctru, phan tich dic diém, xu hudng phat trién ciia ma doc 1oT. Tur d6 khao



sat, phan tich, danh gia hiéu qua cta cac moé hinh phat hién ma doéc 10T dya trén hoc
may dé 1lam co s¢ dé xuat, giai quyét cac bai toan xay dung md hinh phat hién ma doc
loT hiéu qua dua trén hoc may sur dung dac trung cua tap tin thuc thi.

- Nghién ctru xay dung mé hinh phat hién ma doc loT hoat dong don kién tric pho
hop gilip giam s6 luong va thoi gian thu thap dic trung chudi loi goi hé thong thu thap
tir qua trinh phan tich dong dam bao do chinh xac cao. Panh gia hiéu qua caa mo hinh
dé xuat va so sanh két qua thuc nghiém véi cac nghién ctu khac c6 lién quan.

- Nghién ctru xay dung mé hinh phat hién ma doc loT hoat dong don kién tric pho
hop gilp giam sé lwong dic trung thu thap dic trung ma thyc thi tir qua trinh phan tich
tinh tap tin thuc thi, thoi gian huan luyén va phat hién, kich thuéc cia mé hinh nhung
van dam bao d6 chinh xac tét. Panh gia hiéu qua caa mo hinh dé xuat va so sanh két
qua thuc nghiém véi cac nghién ciu khac co lién quan.

- Nghién ctru dé xuat giai phap xay dwng mé hinh phat hién ma doc loT hoat dong
da kién triic pht hop dya trén hoc may sir dung phwong phap chuyén dbi dic trung chudi
ma thyc thi chéo kién trdc vi xtr Iy khac nhau gitip mé hinh phong chéng mat can bang
dir liéu huan luyén, nang cao do chinh xac, kha ning phat hién ma doc hoat dong da kién
tric va ma doc zero-day trén kién tric méi. Panh gia hiéu qua cia mé hinh dé xuét va
so sanh vai cac md hinh hiéu qua khac da cong bd cung hudng tiép can.

4.2. Phwong phap nghién curu

- Phurong phdp nghién ciru Iy thuyét:

Khao sét, phan tich, tong hop, danh gia cac cong trinh nghién ctru khoa hoc ¢6 lién
quan dén luan an trong va ngoai nude dé xac dinh nhiing van dé can tiép tuc nghién ciu
theo hudng caa luan an. Viéc tim kiém cac cong trinh nghién ctiru khoa hoc c6 lién quan
dugc thyc hién thdng qua nguon ma trén Internet va cac bai bao céo tai hoi thao uy tin
trong linh vuc an toan thong tin.

Tir d6 Iya chon cac noi dung, van dé con ton tai trong xay dung cac md hinh phat
hién ma doc 10T dya trén hoc may dé nghién ctru va dé xuat cac mé hinh phat hién ma
doc 10T hiéu qua hon. Hé thong cac van dé nghién ciu dé dé xuat bai toan va so sanh,
danh gia két qua.

- Phuong phap nghién ciru thuc nghiém:

Thuc nghiém cac md hinh dé xuat trén cac tap di liéu tap tin thyc thi da cong bd.
Danh gia hiéu qua cua cac mo hinh su dung cac tiéu chi danh gia phu hgp va so sanh
vé6i két qua thuc nghiém céac nghién ciu ¢ lién quan.

5. Cdc dong gop chinh cua lugn an

Luan &n c6 3 déng gop chinh bao gom:

- Pong gép I: Luan an phat trién mo hinh phat hién ma doc 10T don kién trdc vi
xur ly sir dung dic trung chudi 11 goi hé thong ngan thu thap tir phan tich dong tap tin



thie thi nhung van dam bao tiéu chi do chinh xac twong ddng cac nghién ctu lién quan
dua trén d& xuat huan luyén cac mé hinh dyua doan chudi phuc vu phan 16p tap tin thuc
thi sir dung mang hoc sau LSTM. M6 hinh phéat hién ma doc 10T st dung mot loai dac
trung dang chudi duy nhat Ia chudi 16i goi hé théng véi do dai chudi can thu thap 1a 150
g6p phan lam giam thoi gian thu thap dic trung trong phét hién ma doc IoT va 14 co so
dé xay dung cac giai phap phat hién ma doc loT tich hop trong cac hé théng bao mat
dap tng thoi gian thuc.

- Pong gdp 2: Luan an phét trién md hinh phét hién ma doc 10T don kién tric vi
xt ly str dung tdi thiéu s lwong ma thuc thi dé thu thap chudi ma thuc thi tir phan tich
tinh tap tin thyc thi nhung van dam bao tiéu chi do chinh xéac twong déng cac nghién
ctu lién quan dya trén dé xuat st dung phwong phap trich rat dic trung hiéu qua. Mo
hinh phat hién ma doc 10T chi sir dung sé lwgng 20 ma thuc thi hiéu qua nhat trén nén
tang MIPS phuc vu xay dung giai phap trich chon chudi ma thyc thi dai dién cho tap tin
thuc thi gop phan 1am giam thoi gian thu thap dic trung, giam tai nguyén sir dung cua
md hinh phét hién, c6 thé phi hop véi cac thuat toan hoc may truyén théng don gian va
1a co s¢ dé xay dung cac giai phap phét hién ma doc loT tich hop trong cac hé théng
bao mat 10T tai nguyén han ché.

- Péng gép 3: Luan an phat trien md hinh phat hién ma doc 1oT da kién tric hiéu
qua vé do chinh xac, ¢ kha ning phat hién ma doc trén kién tric vi xtir Iy méi hoic it
dir liu va tri thirc vé ma doc dua trén dé xuat phuong phap chuyén do6i dic trung chudi
ma thuc thi chéo kién trac vi xir Iy khac nhau. M6 hinh phat hién ma doc 10T da kién
trdc vi xt ly d dat hiéu qua vé do chinh xac tot khi ting cuong duoc tap dir liéu huan
luyén va chi sir dung cac thuat toan hoc may truyén théng don gian, kich thuéc, thoi
gian phat hién phi hop khi trién khai trong méi truong loT tai nguyén han ché, c6 kha
ning dy doan ma doc zero-day da kién tric trén cac thiét bj IoT da dang.

Céc nghién ciru cua luan &n nham hudng téi giai phap hiéu qua, hoan chinh dya
trén quy trinh phat hién ma doc trong thuc té dé phat hién ma doc 10T hoat dong don
Kién triic va da kién trdc vi xir Iy st dung hé diéu hanh Linux nhing. Céac thuc nghiém
da dua ra két qua tot va mé ra nhiéu huéng phat trién trong tuong lai. Toan bd ma ngudn
nghién ctru caa luan an duoc cong bé mao tai dia chi: https://gitlab.com/ngoctoan.

6. Cdu truc cia lugn an

Véi cac két qua nghién ciru da thyc hién, ngoai phan ma dau, két luan thi luan &n
dugc trinh bay gdém 4 chuong:

Chuong 1: Trinh bay téng quan vé ma doc loT, phat hién ma doc 10T dya trén hoc
may va danh gia hiéu qua caa mot sé mo hinh phét hién ma doc 10T dua trén hoc may
sir dung dic trung cia tap tin thuc thi. Tir d6 dé xuat bai toan nghién ctiru nang cao hiéu
qua cho md hinh phat hién ma doc 10T dua trén hoc may sir dung dac trung cta tap tin



thuec thi.

Chuong 2: Trinh bay dé xuat mé hinh phét hién ma doc 10T don kién tréic vi xi ly hiéu
qua st dung dac trung dong cua tap tin thuc thi.

Chuong 3: Trinh bay dé xuat mé hinh phat hién ma doc 10T don kién trlc vi xir ly
hiéu qua st dung dac trung tinh cua tap tin thyec thi.

Chuong 4: Trinh bay dé& xuat mé hinh phat hién ma doc da kién tric hiéu qua dya
trén phuong phap chuyén doi dic trung caa tap tin chéo kién trac vi xu y.
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CHUONG 1. TONG QUAN VE MA PQC IOT VA PHAT HIEN MA PQC 10T
DUA TREN HQC MAY

1.1. Téng quan vé ma déc loT

1.1.1. Khai nigm, ddc diém cia thiét bi 1oT

Hién nay c6 nhiéu cach hiéu vé 10T va thiét bi IoT da dugc dua ra. Khai niém loT
duoc Lién minh Vién théng thé gisi (ITU) chi ra rang “loT 1a mot co s& ha ting mang
tinh toan cau cho x& hoi thong tin, mang dén nhiing dich vu tién tién bang cach két ndi
cac vat thé (ca vat ly va 40) dua trén su ton tai cua thdng tin, dua trén kha ning twong
tac cla cac thong tin d6 va dya trén cac cdng nghé truyén thong” [53]. Vi viée tuong
tac, thu thap, xt ly dix liéu, cac hé théng IoT da phat huy duoc moi thir dé cung cép dich
vu can thiét dén tat ca cac ung dung khac nhau, ddng thoi bao dam quyén riéng tu va
tinh bao mat. Tuong tu, Congressional Research Service [24] da dinh nghia “ToT la mdt
hé thdng cac thiét bi co mdi quan hé véi nhau duoc két ndi tao thanh mot mang c6 thé
trao doi dit lisu ma khong can su twong tac gitta ngudi va may”. IoT duoc hiéu la mot
tap hop cac thiét bi dién tir c6 thé chia sé théng tin véi nhau. Tir dién Oxford da dua ra
khai niém “loT 1a viéc két ndi céc thiét bi trong cac vat dung hang ngay théng qua
internet dé cho phép ching chia sé dir liéu véi nhau”2. Theo nghién cau [51] IoT duoc
dinh nghia “la mot mang ludi cac dbi tuong vat 1y”.

Vé mat tong quét, chua c6 mot khai niém thdng nhat vé thiét bi 10T, tuy nhién véi
cac khai niém da dua ra co ban d3 chi ra dic diém noi bat nhat caa loai thiét bi 1oT 1a
kha ning két ndi, chia sé va twong tac. Vi vay, luan an sir dung dinh nghia thiét bj loT
tong quat nhu sau:

Dinh nghia 1.1. Thiét bj IoT la cdc “vat thé” (vat Iy hodc do héa) da dang vé hé
dieu hanh va kién truc vi xi 1y, c6 kha nang két noi, chia sé di liéu, firong tdc dira trén
cac cdng nghé truyén théng phuc v cac muc dich khdc nhau ciia nguwoi sir dung.

Hién nay, c6 nhiéu thiét bj 10T phd bién méi nhu dién thoai thong minh, déng hd
théng minh, ti vi théng minh, IP Camera, thiét bi truy cap mang khéng day, ... Mot mo
hinh ng dung céc thiét bi IoT duoc minh hoa qua hinh 1.1. Trong d6, phan 16n céc thiét
bi 10T st dung hé diéu hanh Linux nhiing [114]. Do d6, luan an chi tap trung thir nghiém,
danh gia cac mo hinh dé xuat vai tap tin dinh dang ELF trén hé diéu hanh Linux nhing
nhung khong mat di tinh tong quét khi p dung trén cac hé diéu hanh khéc.

2 https://www.oxfordlearnersdictionaries.com/definition/english/internet-of-things
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Hinh 1.1. M6 hinh #ng dung thiét bj 10T2.

Véi kha ning két ndi va hoat dong, thiét bi 10T c6 nhitng dic trung khac biét véi
nhitng cong nghé khéac gom:

- Tinh két noi: Cac thiét bi 10T c6 thé két ndi va tuong tac thuong xuyén, lién tuc
véi nhau. Vi vay, c6 sy tac dong, anh huéng an ninh, an toan théng tin gitra cac thiét bi
loT trong cting mot hé théng loT.

- Tinh di déng va kho kiém soat: Céc thiét bi 10T thuong c6 kha nang tu hanh cao
[135]. CAc thiét bi 10T co thé truy cap ma khong phu thudc vao khdng gian va thoi gian
thong qua moi trudng mang. Vi vay, ¢6 thé dan dén céc van dé an ninh, an toan thdng
tin khi thu thap va trao doi dix liéu giira cac thiét bi loT.

- Tinh bién d@éng trang thai: Cac thiét bi IoT thay d6i trang thi linh hoat phu thudc
vao vi tri, chirc ning va toc d6 di chuyén. Vi vay, cac giai phap bao mat can duoc diéu
chinh pht hop véi trang thai hoat dong cua tirng loai thiét bi 10T,

- Tinh khéng dong nhdt: Céc thiét bi IoT duoc san xuat tir nhiéu hang, nhiéu qudc
gia trén thé gidi, vi vay nd c6 sy da dang vé nén tang hé diéu hanh, kién trdc vi xu Iy.
Bén canh d6, véi viéc ra doi cua cac thiét bi loT méi, cong nghé méi va cac muc dich
kinh doanh khac, cac hing da thuc hién nhiéu thay doi riéng trong kién trac vi xtr ly cua
c4c thiét bi. Vi vay, viéc nghién ciru tong quat cac thiét bi 10T trén thi truong 1a mot
cdng viéc con gap nhiéu thach thic.

- Tinh han ché tai nguyén thiét bj: Theo C. Lévy-Bencheton [15] cac thiét bi loT
duoc chia thanh 2 loai chinh Ia thiét bi han ché tai nguyén va hiéu ning cao. Theo Viét

3 https://iot.dtt.vn/GiaiphaploT.html
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[64], thiét bi 10T han ché tai nguyén I cac thiét bi 10T ¢6 cau tao han ché vé dung luong
bo nha, nang luc xt ly dir liéu, bang thong truyén tai dit liu,... Nham muc dich kinh
doanh, giam thiéu chi phi san xuét, cac thiét bi IoT thuong duoc thiét ké nho gon, bo
nhé, kha nang luu triY, tinh todn dugc trang bi & mac han ché va it c6 cac co ché dam
bao an ninh, an toan théng tin. Thong tin chi tiét tai nguyén mot sb thiét bi loT dong

SOHO dang dugc sir dung thé hién trong Bang 1.1.
Bang 1.1. Théng tin tai nguyén mét sé thiét bi 10T dong SOHO.

. < Sb lwgng thiét
Lol | Hang Phién ban Flash | oAM | b truc %uyé'n
thiet bi | san xuat Memory N 4
trén Zoomeye
P D-I!nk DCS-932L 4MB 32MB 477.291
Camera D-I!nk DCS-930L 4MB 32MB 466.058
D-link DCS-950G A4 4MB 32MB 261
D-Link DIR-615 F1, F2 2MB 16MB 5
Linksys WRT120N 2MB 32MB 892
Linksys WRT110 4MB 16MB 423.776
Netgear | DG834G v1, v2, v3, v4 4MB 16MB 08.082
Thiét bj | Netgear WNR1000 v3 4MB 16MB 30.887
dinh Netgear DG834GT 4MB 16MB 15.720
tuyén | Netgear WNR612 v2 4MB 16MB 5.481
TP-Link TL-WR841N 4MB 32MB 930.064
TP-Link TL-WR840N 4MB 32MB 604.011
TP-Link TL-WR940N 4MB 32MB 567.443
D-Link | DIR-615C1,C2,D, E 4MB 32MB 462.004
D-link Dlink DGS-1100-05 2MB | 128MB 4
D-link | Dlink DGS-1100-05PD | 2MB | 128MB 2
Thiét bi | D-link Dlink DGS-1100-16 8MB | 128MB 7
chuyén FS FS S3150-8T2FP 16MB | 128MB 45
mach D-link Dlink DES-1210-28 16MB | 128MB 42
Netgear Netgear GS310TP 32MB | 128MB 171.489
Netgear | Netgear GS110TP v3 32MB | 128MB 100.297

Céc thiét bi dién hinh khao sat dang hoat dong trén Internet trong Bang 1.1 cho
thay su han ché vé b nhé. Vi vay, viéc trién khai cac giai phap bao mat sin c6 pho bién
hién nay trén céc thiét bi 10T gap nhiéu khé khin va chua phu hop véi céc thiét bi han
ché tai nguyen.

1.1.2. Khai niém, ddgc diém cia ma déc 10T

Mot cach tong quan, ma doc 1a cac chuwong trinh may tinh duoc tao ra véi muc dich
lam hai dén tinh mat, tinh toan ven hoic tinh sin sang cua dit liéu, tng dung va hé diéu
hanh cua cua hé théng [68]. Ma doc trén céac thiét bj IoT 13 cac mad doc nham vao cac
thiét bi 10T, cha yéu 1 cac thiét bi nhung da kién tric vi xir Iy. Hau hét ma doc trén cac

* https://www.zoomeye.hk/ (Truy cap tim kiém ngay 26/5/2024)
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thiét bi IoT duoc xay dung dwa trén mot loai ngdn ngit 1ap trinh va dugc bién dich chéo
(cross-compiler) thanh tap tin thyc thi trén nhiéu kién trdc vi xi Iy khac nhau. Tap tin
thue thi nhi phan thudng chira tat ca cac thu vién lién két dé giam sy phy thudc vao mai
truong bén ngoai va tang co hoi thuc thi trén céc thiét bi 10T khac nhau.

Nhu vay, tuong ty ma doc trén thiét bi di dong [7] va ma doc Linux [36] thi ma
doc IoT duoc xem 1a ma doc 14y nhidm trén cac thiét bi loT hoic hé théng 1oT. Vi cach
tiép can khai niém nhu vay va két hop véi pham vi nghién cau cua dé tai, khai niém ma
doc 10T str dung trong luan an dugc xac dinh nhu sau:

Dinh nghia 1.2. Ma déc IoT la ma déc c6 khd nang xam nhdp, 1ay nhiém va hoat
déng trén céc thiét bj 1oT.

Theo nghién ctu cua John Aycock [55], cac loai ma doc thuong c6 3 dac trung co
ban gém: Tinh ty nhan ban, tinh ting trudng va tinh ky sinh.

- Tinh tw nhan bdan (Self-replicating): Ma doc 1ay nhiém bang céch tu tao ra céc
ban sao chép mai hodc cac thé hién caa chinh nd. Tuy nhién, tinh tu nhan ban khéng
duoc xem xét néu c4c ban sao hoic cac bién thé cua ma doc duoc tao dudi cac tac dong
O chu dich cua nguoi dung.

- Tinh tang trweng (Population growth): La sy thay ddi 16n vé s lwong ma doc,
dac biét 1a ma doc c6 kha nang tu nhan ban. Ma doc khéng co tinh tu nhan ban sé khéng
c6 tinh tang trudong, nhung ma doc khéng cé tinh tang truong thi van co thé co tinh tu
nhan ban.

- Tinh ky sinh (Parasitic): Néu ma doc mudn ton tai va thuc hién lay nhiém thi can
c6 cac tap tin thyc thi khac dé ky sinh (1am vat cha). Ma doc chi 1ay nhiém khi cac tap
tin vat cha duoc thyc thi.

Ngoai nhiing dic trung chung ctia ma doc thi ma doc 10T c6 mot sb dic trung riéng
biét dugc tao ra boi cac dic diém cua thiét bi 10T [14], [25], [61] nhu sau:

- Muc tiéu tan céng da dang: Ma doc 10T tap trung vao cac thiét bi loT va mang
lué6i thiét bi 10T da dang kién trdc vi xir Iy va hé diéu hanh.

- Lay lan nhanh chéng: Ma doc 10T c6 thé lay lan nhanh, anh huéng dén mot sé
lugng I6n cac thiét bi trong thoi gian ngan do sb lugng céc thiét bi 10T va su két ni cua
cac thiét bi loT.

- Khé phét hién: Ma doc 10T c6 thé khé dé phat hién va loai bo khoi cac thiét bi
do céc thiét bj IoT thuong it trién khai cac giai phap bao mat.

- Tdn céng Mang heéi: Ma doc 10T ¢6 thé tin cong vao mang ludi cua cac thiét bi
IoT dé ly thong tin, tao mang botnet hoic tan cdng vao cac hé thong khac.

- Khai théc cac 16 hong bdo mdt: Ma doc ToT thuong sir dung cac 16 héng bao mat
cua céc thiét bi IoT dé tan cong, 1ay nhiém.

Véi sy da dang va tinh khong dong nhat cua céc thiét bj 10T, ngay cang xuat hién



14

nhiéu mau mé doc cd kha ning hoat dong trén nhiéu dong thiét bi 10T c6 sy khac biét
vé hé diéu hanh va kién trac vi xt ly. Trong luan &an, NCS tap trung nghién ctu phat
hién ma doc 10T don kién tric vi xir Iy va mé doc IoT da kién trdc vi xir ly dugc tong
quat nhu sau:

Dinh nghia 1.3. Ma dgc 10T don kién tric 12 logi ma dgc 10T duwoc thiét ké dé thuc
thi trén mét kién trac bg vi xiz Iy trung tadm cé dinh va dinh san.

Cac kién trc bo vi xir ly trung tdm cua thiét bi 10T phd bién nhu Intel, MIPS,
ARM, SPARC, PowerPC. Mbi kién trtc cua thiét bi IoT c6 nguyén 1y va co ché hoat
dong khac nhau. Vi vay, cac dong ma doc 10T trén ting Kién tric sé& co cac dic trung
khac nhau. Viéc phat hién ma doc 10T trén mdi loai kién tric can cd su khéc biét dé dem
lai hiéu qua ti uu nhat.

Dinh nghia 1.4. Md déc 10T da kién tric 12 logi ma dgc 10T c6 thé thyec thi va hoat
déng trén nhiéu kién trac bé vi xi Iy trung tam khac nhau.

Pé tang kha nang lay lan trong mdi truong 10T, mot ma doc 10T ¢6 the dugc thiét
ké dé hoat dong trén nhiéu kién trac vi xur Iy khac nhau. Viéc phat hién ma doc IoT da
kién trlic can &p dung cac phuong phap dé xac dinh cac bién thé cua mot loai ma doc va
mi doc zero-day hoat dong trén cac kién trdc vi xu Iy khac nhau. Trong pham vi cua
luan 4n, ma doc 10T zero-day da kién tric dugc dinh nghia nhu sau:

Dinh nghia 1.5. Ma doc 10T zero-day da kién trac 14 logi ma déc méi chuwa dwoc
biét dén trude day hoat déng trén cac thiét bj IoT da dang nén tang kién tric vi iz ly.

1.1.3. Phan logi ma déc 10T

Trong cac nghién ctu thyc hién phan loai ma doc 10T [87], nhiéu céch thic phan
loai dd duoc céc nghién ciru dua ra nhu dya trén muc dich tin cong, phuong thuc lay
nhiém, cach thirc hoat dong, muc tiéu thiét bi tan cong, ....Tuong ty dbi véi ma doc noi
chung, ma doc IoT thuong duoc cac nghién ctiu phén loai va gan nhén dya trén dya trén
hoat dong ctua ma doc bao gom cac loai chinh nhu sau:

- Botnet: L& loai ma doc c6 kha niang tao ra cac mang luéi thiét bi 10T bi 1y nhiém
dé thuc hién céc cudc tan cong tir chéi dich vu phéan tan. Dién hinh c6 thé ké dén nhu
ma doc 1oT botnet “Mirrai” véi kha ning tu 1ay nhiém vao céc thiét bi loT bang cach
khai thac cac mat khau mic dinh yéu cua thiét bi loT.

- Worm: La loai ma doc c6 kha nang tu sao chép va lay lan tir thiét bi 10T nay sang
thiét bi 10T khac khdng can thong qua su tac dong cua ngudi dung. Vi du loT worm
“Linux.Darlloz” v&i ¢6 kha nang tu l1ay nhiém dién rong ddi nhiéu thiét bi dinh tuyén.

- Trojan: La loai ma doc an dudi dang chwong trinh (g dung hop phap dé lay
nhiém vao thiét bi. Vi du trojan “SoundMiner” ¢ kha ning trich xuat dix liu tir cac thiét
bi sir dung hé diéu hanh Android.

- Spyware: La loai ma doc gian diép v&i kha ning 1ay nhiém va thu thap thong tin
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nhay cam nhu dit liéu cd nhan, hinh anh, am thanh tir cac thiét bi loT. Vi du spyware
“sKyWIper” véi kha niang tan céng dién rong trén cac thiét bi IoT va danh cap thong
tin, ling nghe cac tin hiéu Microphone, bat Bluetooth trén thiét bi néu cé va gui théng
tin do quét duoc téi thiét bi didu khién gan nhat cua hacker.

- Rootkit: La loai ma doc c6 kha nang 4n gidu trén thiét bi nham truy cap tir xa téi
thiét bj da 1ay nhiém thdng qua chinh stra nhan caia hé diéu hanh hoic phan sun cua thiét
bi IoT. Rootkit “Cloaker” di duoc phat hién véi kha ning an gidu thong qua khai thac
dac trung cua kién trac vi xir Iy ARM.

- Virus: La loai ma doc can sy twong tac ctia ngudi dung dé kich hoat va 1ay nhiém
trén thiét bi. V&i cac dic diém nay, virus chua dugc cac hacker quan tam phat trién cho
c4c thiét bj 10T tai nguyén han ché va thiét bj IoT it twong tac véi nguoi ding.

Ngoai ra, theo Aohui Wang [10], ma doc 10T c6 thé phan loai theo hinh thic tin
cdng cua ma doc gom ma doc tan cdng vét can va ma doc tan cdng thuc thi ma tir xa.
Theo dy &4n loT OWASP TOP 10 [52], trong nim 2019, 15 hong mat khau thiét bj yéu,
phd bién va dé bé khoa dugc xép hang thi nhat. Piéu nay ciing minh chang cho viéc
ngay cang hinh thanh nhiéu ma doc thuc hién tin cong do quét mat khau trén thiét bj dé
tu dong lay nhidm dién rong trong hé théng 1oT. Tiép dén trong Bang xép hang la cac
15 hdng vé céc dich vu truy cap thiét bi khéng an toan, 16 hong céc két ndi trong hé sinh
thai 10T khong an toan, 16 hong trong cap nhat hé diéu hanh, thu vién,.. Vi vay, céc thiét
bi 10T thiéu co ché an toan nay dang 1a muc tiéu pho bién dé hacker thuc hién tan cong
tu dong tir xa thong quan cac ma dgc.

1.1.4. Xu hwéng phat trién ciia ma déc 10T

Véi cac dic diém néu trén cua thiét bi ToT, ma doc 10T ngay cang phat trién véi
nhiéu ky thuat tan cong, lay nhiém, hanh vi doc hai va bién thé moi. Trong 10 nam tré
lai day, mot s6 dong ma doc 10T va céc bién thé dién hinh theo cac nim dugc thé hién
chi tiét trong Bang 1.2.

Bang 1.2. Xu hwdng phét trién ciia ma déc 10T thei gian qua.

Ténma | Nam Déi twon )
djc/Céc | phat | |0 Dic diém chinh
bién thé | hien | 'Y
« iz . | - Khaithac 16 hong md CVE-2012-1823.
Cac thiét bi s s DY s A ok LA L
. \ - Co kha nang ngan chan nguoi dung truy cap téi thiét bi
Linux. 0T strdung | ... X
2013 X Lk da lay nhiem.
Darlloz nhicu kien PSS Cn L s ~ an L e
. . .. | - CoKkhanang xoa tap tin do cac dong ma doc khac da sinh
trac vi xu ly TR
ra trén thiét bi.
Dof_loo/ Céc thiétbi |- Str dung Agent-handler dé lién lac va diéu khieén mang
Spike/ 10T sir dun Botnet. q
MrBlack | 2014 Kién tric 9. Gia mao tap tin “rc.local” d€ duy tri tinh thuong tryc trén
v:§1 cécq ARM. MIPS thié( bi loT. ’
bien the ’ - bi¢u phoi méat do tan cong DDoS thong qua tinh toan
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hiéu ning cua thiét bi loT.

- Str dung Agent-handler dé lién lac va diéu khién mang

Bashlite/ Céc thiét bi
Gafgyt va 0T st dung Botp et x ST .
PNDEY: 2014 S - C6 kha nang lay nhiem da kien truc vi xu ly.
cac bien nhiéu kien N . 2 DTSR
2 .~ ., . |- Hinh thanh mang Botnet d¢ thuc hién tan cong DDoS qua
thé tracvixuly | . .. .
cac ky thuat Flood.
R - Str dung ma hod XOR dé mé hoa cac két noi vai may chu
Nhieudong | X o s an
XOR. 2015 | thiét bi loT | V& Ma nguon cua ma doc. ‘ ,
DDoS L - Hinh thanh mang Botnet dé thuc hién nhiéu k¥ thuat tan
khac nhau N
’ cong DDoS. q
Cac thietbi | - Khai tvhéc 16 hong tgéo mat cua thiét b1 loT dé tu lay lan.
. 0T strdung | - C6 thé bién dich dé thuc thi trén nhicu loai kién trdc vi
Mirali 2016 XA , 1
nhieu kien | xu ly. ,
trac vi xir ly + Sir dung céc k¥ thuét tan cong DDoS don gian.
- La mdt ma doc loT botnet dua trén busybox.
‘ - Ty lay nhiém thong qua khai théc 16 hong bao mt ciia
Bricker Nhicu loai | thietbi IoT. ’ ,
Bot 2017 | thietbiloT | - Thuc hi§n nhiéu hanh vi doc hai nhu cau hinh lai thiét
khac nhau | bi, thay d6i phan sun thiét bi,... ,
- C0 kha nang xo4 dit liéu, pha huy cac thict bi sau khi da
lay nhiem.
Hé théng | - C6 kha niang lam hong thiét bi trong hé thong diéu khién
. thiét bi diéu | dién cong nghiép.
Triton 1 2017 1\ hidn cong | - C6 kha nang thuc thi trén nhidu kién trac vi x 1 khc
nghiép nhau.
- Tan c6ng cac thiét bj théng qua khai thac 16 hong CVE-
’ 2014-8361 , ,
Céac thietbi | - Surdung mot so k¥ thuat tan cong tuong tr ma doc Mirai.
Satori 2017 [oT nhu - Taoramang loT botnet I6n théng qua viéc tap trung lay
router wifi | nhiém vao céc thiét biﬁrouter wifi. ‘
- C0 khd nang thay doi dia chi vi tien “40” nhu Bitcoin,
ETH dé danh cap tai khoan.
Cac thiet bi | - C6 khd nang dénh cap dit li¢u luu trix trén thict bi.
VPN dinhtuyen | - CO6 khd nang tan cong nhieu loai thiet bi dinh tuyen khac
Filer | 2018 | vathiétbi | nhauva lay nhiém thong qua khai thac 16 hong bao mat.
luu trir trén | - C6 thé ton tai lau dai trén thict bi ngay ca khi thiét bi
mang duoc khai dong lai.
- Le‘; mot loai ma doc 10T botnet.
« .z . | - Tan cong cac thiét bi dinh tuyén thong qua khai thac 15
) Cac thiéet bi 2 . A A
Hakai 2018 dinh tuvén hong zero-day hoac tan cong brute-force.
: y - Dua trén k§ thuat ma doc Mirai va Gafgyt da st dung.
- Su dyng nhicu k¥ thuat tan cdng DDoS.
Céac thiétbj | - Laloaima dpc l0T c6 kha nang thuc hién tan cong DDoS.
loT s dung | - Tap trung tan cong cac may chu sir dung dich vu SSH
Chalubo | 2019 | nhiéuloai | quamdi truong Internet.
Kién trac vi | -Str dung mat ma dong ChaCha.
xu ly
HEH 2020 | Cécthiétbj | - LAy nhidm vao céc thiét bi loT c6 sir dung dich vu Telnet
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(Hoax loT sir dung | hoat dong trén cong dich vu 23 hoic 2323 TCP/IP.
calls) cac kién tric | - Cho phép thuc hién shellcode tin cong tir xa thiét bi da
Vi Xt 1y lay nhiém.
khac nhau | - Ly nhidm duoc trén nhiéu loai thiét bi 10T st dung kién
trac vi xir ly khac nhau.
e - La mét loai 10T botnet.
E‘&i;&gg{ - C6 kha nang tao mang ludi 10T botnet va lay cip thong
Mozi 2021 ateways Va tin tré_n thiet bi. o , _ N
g VR - Khai thc c4c 15 hong bio mat da biét sau khi lay nhidm.
- Str dung k¥ thuat lan tranh UPX anti-unpack.
-Sir dung Mot phan chirc ndng ciia Mirai. ‘
. aii e | -TAp trung tan cong cac thict bi st dung hé diéu hanh
R%poﬁer 2022 | &€ fg‘}et P11 Linux c6 sir dung dich vu SSH.
-Str dung m&@ hoa XOR 2 16p dé phong tranh viéc phén
tich va lan tranh sy phat hién.

Qua phan tich cac dong ma doc 10T néu trén, xu huéng phat trién cia ma doc loT
hién nay thuong tap trung vao cac ndi dung sau day:

- Tdn cong, 1ay nhiém vao cac thiét bi IoT c¢6 it co ché bao mat: Mot s6 dong ma
doc ToT duoc thiét ké dé tan cong, 1y nhiém vao cac thiét bi loT théng qua céc 15 hong
bao mat, dac biét khai thac cac 16 hong da biét trén cac thiét bi 1oT dé lay lan trong mot
hé théng 10T nhu Mirrai (2016), Bricker Bot, Satori (2017), VPN Filter, Hakai (2018),
HEH (2020), Mozi (2021), ...

- Sur dung céc ky thudt khai thac méi: Ma doc 10T 6 thé sir dung cac chie nang khai
thac tu dong hoa dé tim ra cac 16 hong va l1ay lan nhanh chong qua méi trudng mang nhu
Mirrai (2016), Hakai (2018), Rapper Bot (2022), ...

- St dung tri tué nhan tgo: Ma doc 10T sir dung tri tué nhan tao dé phat trién céc
ki thuat tin cong mai, tim kiém, khai thac céac 15 hong trong céc thiét bi 10T va lan tranh
cac bién phap bao mat. Bén canh do, cac tri thirc cia cac ma doc cii cling dugc st dung
dé tao ra céc bién thé va cac dong ma doc méi c6 cac hanh vi phic tap va tin cdng nguy
hiém hon trén cac thiét bi 10T nhu ma doc Mirrai (2016) va cac bién thé vé sau.

- Pa dang hod myc tiéu: Cac ma doc loT da da dang hod muc tiéu tin cong dé co
thé 1ay nhiém vao nhiéu loai thiét bi 10T khac nhau. Cac dong ma doc hoat dong da nén
tang xuat hién ngay cang nhiéu va nguy hiém hon.

- Tang cwong tinh ndang phan tan: Nhiéu dong ma doc 10T duoc thiét ké phuc tap
hon va hoat dong phan tan trén nhiéu thiét bi 10T. Céc thanh phan doc hai duoc an gidu
trén nhiéu thiét bi véi cac ky thuat khac nhau.

- Tang cuong tinh twong tac: Ma doc 10T ¢6 kha ning tuong tac véi céc thiét bi
khac trong mang dé phat tan va lay lan. Ching c6 thé tim cach tan cong va chiém quyén
kiém soét céc thiét bi 10T khac, tao thanh cac mang botnet 16n.

Cac ma doc trén thiét bi loT thuong duoc phat trién va tao ra nhiéu bién thé dé
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hoat dong trén mot kién tric vi xir ly dinh sin hoic cé kha ning hoat dong trén nhiéu
kién trdc vi xtr Iy khac nhau. Ngay cang xuét hién nhiéu ma doc, bién thé ma doc moi
c6 hanh vi phtc tap, 13y lan trén dién rong cac thiét bi 1oT. Vi vy, dé phat hién va ngin
chin cac ma doc 1oT hién nay, can nghién ciru 4p dung hoc may trong phat hién ca ma
doc 10T don kién tric va ma doc loT da kién trdc.

1.2. Tong quan vé phat hién ma déc 10T dwa trén hoc may

1.2.1. Quy trinh phan tich phuc v phét hién mda déc 10T

Bai toan phan tich ma doc duoc chia thanh 3 nhdm chinh gém [132]: (1) Phét hién
ma doc nham cung cap kha ning phan biét cac tap tin ma doc giita cac tap tin lanh tinh;
(2) Phan loai ma doc nham cung cip kha ning xac dinh mau tap tin thudc vé loai ma
doc nao; (3) Xac dinh sy tién hoa cia ma doc nham phat hién ra méi lién hé ké thira, di
truyén gitra cac ma doc. Vi bai toan phét hién ma doc thudng dugc cac chuyén gia phan
tich thuc hién théng qua qua trinh phan tich tap tin thyc thi trong hinh 1.2 [68].

R N
Nhén dién hé o x A 4
théng bi nhiém Thu t[]gpn mau Phan tich so
s ma doc lwoc
ma doc ; :
* ) )
e s
[ Viét bao cao k Phan tich ﬁnh}<:: Phan tich dc}ng}
N \

Hinh 1.2. Quy trinh phdn tich ma déc.
- Buéc 1: Nhan dién hé thdng bi nhidm ma doc théng qua viéc phét hién sy ¢b va
xac minh ngudn lay nhidm ma doc.

- Biréc 2: Thu thap mau ma doc va phan loai mau ma doc

- Buéc 3: Phan tich so lugc nham phan tich dic trung tap tin di thu thap, kiém tra
cac k¥ thuat nén tap tin sir dung, kiém tra céc két qua phan tich va co sé dit liéu ma doc
da co truoc do.

- Buéc 4: Phan tich dong tap tin thuc thi. Phan tich dong la ky thuat giam sat cac
hanh vi trong qua trinh thuc thi cac tap tin do, tir d6 phat hién cac hanh vi doc hai, hanh
vi bat thuong. Mot s6 moi truong duoc sir dung dé phan tich dong ma doc IoT nhu cac
sandbox, cac bo md phong dua trén QEMU, thiét bi thuc té cai dat tac tu.

- Buoc 5: Phan tich tinh tap tin thyuc thi. Phan tich tinh 1a phuong phap phan tich
ma khdng can thuc thi tap tin dé phét hién ma doc hai. Qua trinh phan tich tinh doi hoi
ngudi phan tich can xem xét m& ngudn cua tap tin hoic mot dinh dang c6 thé doc hiéu
sau qué trinh dich nguoc tap tin nhu ma assembly va hiéu duoc ludng thuc thi cua
chuong trinh. Qua trinh dich nguoc tap tin duoc thuc hién véi su hd tro mot sé céng cu
dich nguoc.
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- Buéc 6: Viét béo céo vé hoat dong cua tap tin nham xac dinh hanh vi doc hai va
phan loai ma dadc.

Trong quy trinh trén, hai budc phan tich dong va phan tich tinh 1 rat can thiét c6
thé tim hiéu, danh gia day da hanh vi, hoat dong ciia mot tap tin trong thuc té nhung lai
doi hoi nhiéu kién thizc chuyén sau cia ngudi phan tich. Khi sé lwgng mau tap thuc thi
thu thap ngay cang nhiéu va phic tap, viéc thuc hién cac bude phan tich so lugc, phan
tich dong va phan tich tinh dé xac dinh hanh vi doc hai cua tap tin 13 khong dap tng
duoc yéu cau thuc tién. Vi vay, tng dung hoc may trong xay dung cac mé hinh phat
hién ma doc 10T 14 can thiét trong viéc xac dinh hanh vi doc hai cia mét tap tin thuc thi.
Két qua so sanh phan tich ma doc bai chuyén gia phan tich va st dung hoc méy dugc

thé hién trong Bang 1.3.

Bang 1.3. So sanh phdn tich ma dgc bai chuyén gia phan tich va su dung hoc may.

Phin tich ma doc béi chuyén
gia phan tich

Phin tich ma doc béi cac mo
hinh hoc may

Kha nang tw
dong hoa

Can sy can thiép cua con ngudi.

C6 thé tu dong hoé cao.

Kha ning mé
rong phan tich

Khéng hiéu qua khi sé luong tap
tin 16n.

Xt 1y dugc s6 luong tap tin, quy
mo Ion.

Toc doc phan

Can nhiéu thoi gian phan tich ting
mau tap tin, khong dap ung kip

Phan tich dugc nhiéu tap tin trong
thoi gian ngan, dap ang kip thoi

tich thoi viéc phat hién va phan ng | viéc phat hién va phan tng trudc
trudC CAC CUOC tan cong ma doc. cac cudc tin cong ma doc.
Kha ning phat | Khd nhan biét cac mi doc chua | C6 kha ning nhan dién cac mau
hién c4c bién | ting phan tich hoic mi doc st | ma doc méi va cac bién thé ma
thé méi dung céc ky thuat tin cong mai doc.

Phat hién dua
trén cac dac

Kho nhan dién cac mau phuc tap,
cac moi quan hé an gitra cac thanh

C0 kha nang nhan dién, phan loai
dua trén nhiéu diac diém, moi

trung phirc tap | phan ma doc. quan hé phuc tap.
Sai sét phan Co the >al SOtHdO |9;' ChL.l quian cua Hoat dong nhat quéan, khong bi
. con nguoi hoac thieu kinh nghém | | ) e g
tich anh huong baoi yeu to chu quan.

phén tich.

Cap nhat, diéu
chinh phwong
phap

Kho cap nhat kién thic lién tuc va
dieu chinh phuong phap khi xuat
hién cac ma doc mai.

C06 thé cap nhap md hinh lién tuc
théng qua huan luyén va cai thién
dir liéu mai.

Két hop nhiéu
nguon dir liéu

Kho tich hop va phan tich nhiéu
ngudn dir liéu khac nhau.

C6 kha néng két hop va phan tich
nhiéu nguon dit liéu khac nhau.

Cac mo hinh phat hién ma doc 10T dya trén hoc may co thé thay thé cac chuyén

gia phan tich ma doc dé phat hién va phan loai ma doc trong tap tin thuc thi. Viéc ap
dung hoc may trong xay dung mé hinh phat hién ma doc 1oT khdng chi gilp tu dong
hoa va ting tbc qua trinh phat hién ma con nang cao hiéu qua va kha nang phat hién cac
mau ma d6c méi va phuc tap. Diéu nay gidp hé thong dam bao an ninh, an toan mang
lubn & trang thai sdn sang va hiéu qua trong viéc bao vé hé thong loT trude cac moi de
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doa ngay cang tinh vi cua ké tan cong.

Hoc may (Machine Learning) c6 lién hé chat ché véi tinh toan thdng ké, tap trung
vao du doan nhan bing cach sur dung céc hé thong may tinh. Hién nay c6 nhiéu cach
phan loai cac thuat todn hoc, nhém tac gia Janiesch [48] dua ra 2 cach phéan loai cac
thuat todn hoc may nhu hinh 1.3.

Theo phudng Theo sb ludng
thuic hoc l&p
Hoc c6 Hoc khong Hoc tang HOC khong Hoc séu
giam sat giam sat cuding s&u

Hinh 1.3. Phan logi thugt toan hoc may.

- Theo phwong thirc hoc, céc thuat toan hoc may duoc chia 1am 3 loai gdm: Hoc
c6 giam sat (Supervise learning) 1a thuat toan du doan dau ra cua mot dir liéu maéi dua
trén céc cap dau vao, dau ra da biét tir trude. Céc cap dir liéu ndy con duoc goi 1a “dir
liéu, nhan”. Hoc khong giam sat (Unsupervise learning) 1a viéc hoc chi c6 dir lidu dau
vao ma khong biét dugc nhin hay dau ra. Thuat toan hoc khong giam sat diwra vao cu
trdc cua dit liéu dé thuc hién mot cong viéc nao d6 nhu phan nhom. Hoc ting cuong
(Reinforcement learning) 1a viéc hoc str dung md ta trang thai hién tai caa hé thdng, chi
dinh mot muc tiéu, cung cip mot danh sach cac hanh dong cho phép va céc rang buoc
moi trudng dé cho ra céc két qua thay vi cung cap céc cip dau vao va dau ra. Viéc hoc
duogc thyc hién théng qua qua trinh huéng dén muc tiéu dya trén nguyén tic thir sai dé
t6i da hoéa mot phan thuong hoac mot muc tiéu.

- Theo sé lirong I6p, céc thuat toan hoc may dwgc phan chia thanh 2 loai gdm: Hoc
khong sau (Shallow learning) l1a cac thuat toan hoc may ma chi c6 mét hoic it I6p an
trong kién tric caa ching. Hoc khong sau thuong dé cap dén cac mé hinh hoc may ma
khong c6 s6 Iwong 16p an 16n hodc khong c6 kha nang tu hoc va hiéu biét sau vé dir liéu.
Cac thuat toan hoc khong sau thuong duoc st dung trong céc nhiém vu don gian, ¢ ciu
trac, noi dit liéu dau vao khong qué phuc tap va khdng yéu cau mue do biéu dién sau vé
thong tin. Cac thuat toan hoc khéng sau bao gébm hdi quy tuyén tinh, cay quyét dinh,
Naive Bayes va mang no-ron tiéu chuan véi mot hogc hai I6p an. Cac mé hinh nay
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thuong duoc sir dung trong c&c nhiém vu phéan loai va du doan don gian, noi cac mo
hinh khdng can phai hiéu biét sau vé dir liéu hoic tao ra biéu dién phuc tap cua théng
tin. Hoc sau (Deep learning) 1a viéc xay dung va huin luyén cac md hinh may hoc sir
dung cac kién triic mang no-ron c6 nhiéu lép, dic biét 1a cac mang no-ron nhan tao voi
s6 16p an 16n. Muc dich cua hoc sau 1a dé mé hinh hda va tim hiéu cac biéu dién phuc
tap tir dit liéu khong cau tric hoac dir liéu c6 cau tric phuc tap.

Cac két qua nghién ciztu mé hinh phét hién ma doc st dung phuong phap hoc may
nhu [40], [64], [114], [126] cho thiy cac thuat toan hoc may khong sau c6 giam sét sir
dung trong bai toan phan Iop tap tin thuc thi nhu: Decision Tree, k Nearest Neighbors,
Support Vecto Machine, Random Forest,... thuong duoc st dung va da dem lai hiéu
qua trong cac kich ban thir nghiém véi tap dit liéu pha hop do su don gian, dé trién khai
trong thuc té. Tuy nhién, hiéu qua cta cac thuat toan hoc may nay phu thudc nhiéu vao
d6 chinh xé4c cua cac dic trung da trich xuat va lra chon. Bén canh d6, viéc nghién ciu
cac phuong phép trich xuat phu hop véi cac dic trung hanh vi gip cai thién hiéu qua
phat hién ma doc. Viéc trich chon, tién xu 1y cac dic trung yéu cau nhiéu kién thic
chuyén gia d6i véi mdi dic trung trich xuat tir tap tin thuc thi. Do d6, cac mé hinh phat
hién ma doc 10T sir dung cac thuat toan hoc may khéng sau sir dung cac dic trung cua
tap tin thuc thi van con cac han ché, dic biét trong kha niang phat hién ma doc mai.

Dé khic phuc han ché trén cua cac md hinh dua trén hoc khong sau, mot sé mé
hinh phét hién ma doc dua trén hoc sau da dugc dé xuat dé khai thac cac biéu dién phic
tap tir tap dit liéu huan luyén. Tuy nhién, cac mé hinh hoc sau thuong doi hoi mot lugng
I6n dix liéu huan luyén va méi trudng c6 kha nang tinh toan 16n, dir liéu dau vao cua cac
md hinh hoc sau phai duoc xir Iy va chuyén d6i sang dang s6, tirc 1a dua vao mot khong
gian mai thuong goi 1a “embedding™. Trong pham vi luan an, thuat ngr “embedding”
duoc hiéu nhu sau:

Dinh nghia 1.6. Embedding 1a céch biéu bién mét dic trung dang chudi (ma thuc
thi, 11 goi hé thdng,...) dudi dang vecto trong khéng gian nhiéu chiéu. Trong luan an,
embedding dugc hiéu 12 biéu dién vecto.

Trong ngbn ngit tu nhién, embedding gidp ma hoa (biéu dién) ¥ nghia cua tir hoic
cum tir vao cac vecto s6 hoc. Biéu dién tir thuong tao ra cac vecto co kich thuéc ¢b dinh
trong khong gian vecto. CAc tir co y nghia twong tu s& ¢d biéu dién gan nhau trong khong
gian vecto nay. Hién nay, c6 nhiéu céc giai phap dé biéu dién vecto nhu Word2vec,
CBOW, GloVe, Doc2Vec[66] hodc cac md hinh hoc sdu nhu FastText, Transformer,
BERT, ... Lya chon dugc phuong phap embedding phu hop s€ gilp x&y dung cAc md
hinh ¢6 kha niang hiéu duoc ngit nghia va méi quan hé giita cac tir duoc biéu dién.

Vi vay, trong phat hién ma doc 10T dya trén hoc may, can lya chon cac thuat toan
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hoc méy phl hop véi dic diém cua tirng loai dic trung trich xudt tir tap tin va yéu cau cu
thé cua bai toan trién khai mé hinh phat hién trong maéi truong 10T han ché tai nguyén.

1.2.2. M@ hinh phat hi¢n ma déc 10T dua trén hec may s dung dic trung cua
tap tin theec thi

M®0 hinh phéat hién ma doc 10T dya trén hoc may la mot mé hinh duoc xay dung dua
trén sir dung céc k§y thuat va phuong phap hoc may dé phat hién ma doc tir tap dit liéu dau
vao. Md hinh 1a su két hop gitra viéc st dung cac ki thuat hoc may véi cac dic trung da thu
thap dé xay dung céc bd phan 16p tap tin hodc dy doan ma doc. Muc tiéu cia md hinh phét
hién ma doc 10T dua trén hoc may 1a xac dinh nhitng mau, dic trung hodc hanh vi c6 thé
lién quan dén ma doc dua trén dit liéu huan luyén trude do.

Quad trinh xay dung mot mé hinh phat hién ma doc 10T dua trén hoc may thuong
bao gdm 6 budc dugc md ta trong hinh 1.4.

Th Tht Lyacondictung: | Lyachonthugtioén | | Tinhtodn 0 do |
_poapnepy o Ineh ey | Chuénhod . Tinhchinh siéu tham sb. | Dénh gié hiéu sudt.
=T B o7 e A T ‘ '
---------------------------- |
Nhén :
Phan tch finh : Tép diréu Thut oén hoc méy '
—Y ) huanluyén va céc siéu tham so Mo hinh phat
Tin i M8 hinh hién higu qua
Nguén dit lidu apggi ey phét hién nhdt
N—— TR Y
Phan tich déng Kem ta Nhdin cla
diy lieu
Thu thap diliéu | | Thuthap déc trung Tién xir 1§ Huén luyén md hinh Dinhgid | |Si dung md hinh

Hinh 1.4. Qua trinh xay dwng mo hinh phat hién ma doc 10T dwa trén hoc may.

& Buwdéc 1: Thu thap diF lidu

Thu thap dit liéu 1a viéc tap hop cac mau tap tin ma doc hoac lanh tinh tir cac nguon
tin cay. Qua trinh thu thap dir liéu phu thuéc vao muc tiéu bai toan xay dung mé hinh
phét hién ma doc l1oT. Dit liéu cd thé dugc thu thap tir cAc ngudn khac nhau nhu cc tap
tin thuc thi, co s dit lidu da cong bd, cac cam bién, hé théng honeypot, honeynet trong
hé thdng mang, tap tin trich xuét tir thiét bi thuc té,...

Véi dic diém hoat dong cua thiét bi 10T va méa doc 10T, viéc thu thap cac tap tin trén
thiét bi 10T han ché tai nguyén dit ra nhiéu kho khan, thach thirc. Cac tap dit liéu ma doc
IoT da cong bd con han ché so véi cac tap dit liéu ma doc truyén thong. Dac biét, tap dir
liu ma doc hoat dong trén nhiéu hé diéu hanh, nhiéu kién trdc vi xt 1y chua pho bién con
han ché vé sé luong va loai mé doc. S6 lwong cac mau trong cac tap dir liéu chua c6 su
can bang gitra cac nhan. Vi vay, can c6 cac nghién ctru nham ting cudng tap dit lidu phuc
vu Xay dung cac m6 hinh phat hién ma doc 1oT hiéu qua hon.
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¢ Buwoc 2: Thu thap dac trung

Trong phan tich va phat hién ma doc, dua trén phuong phap thu thap dac trung tur
tap tin thyc thi 6 thé chia dic trung thanh hai dang chinh bao gém: Dic trung dong va
dac trung tinh. Pac trung dong 1a dac trung thu thap thong qua ki thuat phan tich dong
tap tin. Cac dac trung dong thuong duoc sur dung trong xay dung mo hinh phat hién ma
doc 10T dua trén hoc may bao gém cac tac vu ma ma doc thuc hién, cac 10i goi hé théng,
cac sy kién duoc sinh ra trong qua trinh thyc thi, thdng tin chiém dung tai nguyén cua
thiét bi muc tiéu, cac géi tin dugce trao dbi qua mang. Dic trung tinh 1a dic trung duoc
thu thap théng qua k¥ thuat phan tich tinh tap tin. Cac dac trung tinh thuong duoc su
dung trong xay dung md hinh phat hién ma doc 10T dua trén hoc may gom céc thudc
tinh cua tap tin nhu chudi string, ma hash, chudi opcode, d6 thi ludng diéu khién, thong
tin header cua tap tin.

Phan tich tinh va phén tich dong tap tin déu c6 nhitng wu, nhuoc diém dugc trinh
bay trong Bang 1.4. Cac déc trung dong va dac trung tinh da thu thap s€ duoc lya chon
phU hop Vi ting yéu cau cia bai toan dé tién hanh tién xtr ly va huan luyén cac mé hinh
phat hién ma doc loT hiéu qua.

Bang 1.4. Uu va nhuoe diém ciia phén tich tinh va phan tich déng tap tin.

Phwong

, Phan tich tinh
phap

Phan tich dong

diém

- Tai nguyén thuc hién phan tich
va thoi gian thyc thi thap.

- Chi tiét hod dwoc toan bo ludng
diéu khién chuong trinh.

- Xac dinh day du céc kha nang
kich hoat cua chuong trinh thuc
thi.

- Khéng can xay dyng mdi truong
thuc thi tap tin.

- Loai bo dugc anh huong cua cac ky
thuat gay roi.

- Khéng phuc thugc vao cdng cu dich
ngugc va ngén ngi 1ap trinh.

- CO kha nang phat hién dugc ma doc da
hinh, ma hoa.

- Giam sat duoc qua trinh thuc thi cu thé
ciia mot chuong trinh dé quyét dinh mot
tap tin 1a ma doc hay khong.

Nhurgc
diém

- Khéng hiéu qua ddi véi ma doc
sir dung céc k¥ thuat gay roi.

- Khéng hiéu qua d6i véi ma doc
su dung ky thuat da hinh va ma
hoa.

- Phu thudc nhiéu vao kha ning

dich ngugc tir tap tin thyc thi.

- Phy thuc vao kha nang moé phong méi
truong thuc thi va gidm sat hanh vi tap
tin khi thyc thi.

- C6 nguy co lay nhiém ma doc véi moi
truong bén ngoai hé thng phan tich.

- Can xac dinh diéu kién kich hoat dé
chuong trinh thyc thi.

Bén canh d6, vé&i céach tiép can dua trén biéu dién c6 thé c6 cac dic trung gom:
Pic trung dang chudi, dic trung dang do thi, dic trung dang hinh anh, dic trung dang
$6,... Cac dic trung dang chudi thuong dugc sir dung trong phat hién ma doc l1oT gom:
Chudi strings, chudi API calls, chudi system calls, chudi opcode, ... Mdi loai dic trung
dang chudi s& duoc thu thap, trich xuat thong qua cac phuong phap khac nhau dé phuc
vu xay dung mo hinh phéat hién ma doc 1oT hiéu qua.
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Véi mdi dic trung thu thap duoc va dang biéu dién s& cac phwong phap xu Iy va
trich chon dac trung khac nhau phuc vu xay dung cac md hinh phat hién ma doc loT
dwa trén hoc may phu hop. Bé dat duoc cac muc tiéu da dit ra trong luan an, NCS sé&
tiép can cac dic trung biéu dién dang chudi duoc trich xuét tir phan tich dong va phan
tich tinh tap tin thyc thi dé xay dyng cac mé hinh phat hién ma doc IoT don kién triic va
ma doc ToT da kién trac.

% Buoc 3: Tien xit ly

bay 1a mot giai doan quan trong trong xay dung mo hinh, n6 giup xay dung mé hinh
hoc méy chinh xéc hon. Dit liéu tho ban dau c6 mét sé dic diém nhu dit liéu bi thiéu sot,
khong nhét quén, nhiéu, vi vay dir liéu can duoc xir 1y trude khi dua vao huan luyén md
hinh hoc may. Sau khi chuan héa, di liéu duoc tién xt ly trong trudng hop sb chiéu cua
vecto ddc trung qua 16n. Biéu nay s& gidp t6i uu hoa két qua du doan va giam thoi gian
thue thi mé hinh hoc may. Vi vay, mét s6 ky thuat trich chon dic trung da duoc phat trién
dé giai quyét van dé giam thiéu cc bién khong lién quan va du thira trong tap dic trung.
Lya chon dic trung phu hop s& gilp hiéu rd dir liéu, giam yéu cau tinh toan, giam kich
thude cua vecto dic trung va cai thién hiéu suat caa md hinh phat hién.

Sau d6, dit liéu duoc chia thanh tap huan luyén, tap kiém tra dé phuc vu huan luyén
va danh gid mo hinh. Trong xay dung mé hinh phat hién ma doc loT dua trén hoc may,
¢ nhiéu phuong phap chia di liéu huan luyén va danh gia nhu phuong phap holdout,
cross-validation, stratified sampling, leave-one-out, bootstrapping, ... Mdi phuong phap
chia dir liéu huan luyén, danh gia c6 nhitng wu va nhuoc diém riéng biét. Lva chon
phuong phap can pht hop véi tinh chat caa dit liéu, s6 luong mau va muc tiéu cua bai
toan phat hién ma doc 10T cu thé. Uu va nhuogc diém caa cac phuong phap duoc thé
hién trong Bang 1.5.

Bang 1.5. So sanh mét so phwong phdp phén chia tap dit liéu hudn luyén va ddanh gid
mé hinh phat hién ma doc 1oT.

Phuong Phan chia Uu diém Nhuge diém Phu hep
phap bai toan
Phan chia dir liéu thanh hai Lo e .,
X, A X 1e 2 Két qua danh gia
Holdout | phan: M6t phan dung deé i | R LA X A T
o 2 NP > .. |DPon gian, dé | co thé khong on | Dt li¢u lon va
validation | huan luyén mo hinh va mét - . N S I
X 2k as r 1 en %, | thuc hién. dinh vi su bién | it nhicu.
[104] phan dé danh gia hi¢u suat R
AN doi cua dir liéu.
cua mo hinh.
Chia dur liéu thanh k-fold.
Moi lugt, mot phan caa dir | ., N . 2
Cross- | lidu duoc sit dung dé danh | Danh gid mo ) Tang ding k&l e, g
N S S hinh t6t hon | thoi gian tinh | ~, ,
validation | gia va cac phan con lai duoc | . o e . o . ... ..|lva can danh
, 2 . X . ~ | véi  d  liéu | toan, dac biétvaoi | ., ,
[102] su dung d¢ huan luyén moé \ < YAl Nz gia chinh xac.
N P \ < | nho. da ligu lon.
hinh. Két qua duoc lay
trung binh tir cac luot.
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Phan chia dit liu dam bao | Pam bao tinh
cac nhdm con (tang) khac | dai dién va do | ~x , :
AP . . -1 Can xac dinh
nhau trong mot tap cé thé | chinh xac cua |, . R .
- S e . X 4 x kich thudc cho | Dir liéu khdng
Stratified | dai dién cho tap mau do. | mau trong | —x. .x N TN
. Y R VN " .~ | moi tang phu | can doi vé so
sampling | Viéc lay cac mau tir mot tap | nghién cau e s - x
< A A X ~  +. | hop vai tung bai | lwong  mau
[67] sé dua trén viéc xac dinh | thong ké, dac |,k =] . .. S.z S
. . Xe oA o | reap Trs a1~ | toan va dac diém | gitra cac lop.
kich thudc cho mai tang (ty | biét khi tap dir cia tap di lieu
12 c6 thé ¢ dinh hoac khong | ligu  khong ap dur fieu.
co dinh cho moi tang). dong nhat.
Huan luyén mé hinh véi tat | Cung cap | Thoi gian tinh
Leave- ca cac mau ngoai trir mot | théng tinlchinh toan I6n khi dq: Du I‘iéu nho
one-out | mau, sau d6 danh gia trén | xac nhat ve | ligu lon, c6 thé | va can danh
[118] mau da duoc bo ra. Lap lai | hiéu suat md | dan den | gia chinh xac.
cho tat ca cac mau. hinh. “overfitting”.
Tao ra dit lieu | CO thé dan dén | ~. ... . .
Boot- A LA e DA s | X . 2 o < | Dt lieu it va
A Tao ra nhiéu bo dir licu mai | mau  cd  thé | overfitting néu |
Strapping | ,." i« :x . -z . - ; can phong
tur dir liu goc. phong pha | khdng stir dung ,
[118] , . pht hon.
hon. ding cach.

% Budéc 4: Huan luyén md hinh

Huén luyén la viéc str dung tap dit liéu da tién xir Iy dé huan luyén md hinh hoc may
va tinh chinh céc tham s6 cta cac thuat toan hoc may, mang hoc sau nham téi vu hoa hiéu
suat cua mé hinh. Viéc lya chon cac thuat toan hoc may, mang hoc sau phu hop 1a co so
quan trong trong xay dung mét moé hinh phat hién ma déc 10T c¢é kha nang irng dung trong
thuc té.

Dé huan luyén mé hinh, tap hop dit liéu huan luyén duoc sir dung dé tinh chinh cac
tham s va dé kiém tra hiéu suat ciia bo phan 16p thi tap dit liéu kiém tra duoc sir dung.
Trong qué trinh huan luyén md hinh, dir liéu kiém tra khong dugc sir dung dé huan luyén
bo phéan 16p.

s Buwoc 5: Danh gia

Danh gia 1a mot phan quan trong trong quy trinh phét trién mé hinh, né gitp tim
ra mo hinh tét nhat dé dai dién cho dit liéu va mé hinh dugc chon s& hoat dong tét trong
tuong lai. Sau khi huan luyén mé hinh, danh gia mé hinh bang céch sir dung tap dix liéu
Kiém tra va tinh toan cac d6 do dé danh gia hiéu qua caa mé hinh. Néu két qua danh gia
chua tét, can quay tré lai buéc tién xa Iy va tién hanh huan luyén lai. Nhiéu cach thuc
d3 duoc dua ra trong cac nghién ciru dé so sanh va danh gia hiéu qua caa md hinh phat
hién ma doc 10T dwa trén hoc may gom:

- Kiém tra dg tin cdy md hinh dira trén cac diz liéu da diroc gan nhan: Kiém tra do
tin cdy caa mé hinh bang cach dua vao cic miu di duoc phan loai hoic xac dinh nhan
dé xem xét mo hinh cé thé phan loai (gan nhan) dung hay khong. Néu md hinh khong
thé gan nhin dung theo nhin di duogc xac dinh thi mé hinh c6 thé khong dang tin cay va




26

can duoc diéu chinh.

- Pdnh gid dg tin cdy cia md hinh trén cac tdp di lidu mai: Bé danh gia do tin cay
cuia mo hinh trén céc tap dit liéu mai, c6 thé sir dung phuong phap cross-validation hozc
hold-out validation.

- Ddnh gid dya trén tiéu chi cdc dé do: Mot s6 @6 do thuong duoc cac nghién ciu
sir dung dé danh gia do chinh xac caa mé hinh phat hién ma doc bao gom:

+ Accuracy: Accuracy duoc tinh bang ti 1é s6 lwong mau du doan ding trén tong
s6 lugng mau. Tuy nhién, d6 chinh xac c6 thé khéng phan anh chinh xac hiéu qua cua
mo hinh ddi véi cac bai toan bat dinh hodc mat can bang dix lidu. Vi vay, dé giai quyét
cac van dé mat can bang di liéu c6 thé két hop véi cac do do khac.

+ Precision va Recall: Precision va Recall dugc st dung chu yéu trong truong hop
s6 lwong tap mau thudc cac 16p khéac nhau c6 ti 16 khong dong déu. Cac do do duogc tinh
toan theo cac céng thic sau day:

TP + TN

Accuracy = TP + NP + TN + FN (1.1)
Recall = —— (1.2)
TP + FN
Precision = (1.3)
TP + FP

Trong d6: True positive (TP) cho biét ring mot mau ma doc duoc phat hién chinh
X4c va gan nhén 1a ma doc. True negative (TN) cho biét ring mot mau lanh tinh duoc
phat hién chinh xac va gan nhan I lanh tinh. False positive (FP) cho biét rang mot
mau lanh tinh bi phat hién sai va gan nhan 13 ma doc. False negative (FN) cho biét mot
mau ma doc khong duoc phat hién va duoc gan nhén sai 1a lanh tinh.

+ F1-score: F1-score la trung binh diéu hoa giira Precision va Recall. F1-score
duogc sir dung dé danh gia chat lugng ciia md hinh khi sb luong cac mau thudc cac 16p
khac nhau 1a khong dong déu. F1-score cho mdi 16p i duoc tinh theo cong thic sau:

_ 2XxPrecision; X Recall;

F1,= (1.4)

Precision; + Recall;

+ F1-weight: F1-weight 1a mot phép do tong hop cua Precision va Recall caa mo

hinh phan loai, ty 1¢ can nhac ddi vai mdi l6p dir liéu dua trén trong sé caa lop d6. Cong
thire tinh F1-weight sir dung trong sé cua tirng 16p nham danh gia hiéu suat cia mé hinh
trén di liéu khong can bang. F1-weight duoc tinh theo cong thuc sau:

F1-weight = Zi=tix (1.5)

=1 Wi
trong d6, n 1a s6 luong céc 16p, w; 1a trong sé caa 1op i. Néu khong c6 trong s6 nao duoc
cung cap thi mdi 16p duoc coi 14 c6 trong sb bang nhau.
+ F1-Macro: F1-macro la mét phép do trung binh cua F1-score cua ting lop ma
khong can nhic trong sé cua ting 16p. F1-macro khong quan tim dén kich thudc cua
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ting 16p va xem xét mic 6 dong gop ctia mdi 16p vao két qua tong thé. N6 cd thé pha
hop khi céc 16p c6 su can bang hoic khdng can bang vé kich thudc va khdng yéu cau
x4c dinh trong sé dic biét cho ting 16p. F1-macro duoc tinh theo cong thirc sau:

F1-macro = Z‘“% (1.6)

trong do, n 1a sé lugng cac 16p trong bai todn phan loai.

- Danh gia dya trén tai nguyén si dung: Panh gia hiéu qua caa mo hinh phat hién
ma doc 10T duya trén tai nguyén sir dung 12 mot phuong phap danh gia tinh thuc té cua
mo hinh. Tai nguyén st dung bao gdom thoi gian tinh toan va bo nhég. Mot mé hinh hoc
may tét 1a md hinh c6 kha ning phan loai chinh xéac cac dir liéu mai mot cach nhanh
chéng va hiéu qua véi tai nguyén tinh todn va bo nhd han ché. Bé danh gia hiéu qua vé
mat tai nguyén str dung caa mé hinh phét hién ma doc 10T dua trén hoc may c6 thé st
dung céc yéu tb sau:

+ Thoi gian huan luyén: La thoi gian can thiét dé mé hinh hoc may dugc dio tao
trén mot tap dix liéu huan luyén cu thé. Néu thoi gian dao tao qué lau, thi mé hinh kho
c6 thé st dung dugc trong méi trudng thuc té.

+ Thoi gian phat hién: La thoi gian ma md hinh hoc may can dé phan loai mot mau
méi. Néu thoi gian dyu doan qua 1au, thi mo hinh khong phu hop dé st dung trong moi
truong thyc té.

+ Kich thuéc mé hinh: La dung luong bo nhé yéu cau dé luu trir mo hinh. Néu
kich thugc md hinh qué I6n, thi mé hinh cé thé khdng str dung dugc trong méi truong
c6 tai nguyén han ché.

- Danh gia dwa trén do phuc tap cua mo hinh hoc may: Banh gia hiéu qua cua mot
mo hinh phét hién ma doc 10T dua trén d6 phuc tap cua md hinh hoc may la mot trong
nhitng phuong phap pho bién duoc st dung dé danh gia va so sanh kha niang hoc va kha
nang xu ly cua cac mé hinh khac nhau. Tuy nhién, danh gia hiéu qua cia mo hinh phét
hién chi dwa trén 6 phic tap mé hinh hoc may 1a khong du dé dua ra mot quyét dinh
chinh xac vé tinh hiéu qua cia mé hinh. Mot mé hinh hoc may c6 d6 phuc tap cao ¢6
thé cung cap két qua tét hon mot mo hinh don gian, tuy nhién, né ciing c6 thé dan dén
c4c van dé nhu overfitting [131] khi md hinh qué tap trung vao dit liéu huan luyén va
khong thé ap dung duoc cho céc tap dir liéu mai. Nguoc lai, mot mé hinh don gian co
thé dan dén underfitting [131] khi m6 hinh khong da phuc tap dé hoc duoc cac méi quan
hé phuc tap trong dit liéu. Vi vay, trong luan an tiéu chi danh gia dya trén do phuc tap
ctia md hinh hoc may s& dugc tham chiéu thém véi cac tiéu chi danh gia quan trong khéc
néu trén dé quyét dinh lra chon thuat toan hoc may va mang hoc sau pha hop.

Trong mdi truong IoT, do chinh x&c cua mé hinh can duoc can nhéc véi thoi gian
huan luyén, thoi gian phét hién va kich thuéc mé hinh dé danh gia kha niang @ng dung
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thuc té cua mo hinh. TUy thudc vao tinh chat caa bai toan va dix liéu, c6 thé sir dung mot
hodc nhiéu cach thirc néu trén dé danh gia hiéu qua caa mot md hinh phat hién ma doc
loT. Vi vy, céc tiéu chi danh gia s& duoc luan an lya chon dé danh gia cho ting mo
hinh trong cac dé xuét.

% Buoc 6: Sur dung md hinh

Day 1 viéc ding md hinh phat hién da huin luyén dugc dé du doan cac két qua cho
dit liéu méi va dua ra quyét dinh dya trén két qua du doan. Sau giai doan danh gia, mot mo
hinh c6 hiéu qua tt nhat duoc tao ra va sir dung trong xay dung cac giai phap phét hién ma
doc IoT trong mdi truong thuc té.

Céac budc quan trong trong qua trinh xay dung mo hinh phat hién ma déc dua trén
hoc may can tap trung giai quyét bao gom: Trich xuat, lua chon duoc cac dic trung hiéu
qua va lya chon mé hinh huan luyén pht hop dé giai quyét cac van dé khac nhau trong
phét hién ma doc 1oT [82].

1.3. Panh gia hiéu qua cia mot s6 mo hinh phat hién ma doc bi 10T dwa trén hoc
may sir dung dic trung cua tap tin thuc thi

Hiéu qua cua mé hinh phat hién ma doc loT dua trén hoc may thuong dugc danh gia dua
trén nhiéu tiéu chi khac nhau da dugc phan tich trong noi dung 1.2.2 caa luan &n va tuy thudc
VA0 ting bai toan cu thé. Trong méi trudng 10T, yéu cau phét hién chinh xac, nhanh chong, han
ché tai nguyén sir dung ciia cac mo hinh phéat hién ma doc 10T 1a rat can thiét khi ang dung cac
két qua nghién ciu vao trong hé théng mang cta cac co quan, to chirc, doanh nghiép. Bac biét,
VGi céc hé théng mang trong yéu, hé thdng mang 16n véi nhiéu loai thiét bi 10T, muc do yéu
cau dam béo an toan thong tin cao, doi hoi can phat hién nhanh chdng, chinh xac, c6 kha ning
tw dong phat hién cac cudc tan cong cd cha dich, cac bién thé ma doc méi, cac ma doc hoat
dong da kién tric nham vao cac hé théng mang quan trong nay. Vi cac hé thong 10T hién nay,
cac md hinh phat hién ma doc ngoai hiéu qua vé do chinh xac thi cac yéu cau vé phong chdng
mat can bang dit liéu huan luyén, han ché thoi gian trich xuat dic trung, thoi gian phét hién,
kich thudc mé hinh va ting kha ning phat hién ma doc co thé hoat dong da nén tang can dugc
quan tam nghién cuu.

1.3.1. Pdnh gid higu qud ciia md hinh phat hién ma déc 10T don kién tric duwa
trén hoc may s dung dac trung cua tdp tin thyec thi

Véi sy phét trién cua cac thuat toan hoc may, mang hoc sau, viéc xay dung cac mo
hinh phét hién ma doc IoT don kién trac da dat dwoc nhiéu thanh tuu dang ké trong thoi
gian qua. Cac dic trung cuia tap tin thyuc thi trich xuat tir phan tich dong va phan tich tinh
d3 mang lai nhiéu két qua kha quan trong phét hién ma doc trén cac thiét bi oT. Cac dic
trung cua tap tin duoc thu thap, lua chon phu hop véi ting tap dir liéu, md hinh hoc may
phuc vu céc bai toan khéac nhau trong phat hién ma doc. Cu thé nhu sau:
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- Hiéu qua cua md hinh si dung déc trung cua tap tin trich xudt tir phan tich déng,

cac mo hinh phat hién ma doc 10T don kién trlic dua trén hoc may sir dung dic trung ndy
c6 thé phat hién dugc cac ma doc 10T sir dung ky thuat che gidu va cac ma doc ¢ tinh chat

dong. Cac dac trung dong da duoc s dung va dem lai hiéu qua trong xay dung cdc mé hinh
phét hién ma doc 10T dya trén hoc may gom: Memory usage [59], [77], Instruction traces
[27], Network traffic [6], [38], [42], [44], API call [16], [76], [78], [99], [126], [135], System
call [59], [115],[120], ... M6t s6 m6 hinh phat hién ma doc 10T hiéu qua dya trén hoc may

sir dung dic trung dong thé hién nhu Bang 1.6.

Bang 1.6. Mgt s6 md hinh phéat hién ma déc 10T don kién tric dua trén hoc may sir
dung ddac trung dong cua tap tin thyc thi.

o Nam e trung | PRuong Tap dir ligu Pénh gia 39 chinh
Tacgia | cong A phéap hoc . o LS 2 e
bé dong . thir nghiém xac caa mo hinh
0 may
St dun Tap dir liéu 35 dac | Ty Ié giam so lugng
E ung trung cua 100.000 | dac trung nam trong
sraa mang no-ron | ,_, e A 1A \ \
ban ghi di liu luong | khoang tur 18,18%
Saleh Network Long Short X X i s
. | 2023 . mang gom 50.000 | dén 42,42%, véi muc
Alomari traffic Term N D
[38] Memory cua tap tin ma doc va | giam hiéu suat tuong
(LSTM) 50.000 cua tap tin|ung la 0,07% den
lanh tinh. 5,84%.
D3 thi I6i Stdungcac | Tap du Iiéu gom | B6 chinh xac trung
Lé Hai 2022 | aoi ha thén thuattoanhoc | 5.023 mau loT binh  Accuracy la
Viét [64] géé i 91 maySVM, | botnet va 3.888 miu | 96,89% va AUC la
9 | DT,RF, kNN | Ianh tinh. 98,9%.
Str dung ‘ b6 chinh Xé’C
s x: 1. | Mang no-ron | Tap dir liéu gom | accuracy cao nhat
Sh?g;]' Li 2022 CZL:CXFI,T' Graph 6.686 meiluméd(f)cvé trong phat hién ma
g¢ Neural 6.938 mau lanh tinh. | doc loT la 98,32%.
Network
: Két qua tot nhat voi
. X s Str dung A e 1iA . L an
Ce Li 2022 Chuoi loi Mand no-ron Tap dir Igeu thu thap | cac do do Accuracy
[16] goi AP Bi-gLSTM tir thuc té. la 97,31% va F1-
score la 97,24%.
Loi goi hé Tap dir lieu gom | . ] ,
Vikas thdng, phan | Sir dung cac | 13.533 tng dung thu i%uraccmtrr]gn );%i
Sihag 2021 | tich Binder, | mang hoc | thap tir cac kho phan | . y trong pha
: X o ~ | hién ma doéc Ila
[120] luu luong sau mem, tigén ich trén
Ao . 98,08%.
mang,... nén tang Android.
B? nhor_, Sir dung Tap dir liéu nhém tac
hanh vi mang hoc s A 2 n . .
e : gia thu thap tor cac | bo chinh Xac
mang, 1i goi sau tap tin thuc thi trén | accuracy trong phat
Jeon [59] | 2020 | hathéng, | Convolution | 2P M thuC thi UEN | accuracy trong pha
O o hé thong nhdng gom | hiéen ma doc la
tien trinh, hé | -al Neural X~ A
LA 1.000 mau ma doc va | 99,28%.
thong tap tin Network 401 mau 1anh tinh
ao hoa (CNN) '



https://link.springer.com/article/10.1007/s11227-021-04020-y#auth-Shanxi-Li
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Tap dir liéu tac gia | Md hinh phét’ hién
G. Liru Iwon St dung cac | thu thap qua giam sat | ma doc cho ket qua
Bendiab | 2020 g mang hoc | cac tap tin ma doc va | tot nhat dat do chinh
mang N ST A , A
[42] sau tap tin lanh tinh gom | xac  accuracy la
1000 tap tin pcap. 94,5%.
Str dung ‘ M@0 hinh phat hién ma
T3i nauvén mang CNN | Tap dor liéu gom | doc IoT Botnet gc’) do
W.Jung 2020 | ma (?h 3’ it két hop vai | 12.000 ban ghi théng | chinh x&c tot nhat dat
[122] ﬁun dic trung | tin tiéu thy dién nang | accuracy 12 96,5% va
ung tiéu thu dién | trén cac thiét bi IoT. | thoi gian huan luyén
nang 14 170 giay.
Str dun | Su dung 420 dac
e ung Tap dir liéu trén nén | trung dong va tinh dé
M. K. Lot goi API, | mang no-ron | , A 1i an A P
, A tang thict bi di dong | xay dung md hinh
Alzaylaee | 2020 | muc dich, sau Deep A U ma | phat  hie ~ 4n
[78] phan quyén neural | 90m 31.125 mauma | phat hi¢n ma doc
doc va lanh tinh. Android VOi
Network X
accuracy la 97,8%.
A < pia x... | M6 hinh phéat hién
, Tap do lieu gom | . ..
. Str dung o ma doc loT Botnet
M.Ficco e X 24.000 tap tin apk . . .
2019 | Loigoi API chuoi RS | dat d@ chinh xac
[76] ma doc va 22.000 tap X Ly o1s
Markov tin aok 1anh tinh accuracy tot nhat la
P | 89%.

‘ Str dung cac | Tap dir liéu trén nen M6 hinh phét’ hién
Tran Lsi doi hé thuattoan |tang MIPS gom | ma doc dat ket qua
Nghi 2019 th%h : hoc may | 3.223 tap tin ma doc | tot nhat véi do do F1-

Pha[115] g SVM, RF, |va 228 tap tin lanh | Weight1a 97,44%.
NB tinh.
AO Strdung | Tap dir liéu gom dix | M6 hinh phat hién
e Luu luong thuat toan | liéu mang thu thap tr | ma doc cho d6 chinh
Prokofiev | 2018 e : , Y
[6] mang Logistic 100 botnet huong | xac cao nhat dat
Regression | dén cac thiét bi lIoT. | 97,3%.

Bén canh do, v&i két qua so sanh hiéu qua vé thoi gian thu thap dic trung, tién xu
ly cia mot sé md hinh phat hién ma doc dya trén hoc may sir dung dic trung dong cua

tap tin thyc thi trong Bang 1.7.

Bang 1.7. So sanh hiéu qud vé mat thoi gian mét sé mé hinh phat hién ma déc 10T don
kien truc dwa trén hoc may su dung dac trung dong cua tdp tin thyc thi.

Thuat toan Tap dir !lAgu thi P Thoi gLan
< . nghiém f thu thap
(L a Dic trung hoc may/ chinh | ..
Tac gia A £ £ . dac trung
dong mang hoc | So lwong | So lweng | Xac R x
s ma dac | lanh tinh | (%) | d@ng/mau
i (phat)
A Recurrent
. Théng tin
Toblyama | < irinh Neural 81 69 %6 5
[103] hé thén Network
> (hong (RNN)
Damodaran | Loi goi hé M6 hinh 745 40 08 10
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[3] théng, md | Markov an
thyec thi
Hansen Lot goi hé
[101] théng RF 5.000 837 98 3,33
Loigoihé | SVM, KNN,
Nguyén thong, DT, RF, ham
Long Giang | lubng mang, |  hop nhat 5.023 3.888 99 3
[86] yéu cau tai | Voting, Linear
nguyén Regression (LR)
it nhat 15
Pascanu Loi goi hé RNN va tfuéc’,
[95] théhg i Echo State 25.000 25.000 95 khong bao
Networks cao cu the
thoi gian

Nhu vy, cac nghién ctu [3], [16], [59], [76], [78], [85], [86], [99], [101], [115],
[120] da str dung dic trung 11 goi hé thng thu thap tir phan tich dong dé xay dung cac
mo hinh phét hién ma doc IoT don kién tric. Cac mo hinh nay di dem lai do chinh xéac
t6t hon st dung cac dic trung dong khac nhu luu lugng mang va tai nguyén may chu. Tuy
nhién, mot sé nghién cizu can thu thap nhiéu théng tin hanh vi tir phan tich dong, qua trinh
thu thap dic trung 11 goi hé thdng cho tirng mau 16n (trén 3 phdt/mau). Cac md hinh hoc
may, mang hoc sau di duoc két hop dé nang cao do chinh xac nhung cac nghién ctru doi
mat véi do phirc tap tinh todn 16n khi sir dung cac mang hoc sau phic tap va can huan
luyén nhiéu md hinh phan 16p khac nhau dé phat hién ma doc. Vi vay, khi trién khai mo
hinh phét hién da dugc huan luyén trong cac giai phap bao mat trén mai truong loT tai
nguyén han ché hoic can dam bao yéu cau phat hién, canh bao sém ma doc cho nhiéu
tap tin thuc thi trong thoi gian ngan sé gap nhiéu khé khan. Mit khac, mot sé tap dit liéu
duoc cac nghién ciu thir nghiém cé su chénh 1éch va han ché vé sé mau tap tin lanh tinh
thu thap duoc. Han ché trong viéc thu thap cac mau tap tin 1anh tinh c6 kha ning thyc thi
trong moi truong phan tich dong cling da duoc chi ra trong cac luan an [64][114].

- Hiéu qua doi Véi dic trung cua tap tin trich xudt tir phdn tich tinh, cac dic trung
d3 duoc str dung hiéu qua trong xay dung cdc mé hinh phat hién ma doc 10T don kién
trdc dya trén hoc may gém: Strings [128], Bytes n-gram [133], Opcode [32], [37], [46],
[47], [115], Function call graph [19], [69], Control flow-based opcode [117], [125],
entropy-based [28], Grayscale image [57], [74], ... Mot s6 md hinh phat hién ma doc
loT hiéu qua dua trén hoc may st dung dic trung tinh cua tap tin thuc thi thé hién nhu
Bang 1.8. Phuong phap phat hién ma doc 10T dua trén hoc may sir dung dac trung tinh
cho d6 chinh x4c cao va do tin cay tdt (cac nghién ciru da khao sat cho két qua chinh
X4c trong phat hién ma doc dat khoang 93% dén 99%) khi phat hién cac ma doc 10T ¢6
dac trung tinh twong tu nhau. Tuy nhién, cac nghién ctu str dung phuong phap nay da
duoc chi ra cac han ché trong phat hién ma doc c6 sir dung cac ky thuat che giau hoic
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cac ma doc 10T c6 tinh chat dong.

Bang 1.8. Mgt s6 md hinh phéat hién ma déc IoT don kién tric dua trén hoc may sir
dung ddc trung tinh cua tdap tin thyc thi.

Nam

Panh gia do

Técgia | cong | PActrung | Phuong phip/Mo | Tap dirliguthir | 0o ae cia
£ tinh hinh phat hién nghiém As
bo ’ ’ mo hinh
Str dung phuong . o ria Ty 1€ phat hién
Chia-Yi Function | phéap state-of-the-art T?p dx “euA loT chinh Xac
2023 . gom 108.000 tap tin N
Wu [19] call grahp graph embedding i dac accuracy la
két hop vai SVM ' 98,88%
Tap dir Iiéu‘IoT nen | Cac do do
Muham- tang hé diéu hanh | Accuracy la
mad Greyscale , Linux gém 14.733 | 97,93%, F1-Score
Asam 2022 images Sir dyng mang CNN anh cua tap tin ma | la 93,94%,
[74] doc va 2.486 anh | Precision la
cua tap tin lanh tinh | 98,64%
Safa Str dung 3 md hinh Tan dit lidu adm Do chinh xac cua
.| mang hocsauCNN | &P U 99 | 15 hinh phat hién
Ben Images cua NI 14.226 RGB| .. &%
) 2022 . va st dung phuong . ma doc nam trong
Atitallah PE file . converted images . o/ A
[9] phap Randpm Forest cia 26 ho mi déc khoang 98% dén
Voting i i 99%
Nguyeén Tap dix lieu gom | Do chinh xac cua
Huy Xt , 6.165 ma doc loT | md hinh phat hién
Trung 2021 | DO thi PSI | S dung mang CNN botnet va 3.845|dat accuracy la
[85] mau lanh tinh 97,8%
Str dung mang no- b6 __chinh - xac
4ng mang Tap dit liéu 10T thir | 97,56% va  thoi
Zahra Rawbyte | ONONNvamang o i " odm 271 | gian hudn luyen 13
Moti | 2021 Y€ | LSTM cing vei ky | NIMem gom 27 gian huan 1uyen
code . 2 mau ma doc va 281 | 2,5 phut, thoi gian
[134] thuat GAN dé tao A oy LA 1
(x| maulanh tinh phat hién la 0,004
cac mau ma doc mai gidy
Str dung cac thuat | Tap dfr‘ licu thuo D6 do F-measure
Hamid todn hoc may KNN, | nghiém gom 247 tap I3 99% Khi s
Darabia- | 2020 Opcode SVM, Multilayer | tin ma doc va 269 dune 36 dic trun
n [46] Perceptron (MLP), | tap tin lanh tinh trén oucg de &
RF, DT va AdaBoost | nén ting ARM P
. Str dung phuong | Tap dr ligu tho | . .. ,
Hisham phap tinh toan 23 | nghiém gém 5.853 Bg chinh xac cao
Alasmar | 2019 CFG huae tinh IV thuvé 5 dc trén he dis nhat accuracy dat
y [45] t uoc tinh ly thuyét ma doc tren_ ¢ diéu 99 66%
y do6 thi cua CFG hanh Android ’
o Cac tap dff liéu gom
. Chuyén doi opcode | 22.000 mau trén hé | Bo chinh xac cao
Ensieh . o . N pa . e A s
- vao khong gian dieu hanh Windows | nhat cua mé hinh
Modiri ./ S I LA
Dovom 2019 Opcode | vecto va ap dung k¥ va tap dir liéu trén | trong phat hi¢n ma
37] thuat fuzzy pattern | kién trgc ARM gom | doc IoT botnet dat
tree 128 mau ma doc va | 99,83%

1.078 mau lanh tinh
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Trin Str dung thuat toégn
Nahi hoc may SVM két Tap dir liéu trén bo chinh xac cao
P?\l] 2019 CFG hop véi phuong kien tric MIPS véi | nhat accuracy dat
[117] phap trich chon dac | 7.000 mau 99,34%
trung n-gram
A Tap dux licu trén Do chinh xac cao
Dehgha- Opcode Str dung mang hoc | kien tric ARM |
2019 PRI S A ~ +~. | Nhat accuracy dat
ntanha graph sau va do thi opcode | gom 128 ma doc va 98.37%
[4] 1.078 mau lanh tinh ’
Str dung mang no- | Tapdilieuthuthap | . ., .
Jiawei Grayscale | ron vabiéu dién cac |tr 1OTPOT gom bo chinh xac cao
2018 X x A X gA nhat accuracy dat
Su [57] image mau nhi phan nhue | 500 ma doc loT
\ .o 94%
anh da murc Xxam DDoS
Hamed Tapdi lieu 10T trén D6 chinh Xac cia
Haddad Str dung mang no- | kien traic ARM | % . e 1A
: 2018 Opcode A X A ~ +a~.» | MO hinh phéat hién
Pajouh ron va chuoi opcode | gom 281 ma doc va ma doc 13 98.18%
[47] 279 méu lanh tinh : O

Két qua trong Bang 1.8 ciing cho thdy rang dic trung ma thuc thi dwoc trich xuat
dua trén phuong phap phan tich tinh tap tin thuc thi trong cac nghién cuu [4], [37], [46],
[47] d3 tao ra cA&c mO hinh phét hién ma doc loT hiéu qua cao vé do chinh xé&c (trén
98%), tuy nhién cac phuong phap di dé xuat c6 do phic tap cao trong trich xuat dic
trung dang do thi va st dung mang hoc sau kién tric phuc tap, chua ¢ cac danh gid vé

mat tai nguyén st dung trong huan luyén mé hinh hoc may va mé hinh phét hién sau
khi huan luyén. Mot sb nghién ctru ther nghiém vaéi tap dit liéu IoT chua du 16n va chi

tap trung vao nén tang kién trac vi xu ly cua thiét bi di dong nhu ARM.

Mt khac, dé danh gid hiéu suat caa mot s6 mé hinh phat hién ma doc 10T dya trén
dic trung tinh, nhom tac gia Ngb Quéc Diing [92] da thuc nghiém va so sanh hiéu qua
dya trén mot tap dir liéu tac gia thu thap voi 6.165 mau ma doc va 3.845 mau lanh tinh.
Két qua d6 chinh xac va thoi gian trich xuat dic trung, tién xir Iy va thoi gian phan 16p
duoc chi tiét trong Bang 1.9.

Bang 1.9. So sanh hiéu sudt mét sé md hinh phat hién ma déc IoT don kién tric duwa
trén hoc may su dung ddc trung tinh cua tdp tin thyc thi.

Pac trung Thuét toan hec Do chinh T.hm gian tr:|CI:]}\XU3;t Thql gl,an
tinh may/mang hec sau xac (%) dac trung va tién xir pha_n I6p
R ly (phat) (giay)
RIPPER 99,8 0,75
ELF-header PART 99,8 110 1,27
DT 99,6 1
SVM 98 12,4
. KNN 99,8 1
String-based DT 99 4 5 8.75
RF 99,7 9,71
Image-based Neural Network 89,1 14 139
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SVM 89 1,45

CFG-based LR 85 7200 0,5
RF 95 1,75

PSI -graph Neural Network 98,7 88 107

Két qua céac thuc nghiém cia nhém tac gia da ching minh dwoc hiéu qua vé do
chinh xac cao caa mot sé mé hinh phét hién ma doc 10T dwa trén hoc may, tuy nhién do
phtec tap chi phi thoi gian trong trich xuat va thai gian phan 16p con Ién. Thoi gian phan
I6p nho nhét 12 0,5 gidy khi &p dung véi md hinh sir dung thuat toan LR nhung d6 chinh
xé&c con han ché chi dat 85% va thoi gian trich xuat, tién xu 1y vuot qua yéu cau dap ang
trong mdi truong thuc té.

Véi su phét trién caa ma doc 10T, dya trén wu va nhuoc diém cua phwong phap
trich xuét dic trung cua tap tin thuc thi, viéc xay dung cac md hinh phat hién ma doc
10T dua trén dic trung dong hodc dic trung tinh s& gop phan nang cao kha niang phat
hién cac ma doc moi, ma doc ¢ nhiéu hanh vi doc hai phtc tap hién nay. Bén canh do,
mot sé md hinh phat hién ma doc IoT dugc xay dung dua trén su két hop cua ca hai loai
dic trung dong va dic trung tinh. Viéc két hop dic trung dong va dic trung tinh s& cung
cap théng tin phong phu va day da hon vé hanh vi ciia ma doc, gilp cai thién do chinh
Xac cua phuong phap phat hién va giam s lugng cac két qua duong tinh gia. Tuy nhién,
viéc sir dung ca hai loai dic trung doi hoi nhiéu k¥ thuat két hop phtc tap va nhiéu tai
nguyén tinh toan hon so véi viéc sir dung mot loai dic trung duy nhat [129]. Cac thuat
toan hoc sau nhu mang no-ron c6 thé gilp giai quyét cac bai toan phirc tap hon so véi
cac mo hinh hoc may khong sau truyén thong. Déi véi bai toan phat hién ma doc loT,
mot s6 mang hoc sau c6 thé duoc sir dung dé phan loai cdc mau doc hai véi do chinh
xac cao. Tuy nhién, cac md hinh nay c6 phuc tap tinh toan Ién, can sé luong dir liéu
huan luyén Ién, thoi gian huan luyén va phét hién nhiéu, kho trién khai trong thuc té cho
cac (ing dung phat hién ma doc 10T theo thoi gian thuc va cac thiét bi 10T han ché tai
nguyén. Mat khéc, cac md hinh phat hién ma doc IoT don kién trdc mac du da dat do
chinh xac cao dwa trén dic trung tinh va dong trich xuat tir tap tin thyuc thi nhung nhiéu
nghién ciru di chi ra han ché cia mé hinh phat hién chi thir nghiém véi tap dit liéu co
s6 lwong nho tap tin thu thap duoc, sé luong cac mau c6 su chénh léch Ion gitra cac tap
da duoc gan nhan. Cac tap dir liéu thir nghiém duoc thu thap riéng béi cac nha nghién
ctru va chua c6 danh gid toan dién vé tinh tin cdy va hiéu qua cua cac tap di liéu nay,
nhiéu tap dit liéu, cach trich chon dic trung 1a khong cong khai [29], vin dé mét can
bang dit liéu c6 thé anh huong 16n dén két qua du doan caa mé hinh. Md hinh dy doan
khong chinh x&c trén nhém dix liéu cé it mau vi da phan két qua du doan thuong sé thién
vé mot nhom dit liéu ¢ nhiéu mau. Vi mot bai toan phan 16p ma doc cho dir liéu la
10000 mau c6 nhan 1a A va 500 mau c6 nhén [a B, néu dit liéu duogc chia thanh tap di
licu huan luyén va kiém tra theo ti 1& 80/20 thi tap danh gia trén tap dit liéu d6 gdm 2000
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mau nhan A va 100 mau nhan B. Gia sit md hinh du doan tit ca nhin déu Ia A, thi gi&
tri do chinh xac Accuracy la 2000/2100 (khoang trén 95%). Vi vay, md hinh phat hién
d0 khéng phan 16p chinh x4c tit ca c4c tap tin nhin B nhung lai cho két qua gia tri
accuracy rt cao.

Vi vay, trong xay dung md hinh phat hién ma doc 10T don kién trdc hiéu qua dua
trén dac trung cua tap tin thu thap tir phan tich dong, phan tich tinh bén canh viéc dam
bao y8u cau vé do chinh xac thi can xem xét cac yéu cau vé thoi gian trich xuit dic
trung, tién xu 1y, kich thudc va thoi gian phat hién caa mé hinh. Bén canh d6, dé giai
quyét cac bai toan phat hién ma doc c6 kha niang hoat dong trén nhiéu loai thiét bi khac
nhau vé hé diéu hanh hoic kién tric vi xir Iy, cac md hinh phat hién ma doc IoT da nén
tang can dugc nghién ciu, xay dung.

1.3.2. Pdnh gid hi¢u qud cia md hinh phéat hién ma déc IoT da kién tric duwa
trén hoc may s dung dac trung cua tdp tin thyec thi

Trong hé thong 10T c6 su da dang cac loai thiét bi IoT va cac ma doc co thé duoc
thiét ké danh riéng cho mot loai nén tang 10T hoic nhiéu loai nén tang 10T khéac nhau.
Viéc phat hién ma doc IoT da kién tric c6 thé duogc thuc hién théng qua xay dung nhiéu
md hinh phat hién ma doc IoT don kién tric. Tuy nhién, viéc xay dung nhiéu mé hinh
s& doi hoi nhiéu tap dit liéu trén cac kién truc dé xay dung mé hinh, ting thoi gian phat
hién, tai nguyén st dung caa giai phéap khi trién khai. Vi vay, viéc xay dung mot mo
hinh phat hién ma doc IoT da nén tang Kién tric dua trén hoc may co thé giai quyét cac
han ché trén, tang tinh toan dién, linh hoat, kha ning phat hién da dang céac loai ma doc
loT va cac bién thé. Trong xay dung m hinh phat hién ma doc IoT da kién triic dua trén
hoc may st dung dic trung cua tap tin thuc thi, mot sé phuong phap di dugc cac nghién
ctu str dung bao gom:

- Dyea trén dir liéu da nguon: Cac md hinh dugc xay dung dua trén dix liéu két hop
tir nhiéu nguon thu thap, trich xuat khac nhau nhu thong tin hé thong, théng tin hanh vi,
thong tin thiét bi,... nhu cac nghién cau [36], [16],...

- Dy trén ky thudt trich chon ddc trung da kién tric: Cac dic trung duogc trich
chon phi hop véi nhiéu loai thiét bi IoT khac nhau dé phuc vy huan luyén mé hinh phat
hién ma doc 10T nhu cac nghién cuu [21], [112], [125], [130],...

- Dura trén két hop nhiéu mé hinh don kién tric: Cac md hinh phat hién duoc xay
dung dya trén két hop nhiéu mé hinh don kién trac dé c6 kha niang phat hién ma doc
trén nhiéu kién trdc khac nhau cua thiét bi 1oT. Viéc két hop nhiéu mé hinh phat hién
don kién tr(ic can dam bao cac yéu cau vé toc do va tai nguyén sir dung dé dam bao kha
nang phat hién ma doc trén nhiéu loai thiét bi IoT da dang kién trdc vi xt Iy.

- Dya trén md hinh phat hién 10T chéo kién trdc: Cac mé hinh hoc may cé kha
nang huan luyén trén mot tap dit liéu kién tric ngudn dé phét hién ma doc 10T trén kién
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tric dich nhu cac nghién ctu [31], [116],... Tir d6, phuong phéap cé thé tao ra cac mo

hinh ¢6 kha nang phét hién cac ma doc trén nhiéu nén tang kién tric khac nhau hozc mo
hinh phat hién cac bién thé cuaa mot loai méa doc trén nhiéu nén tang kién trac thiét bi
[oT da dang.

Viéc sir dung cac phuwong phép trén trong phat hién ma doc IoT da kién tric dya

trén hoc may di chting minh hiéu qua budc dau. Tuy nhién, cac phuong phap, mo hinh
luan &n d3 khao sat trong Bang 1.10 chua cho hiéu qua cao vé do chinh xac phu hop véi

tai nguyén tinh toan va chua dé cap dén kha nang phat hién, dy bao ma doc trén kién

trdc vi xu ly mai.

Bang 1.10. Mgt sé6 md hinh phat hién ma déc IoT da kién tric dira trén hoc may.

. . Nam ’ X > X .
Tac gia cong bé Phwong phap Két qua dat dwoc Han che chinh
- M6 hinh c6 kha ning | - Nghién ctu d6i mat
’ phat hién ma doc 10T | véi bai toan c6 do phuc
Trich xuat dac | don kién triic va ma doc | tap NP-hard trong duyét
Ding Vi cic trung dong dieu | IoT da kien trac. do thi.
9 khicnmathuc |- Céc két qua thuc |- Phuong phap chi co
cong su 2014 . X oa i Z N 2 2 e 2 en
[125] thi ﬁie xay dupg nghlem , ch_o thay mo t_he ap dung_ Véi cac tap
moO hinh phat | hinh phéat hién dat dugc | tin thuc thi don gian,
hién d6 chinh xac cao hon | khéng phu hop véi cac
cac phuong phap dua | tap tin phtc tap, co kich
trén van ban. thudc lon.
- M6 hinh c6 kha nang | - Tap di liéu nhém téc;
) L Lia phéat hién ma doc va cac | gia tu thu thap tur thuc té
Sinh dau hiéu TN SR N x
) bien thé ma doc mai trén | va chi gom 5.150 mau
Mohannad (signature) dya A A ~ 1
Alhanahnah trén mé hinh nhle,u kien truc Vi Xt ly. | ma doc loT.
RPN 2018 o ~ | - Cac thu nghiém dugc | - Kha nang phat hién
va cac cong phancym ma | < i H tam A 1A < an i
o S .. [ tienhanhvai 2tap dirliéu | ma doc 1oT mai trong
su [70] doc nhicu giai e LA K ‘ .
doan thu th_ap tur hé ,thopg thuc thuc‘ nghiém chi mai
: te vai ti I¢ phat hién cao | dat la 85,2%.
nhat accuracy la 95,5%.
-Tap dx  ligu tha
nghiém cO su chérJh
Mo hinh phét M? hl{lh da c’hung mlnfj I?ch Iqr) gitra cac nen
.~~~ .~ | Kha nang phat hién ma | tang kien tric, mot so
hiécnmadoctrén | ..~ .2 LT . -2 P
. n doc véi tap dix licu tap tin | kien trdc co so luwong
Linux dya trén X aAl At x . 10
_ han tich dee | M@ doc trén L_mux han mau qnho (dugl 1% so
Cozzi [36] 2018 P dong trén 10 kien trdc vi | vai tong so6 mau).

liéu metadata,
cac dac trung
dong va dac
trung tinh

xu ly khac nhau vai tap
tin ¢6 kich thudc tir 134
bytes dén 14,8 MB qua
cac thuc nghiém.

- Chua c6 céac danh gia
chi tiét vé do chinh xac
trong phat hién ma doc
0T hoat dong trén cac
nén tang kién trlc trong
tap dir liéu thu nghiém.
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Xay dung mo
hinh phat hién

Céac mo hinh dé xuat da
c6 kha nang phat hién
ma doc hoat dong da

- Bo chinh x&c trong
phat hién chua cao voi
kha nang phat hién ma
doc hoat dong chéo nén

Phi va cac mi doc da kién Kién trac vi xi Iy thong tang c6 truong hop chi
cong su 2019 trdc dya trén ¢ thac nahiem dat accuracy la 58,2%.
[116] phét hi¢n chéo | ua ©€aC thuC NOMIEM |\ sia st hien ma doc da
A " danh gia trén tap dix ligu | .. 7.0 | .
nén tang kién < nén tana kidn tric vi kién trac con phu thudc
tric cac nen tang Kien truc vi | ' 4 chinh xac va hieu
xtr ly khac nhau. LT
qua cua viéc xay dung
ngon ngit trung gian Vex.
M6 hinh phét hién véi | - Han ché vé sb chiéu
tap dir liéu 122.504 tap | khéng gian I6n do sb
tin ma doc ELF thu thap | luong 16n cac PSI doc
M6 hinh phat | tir VirusTotal trén cac | lap duoc tim thay voi
Lee va hién ma doc da | kién tric x86, x86-64, | 14 triéu dic trung PSI.
cong su 2020 néntangdua | MIPS, ARM, SPARC, |- Tap dit liéu the
[130] trén dic trung | PowerPC va cho két qua | nghiém c¢6 su chénh
PSI thir nghiém phat hién ma | 1éch lon gitra cac nhan,
doc dat d6 chinh xac | dac biét mot sd kién
accuracy trung binh la | trac chua thu thap dugc
97,2% . mau mi doc.
- Thir nghiém phan loai
md doc trén kién tric
N .. | ARM gom 3.427 ma doc
hil\éﬂnorggngéih;g.r va 2.035 ,tap tip lanh tinh | D6 chl'nh Xac accuracy
\/asan Vi da Kién tric dat do chlr]h Xac cao nhé@ chi la 5?,2% ,khl puéq
chc cong s | 2020 (MTHAEL) st accuracy la 9_)9,98%, thc‘rj luyén trén k|§n t,ruc_ Vi
[3'1] ' dung mang hoc glan phat hlé_:p caa mo xiAr lyl\_/[IPS c,ié phathlér)
iU RNN VA hinh la 0,32 giay. \ trén kien trac vi xu ly
CNN - Két qua huan Iuyén va | Intel 80386.
phéat hién chéo kien trdc
Vi xtr Iy dat d6 chinh xac
accuracy la 95,72%.
Viéc lya chon cac dac
A s x trung trong nghién cuu
Zginlg.?_h d?a? chua hiéu qua d6i voi
Chin-wei trén Viéc I{ra Fr_amework da Chl.,mg Ce}c mi d6c IqT s{r’(_jung
Tien Vi cAc chon céc dic minh qua thuc nghlé[n cac ky thuat lam roi, méa
cong su 2020 tmﬁg trong :tép kha nang Phét h\lén cac doc dang “droppers” do
.[16] : tin ELF va dac m,fl dC_)C trefl nhicu kién | khong chua cac ma khai
trumg mi thuc trac vi xu ly. tl}éc trong chuong trinh,
thi Vi v@y no anh huong Ion
dén d6 chinh xac cua
mo hinh phat hién.
Jingmei Li Su d,ung phuong | Do chinh Xac trong cép - Mo hir}h dugc t_hfr
[58] 2020 phap hoc tang thir nghiém dat gid tri | nghiém trén tap dir liéu

cuong dé phan

accuracy cao nhat trén

nhé thu thap tur
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I6p ma doc da
kién truc

98%.

VirusShare va VX
Heavens gém 600 mau
ma doc, chua dam bao
tinh khach quan Kkhi
danh gid mo hinh.

- Téc gia chi rarang md
hinh chwa higu suat thap
khi s6 lugng mau cua
mot 16p nho hon 1000.

Wan va
cong su
[112]

2020

M® hinh phét
hién ma doc
dua trén chudi
byte thu thap tu
tap tin thuc thi

Stur dung mot tap dir liéu
hon 111 nghin mau cho
moi tap dir liéu tap tin
lanh tinh va ma doc dé
danh gia va chitng minh
kha nang phat hién ma
doc da kién triic.

Phuong phéap hoat dong
chua hiéu qua khi co su
hién dién cua viéc tai su
dung ma chuong trinh
gitra cac ho ma daoc.

Chaganti va
cac cong su
[21]

2022

M® hinh phat
hién dua trén
mang Bi-GRU-
CNN st dung
dic trung chudi
byte trich xuat
tu tap tin ELF

- M0 hinh c06 kha nang
phat hién va phan lop
ma doc doc 1ap véi kién
trac vi xu ly.

- M6 hinh duogc thur
nghiém véi két qua do
chinh xac dat 100% dbi
véi truong hop phét
hién phan mém doc hai
IoT va 98% ddi Vi
phéan loai cac dong ma
doc loT.

Nghién citu mai chi dua
ra rang mo hinh dé xuét
c6 kha nang phat hién va
phan loai ma doc da
kién trdc dya vao su doc
lap cua dic trung chudi
byte va céc loai kién tric
vi xu ly, chua co cac
thuc nghiém tin cay dé
danh gia hiéu suat phat
hién ma doc IoT da kién
tric.

Zhao va cac
cong su
[136]

2023

Phat hién ma
ddc cho cac
thiét bi loT da
dang kién tric
vi xtr ly dua
trén dam may
PaaS st dung
mang hoc sau
dé xur ly dix liéu
va trich xuét
dac trung cua
goi tin mang

Céc két qua thyc nghiém
cho d¢ chinh xac trung
binh accuracy ctia mod
hinh  phat hién 1la
97,18% va recall la
99,01% khi phat hién
cac mau ELF.

- Phuong phap can c6
su két néi mang 6n dinh
dé trién khai, toc do
phat hién c6 thé bj anh
huong bai toe do xur ly
cia dam may, khong
phét hién dugc céc loai
phan mém doc hai mai.
- Tap dr ligu thu
nghiém nho chi Vi
1.719 mau trén kién trac
ARM va x86-32.

Bén canh d6, cac nghién ctru phat hién ma doc IoT da kién trlc vi xir 1y da thu thap

va su dung tap di liéu thir nghiém mé ta trong Bang 1.11.

Bang 1. 11. M4t s6 tap mau phuc vu xay ding md hinh phat hién ma déc IoT da kién

truc.

Tac gia

Nguén thu thap miu

S6 lwong mau

| Kién trac vi xir ly

Lanhtinh |

M3 déc

Lanh tinh

M3 doc |
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Alhanahnah

ARM, MIPS, Intel,
PowerPC, x86-64,

[70] openwrt loTPOT 130 5.150 Renesas SH,
Motorola, SPARC
: ARM, MIPS, Intel,
Cozzi ] Vins Total _ losag | POWerPC, x86-64.
[36] thl{ ' Motorola, SPARC,
P Hitachi SH
Lee : ARM, MIPS, x86, x86-
[130] ] Virus Total ] 122.504 164 PowerPC, SPARC
Nguyén Huy | SOHO IloT ARM, MIPS,
Trung [85] devices loTPOT 6.031 4.002 PowerPC, SPARC
Lé Hai Viet | 10T device vli?uTsPTooTtél 2388 5003 | MIPS, ARM, x86,
[64] firmwares VirusShare’ ' ' PowerPC
Ubuntu OS- Intel, MIPS,
Tran Nghi | x86-64, Intel, "E)TeTS(T’ 1107 | 10710 | PowerPC,SPARC,
Phu [114] Frimware of VirusShz;lre ' ' Motorola, Rensenas
router images SH
. Ubuntu 16.04 CZ.NIC,
Tien [17] LTS loTPOT 2.157 6.251 x86, x64, ARM
: loTPOT,
Vasan [31] | Frimware Detux, 5655 | 15482 | ~RM. MIP, Intel,
router images VirusShare x86-64, PowerPC
D-link, Zyxel, ARM, MIPS, x86,
Wan [112] Netgear, IDIS, | VirusTotal 111.353 | 111.610 | x86-64, PowerPC,

Belkin, MikroTik

SPARC, Renesas SH

CAc tap dit liéu ma doc thir nghiém chu yéu duoc cac nhém tac gia thu thap tir cac
ngudn Internet tuong ty nhau nhu: IoTPOT, VirusShare, VirusTotal ,... S6 mau huan
luyén c6 céc nhan va trén céc kién tric vi xir Iy khac nhau c6 su chénh léch 16n. Véi cac
dic diém cua thiét bi 10T tai nguyén han ché, viéc xay dung cac tng dung sin c6 duoc
nha san xuat han ché dén muc téi da d¢é dam bao tai nguyén str dung trén thiét bi nén sé
luong chuong trinh (ng dung trén thiét bi nay khong nhiéu va da dang nhu may tinh
trude day. Vi vay, viéc thu thap mau lanh tinh va trén céc thiét bi 10T nay gap nhiéu kho
khin va khong da dang mau. Diéu nay c6 thé dan dén van dé mat can bang dir liéu trong

huan luyén mé hinh phat hién ma doc 10T dwa trén hoc may sir dung dic trung cua tap
tin thyc thi. Mat khac, vai su phét trién da dang, nhanh chéng cua cac loai thiét bi loT
hién nay vé hé diéu hanh va nén tang kién tric vi xt ly sir dung, viéc thu thap cac mau

tap tin trén cac dong thiét bi 10T méi dat ra nhiéu yéu cau vé phuong phap, méi truong,
codng cu thu thap, trich xuat cac tap tin tir hé thdng 10T. Viéc tan dung tri thuc tir cac tap
dir liéu da c6 trude day hoac tao ra dir liu mai tir dit liéu ban dau s& c6 thé mang lai

nhiéu hiéu qua trong phét hién ma doc IoT da nén tang Kién tric trong tuong lai.
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1.4. Bai toan nang cao hiéu qua cho mé hinh phat hién ma doc 10T dua trén
hoc may sir dung dic trung caa tap tin thyc thi

1.4.1. Bai todn nghién ciru

Véi cac danh gia hiéu qua cuia mot s6 mé hinh phat hién ma doc 10T dya trén hoc
may da trinh bay & trén, mdi mo hinh phét hién ma doc 10T duya trén hoc may da khao sat
déu c6 nhitg wu va nhuoc diém khac nhau. Han ché chinh cua cac nghién ciu xay dung
m6 hinh hoc may trong phéat hién ma doc 10T dua trén dic trung tap tin thuc thi bao gom:

Ther nhdt, cac mé hinh phét hién ma doc IoT don kién trdc dya hoc may st dung
dic trung dong hodc dic trung tinh cua tap tin thuc thi c6 do chinh xac cao dang can sir
dung s6 lwong dic trung nhiéu, cach thuc trich xuat dic trung con phac tap, can nhiéu
thoi gian giam sét va thu thap, mé hinh phat hién can nhiéu thoi gian huan luyén va phat
hién, kich thudc mé hinh phat hién chua dugc danh gia hoac da danh gia nhung chua
phU hop véi thiét bi 10T tai nguyén han ché.

Ther hai, ca&c m6 hinh phét hién ma doc IoT da kién tric dya trén hoc may sir dung
dic trung cua tap tin phan 16n tap trung xay dyng dua trén cac dic trung doc 1ap nén tang
va khong phu thudc vao kién tric vi xu Iy cua cac loai thiét bi 1oT. Cac tap dit liéu ma
doc IoT da kién trac da cong bd con han ché vé sé lwong mau va loai kién trac vi xi ly
cho phép ma doc hoat dong. Mot s6 md hinh phat hién ma doc IoT da kién trdc dya trén
huan luyén va phét hién chéo kién trdc vi xir Iy da duoc dé xuat nhung hiéu qua chua ddng
déu gitra cac kién trdc vi xir ly. Cac md hinh c6 kha nang dy bao ma doc zero-day da kién
trdc va bién thé ma doc trén nén tang kién tric méi chua duoc tap trung giai quyét.

Thit ba, van dé khong can bang dir liéu huan luyén gitra cac nhan, giira cac nén
tang kién trac cling anh huong dén cac thir nghiém va danh gia hidu qua cuia mot s6 mo
hinh phét hién ma doc IoT don kién tric va da kién tric da dé xuat. Bic biét 1a han ché
vé s mau tap tin lanh tinh c6 kha niang thyc thi day du hanh vi hé théng trong moi
truong Sandbox va sé lugng cac mau ma doc trén kién tric vi xir 1y nhu SPARC,
PowerPC.

Vi vay, dé giai quyét cac han ché néu trén trong xay dung mé hinh phat hién ma
doc 10T hiéu qua dua trén hoc may va dac trung cua tap tin thuc thi, luan an nghién ctu
bai toan nhu sau:

Nghién cizu xay dung cac md hinh phat hién ma déc trén thiét b IoT da dang kién
tric vi xi# 1y dwa trén hoc may sir dung it thoi gian va so lwong ddc trung biéu dién dang
chudi cua tdp tin thec thi can thu thdp tir phan tich déng va phén tich tinh nham nang
cao kha nang tich hop trong hé théng 10T tai nguyén hgn ché, dam bao khd néng dp
dung cho cac tdp tin thuee thi trong méi trweong 10T Véi dg chinh xac tot va cd thé du bao
md déc 10T zero-day chéo kién truc vi xi ly.
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1.4.2. Giai quyét bai toan

Dé giai quyét bai toan, luan &n xay dung cac md hinh phét hién ma doc IoT don kién
trac va da kién tric hiéu qua dua trén hoc may sir dung dic trung biéu dién dang chudi
cua tap tin thuc thi thu thap thong qua cac phuong phap phén tich dong, phan tich tinh.
Trong do6, tap trung ndng cao hiéu qua cta cac md hinh phat hién dua trén nghién ciru cac
phuong phap thu thap, lua chon dic trung dong va dic trung tinh, xir ly dit liéu da nén
tang Kién trac vi xtr Iy va lya chon thuat toan hoc may phi hop véi méi truong l1oT,

% Thu thdp va lua chen déic trung hiéu qud trong phat hién ma doc 1oT

Hién nay, trong cac nghién cuu xay dung mo hinh phat hién ma doc 10T luan an
da khao sat, cac tap dix liéu thir nghiém dugc thu thap riéng boi cac nha nghién ciru va
chua c6 danh gia toan dién vé tinh tin cay va hiéu qua cua cac tap dit liéu nay, nhiéu tap
dir liéu, cach trich chon dac trung la khong cong khai [29]. Cac dac trung dong va dac
trung tinh duoc thu thap thdng qua cac cong cy, hé thong hd tro phan tich dong va phan
tich tinh. V&i su phét trién cua ma doc trén cac thiét bi 10T, can lya chon phuong phap
trich xuat, thu thap dic trung phi hop phuc vu xay dung cac md hinh phat hién ma doc
loT hiéu qua trong thuc té. Viéc xay dung cac giai phap str dung ca mé hinh phét hién
ma doc 10T dua trén dac trung dong va mo hinh phat hién dua trén dac trung tinh sé gop
phan nang cao kha nang phat hién cac ma doc méi, ma doc sir dung cac k§ thuat lan
tranh va ma doc c6 nhiéu hanh vi doc hai phuc tap hién nay. Bén canh do, cac mé hinh
phét hién sir dung két hop ca dic trung dong va dic trung tinh s& cung cap théng tin
phong phu va ddy di hon vé hanh vi ciia ma doc, gilp cai thién d6 chinh xac. Tuy nhién,
viéc sir dung ca hai loai dic trung dé xay dung mot mé hinh doi hoi nhiéu ky thuat két
hop phuc tap va nhiéu tai nguyén tinh toan hon so vai viéc sir dung mot loai dic trung
duy nhat [129].

Pé dat duoc muc tiéu nghién ctu, luan &n tiép can xay dung cac mo hinh phat hién
mi doc 10T st dung dic trung biéu dién dang chudi thu thap dya trén phwong phap phan
tich dong hoac phan tich tinh tap tin thyc thi. Cac dic trung biéu dién dang chudi ton tai
2 xu huéng tiép can chinh géom:

- Coi cdc dic trung trong chudi 1a nhiing diz liéu cé thugc tinh roi rac, khong lién
quan dén nhau: Céc dir liéu nay duoc sinh ra tir nhitng phan phéi doc lap va khdng giéng
nhau. Cac nha nghién ctru da ap dung cac phuong phap xir ly dir liéu c¢6 dac trung roi
rac dé trich xuat dic trung phuc vu qua trinh phan 16p. Viéc phan 16p mot dit liéu méi
phu thudc vao céach kiém tra cac gia tri thuoc tinh roi rac cuia mau nay cé thudc tap gia
tri caa thuoc tinh roi rac 16p twong trng hay khong. Do tap hop cé tinh hoan vi nén tinh
chat the tu cua cac gia tri thudc tinh s& bi loai bo trong qué trinh xt ly dir liéu. Sy loai
bo nay c6 thé dan dén giam do chinh xéac ciia md hinh phat hién mac d c6 thé sir dung
it tai nguyén tinh toan.
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- Coi cdc ddic trung trong chudi 1a nhieng diz liéu 6 thugc tinh tuan tu, 6 thir te
trieéc sau va moi lién hé lan nhau: Viéc nay gidng nhu cac “tir” trong mot doan vin
duogc viét theo mot trat tu nhat dinh. Néu cac tir trong doan vin d6 bi hoan vi ngau nhién
ma khong anh huong dén tan suat xuat hién trong doan vin thi viéc nam bat y nghia cta
né s& rat kho khin. Can co cach thic xu Iy dit liéu dé khdng 1am mat di dic trung tuan
tu. Céach xuar ly phd bién 1a ding k§ thuat word embedding dé bién dbi cac “tir” thanh
vecto s& dic trung cho y nghia ciia “tir” trong ngit canh. Ky thuat dam bao cac “tir”
tuong ty nhau s& cd gia tri vecto gan giéng nhau. Ddi véi cach tiép can nay, ky thuat
word2vec dya trén mot mang no-ron 2 16p don gian va duoc st dung pho bién véi hai
cach gébm: Sur dung ngit canh dé du doan muc tiéu (Continuos Bag of Words — CBOW)
va stir dung mot tir dé du doan ngir canh muc tiéu (Skip-gram). Tuy nhién, word2vec c6
mét s6 nhuoc diém nhu khong c6 kha ning nhan dién dugc nhitng “tir” khong c6 trong
tap di liéu huan luyén, mang no-ron c6 kich thudc 16n, tang thoi gian tinh toan néu thuc
hién cac thuat toan Gradient Descent tim cuc tri,...

Vi vay, luan &n lya chon cach tiép can trich chon va xir ly di liéu dic trung dong
va ddc trung tinh biéu dién dudi dang chudi nhu nhitng dit liéu c¢é thudc tinh tuan tu
nham han ché mét mét dic trung quan trong vé tinh tuan tw. Bén canh do, st dung cac
ky thuat trich chon dic trung va tién xir Iy dit liéu 1a cac budc quan trong dé loai bo
nhiéu va chuan bi dit liéu cho viéc huan luyén md hinh hoc may. Cac k§ thuat trich chon
dac trung va tién xu Iy dix liéu nhu xu Iy dic trung, lya chon dic trung quan trong, dic
trung c¢6 mire do dai dién cao, chuan hoa dix liéu, loai bo cac gia tri bi khuyét va loai bo
nhiu c6 thé gilp cai thién hiéu qua caa md hinh phat hién ma doc 10T dya trén hoc
may. Viéc lua chon céc k§ thuat trich xuat dic trung va tién xir ly phu hop gitp giam
chi phi tinh toan va tang d6 chinh x&c cua mé hinh phat hién ma doc loT.

¢ Luwa chon thugt todn hoc may hiéu qud trong phét hi¢n ma déc 10T

MJi thuat toan hoc may, mang hoc sau déu cd kha ning ap dung hiéu qua trong
xay dyng mo hinh phat hién doc 1oT. Cac thuat toan hoc siu nhu mang no-ron c6 thé
gilp giai quyét cac bai toan phirc tap hon so vai cac mé hinh hoc may khdng sau truyén
thng. D4i véi bai toan phat hién ma doc 10T, mot s mang hoc sau c6 thé duoc sir dung
dé phan loai cac mau doc hai véi do chinh xac cao. Tuy nhién, cac md hinh nay c6 phuc
tap tinh toan 16n, thoi gian huan luyén va phat hién nhiéu, kho trién khai trong thuc té
cho c4c ung dung phét hién ma doc 10T theo thoi gian thuc va céc thiét bi 10T han ché
tai nguyén. Do d6, viéc lya chon thuat toan hoc may khong sau truyén théng hay mang
hoc sau can duoc nghién ciu pha hop véi loai dic trung stir dung va muc dich bai toan
phat hién ma doc 10T cu thé.

Trong xay dng mé hinh phat hién ma déc 10T dua trén cac thudt toan hoc may
khong sau siz dung dédc trung dang chudi cia tap tin thec thi, cac thuat toan hoc may
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thudng dugc sir dung va chang minh hiéu qua trong cac nghién ctu bao gém: Support
Vecto Machines, Naive Bayes, Random Forest, Decision Tree,...

- Support Vecto Machines (SVM) la 1a mot thuat toan hoc may st dung dé phan
loai dit liéu bang cach tim siéu phang (hyperplane) tét nhat phan chia cac diém dit liéu
cua céac 1op khac nhau. SVM s& tim ra mot khoang cach (margin) sao cho n6 tdi da hoa
khoang cach tir cac diém dir liéu gan nhat thuoc mdi 16p dén siéu phang.

- Decision Tree (DT) la mot cay phan cap c6 ciu trac duogc sir dung dé phan loai cac
d6i twong dua trén mot loat cac quy tic. Cac thudc tinh ctua dbi trong (ngoai trir cac thudc
tinh phan loai) c6 thé thudc cac kiéu dit liéu khac nhau bao gém céc gia tri nhi phan, danh
nghia, thtr ty, dinh luwong, trong khi thudc tinh phan loai phai c6 kiéu dit liéu 1a nhi phan
hoic thir ty. Cho trudc dit liéu vé cac dbi twong bao gébm céc thudc tinh va céc 16p cua
chiing, cay quyét dinh sé tao ra cac quy tic dé du doan 16p cua dit liéu chua nhin thay.

- Random Forest (RF) 1a mét loai trong nhom thuat toan cay quyét dinh. Thuat toan
dua trén nguyén Iy tao ra nhiéu cay quyét dinh va két hop két qua cua ching dé dua ra
du doan cudi cing. RF coi mdi cay quyét dinh 1a mot ¢t tri doc 1ap (giong nhu mot cudc
bau cir thuc su). Két thiic cudc bau chon, cau tra 10 c6 nhiéu phiéu bau nhat tir cay quyét
dinh s€ duogc chon.

- Naive Bayes (NB) la mot thuat toan dya trén dinh Iy Bayes cua ly thuyét xac suat
dé dua ra phan doan ciing nhu phén loai dit lidu dya trén dir liéu quan sat va thong ke.

MJdi thuat toan déu c6 nhirng uu va nhuoc diém khi ap dung dbi voi tap di liu
khac nhau. Viéc so sanh wu va nhuoc diém cua cac thuat todn dua trén cac tiéu chi hiéu
suat, hiéu qua, do phuc tap va kha niang ap dung duoc thé hién trong Bang 1.13.

Bang 1.12. Uu va nhwoc diém mét sé thudt todn hoc may truyén thong.

SVM NB RF DT

- Higu suat tot trong | - Hoat dong tot | - Hiéu suat tot trong

A i | g A | - CO thé xir Iy
khong gian cO0 so | voi cac tap dir | viéc xa ly dir liéu i dit "éﬁ
chiéu cao. liéu nho va coé | Ion, nhiéu dic trung. IS

- s i s % . o dang so, dir
- Hi¢éu qua khi co6 | nhicu. - Giam overfitting | .. ° .. X

R e A A . N . \ liéu roi rac va

Uu | mot ranh giGi phan | - Dy phic tap | bang cach st dung ¢6 kha ning
diém | loai rd rang. thap, khong yéu | cac cay quyét dinh | =, o o e
. g 1ap ng yeu y quyet di xir ly di lieu

- Str dung mot phép | cau  nhiéu  tai | ngau nhién va bo
do margin dé t6i wu | nguy@n tinh toan. | phiéu va c6 thé xac
hoa do phuc tap cta | - Pon gian va dé | dinh do quan trong
md hinh. trién khai. Cla céac dic trung.

c6 nhiéu.
- Dé hiéu va
dien giai.

- Can tinh chinh | - Gia dinh vé sy | - Thoi gian huan |- D&  bi
siéu tham sb dé dat | doc lap gitra céc | luyén co thé ting | overfitting, dic
hiéu suat tot. dic trung cd thé | nhanh véi dir lidu | biet khi cay
- Thoi gian huan | khéng phd hop | 16n va s6 luong cay | quyét dinh qua
luyén c6 thé tang | Véi thuc té. lon. sau va phic tap.
nhanh khi dit lieulén. | - Két qua dy | - Kho hiéu va kho | - Kha nang
- Kho p dung truc | doan  c6  thé | dién giai. tong quat hoa

Nhugc
diém




44

tiep véi dir lieu | khdng chinh xac khong tét khi
khong tuyen tinh va | khi ap dung voi ap dung cho
¢ nhiéu nhiéu. dir liéu phuc tap. dir liéu méi.

Hiéu suat va uu, nhuoc diém ctia mdi thuat toan hoc may c6 thé thay doi tuy thudc
vao loai di liéu cu thé va viéc cau hinh siéu tham sé. Vi vdy, trong qua trinh xay dung
cac mo hinh phat hién ma doc 10T dua trén cac thuat toan hoc may khéng sau, luan an
nghién ctru d& xuat cac thuat todn hoc may truyén théng phi hop véi dic trung da trich
chon va lra chon céc siéu tham sé phu hop déi véi mdi thuat toan hoc may dé dat duoc
hiéu qua tt nhat.

Trong xay dwng md hinh phat hién ma déc 10T dua trén cac mang hoc sdu dé du
dodn chudi ddic trung dang cua tdp tin thec thi, cAc mang no-ron nhu RNN c¢6 thé duoc
xem xét va lra chon. Mang no-ron RNN duoc thiét ké dé xu ly dix liéu c6 cau tric dang
chudi va cho phép ghi nhé thong tin tir cac bude trude dé trong chudi dé dy doan phan
tir tiép theo. Co ché chinh cia RNN 1a mang no-ron dé quy, trong d6 thong tin tir mdi
budce dugc truyén tiép vé sau thong qua chudi cac don vi no-ron. Trong dy doan tir trong
chudi, mang no-ron RNN s& xtr Iy mot chudi cac tir hozc Ky tu dé tir d6 du doan tur tiép
theo trong chudi. Tuy nhién, mang no-ron RNN gap han ché khi xu Iy chudi dai hoic
gap van dé bién mat dao ham (gradient vanishing). Mang hoc sau Long Short Term
Memory la mot md hinh hoc sdu RNN duoc gidi thiéu vao nam 1997 badi Hochreiter va
Schmidhuber dé xir Iy van d& bién mat dao ham trong mang RNN c6 dién. Mang no-ron
LSTM duoc sir dung trong nhiéu tng dung bao gdm xir Iy ngdn ngix tw nhién, dich may,
nhan dang giong noi, nhan dang hinh anh,... Ca&c mang no-ron LSTM dugc danh gia la
c6 kha ning hoc va ghi nhé thng tin dai han tot hon so vi mé hinh RNN ¢6 dién.

M6t mang no-ron LSTM chira mét tap cac cong (gate). Mdi 6 nha (cell) trong LSTM
c6 mét cau tric bo nhd dai han trong cau tric cua mot trang thai cell duoc cap nhat vao, ra.
Mot cong quén duoc xem xét ¢ trang théi an va dau vao mai. N6 s& quyét dinh thdng tin
nao co thé bi 1ang quén maot cach an toan. Sau do, céng dau vao xac dinh thdng tin tir dau
Va0 méi duogc dua vao trang thai cell can nhé. Cudi ciing, cong dau ra lay théng tin tir dau
V&0, trang thai cell va trang thai an dé tao ra dau ra cho budc hién tai. Chia khda ciia mang
no-ron LSTM Ia trang théi 6 nho. Trang théi 6 nha chay thang xudng toan bo chudi va chi
c6 mot so trao ddi tuyén tinh khong dang ké. Do d6, thong tin chi chay doc theo né ma
khong thay d6i. Thong tin vé trang thai 6 nhé c6 thé duoc thém vao hoic loai bo bai cac
cau trac duoc goi la cdng. Cac cong duoc tao thanh tir mot 16p mang no-ron sigmoid va
phép toan nhan theo sb diém, day 1a cac cach tiiy chon dé thong tin di qua. Loép mang no-
ron sigmoid tra vé cac sb trong khoang [0,1], biéu thi s6 lwong mdi phan ti s& duoc cho
qua. Gi4 tri bang 0 c6 nghia 1a “khong dé gi di qua”, gia tri bang 1 c6 nghia 13 “dé moi
thir di qua”. Ba trong sb cac cong nay duoc tao ra dé bao vé va quan ly trang thai 6 [106].
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Trong mé hinh ngén ngi ty nhién, mang no-ron LSTM ¢6 thé duoc sir dung dé du
doan tir tiép theo trong mot cau. Vi vay, luan an lya chon phuong phép tiép can sir dung
mang no-ron LSTM dé xay dung cac mé hinh dir doan cac chudi dic trung trich xuét tir
cac tap tin thuec thi, tir 46 xay dung cac bo phan 16p tap tin véi cac nhan tuong ung.

Mt khac, d& nang cao d6 chinh xéac tir cac mang hoc sau, phuong phap Bagging
(Bootstrap Aggregating) di duoc dé xuat sir dung trong xay dung mé hinh phét hién ma
doc 10T dya trén du doan chudi dic trung trich xudt tir tap tin thuc thi. Bagging 1a mot ky
thuat két hop cac mé hinh du doan yéu thanh mét mé hinh du doan manh hon dé cai thién
hiéu suit ctia mé hinh. Céc budc chinh cua Bagging bao gom:

- Tao ra cac tap con cua dir liéu: Bagging st dung k¥ thuat Bootstrap dé tao ra cac
tap con ngau nhién.

- Huan luyén nhiéu mé hinh: Mot sb lwong N md hinh dy doan dwgc huan luyén
trén cac tap di liéu con, méi tp con dugc tao ra tir qué trinh Bootstrap.

- Két hop du doan: Két qua du doan cudi cing duoc tinh todn bang cach két hop
du doan tir tit ca cac mo hinh con. Thong thudng, két qua cudi cuing co thé 1a gia tri
trung binh ddi véi bai toan hoi quy hoic 1a két qua du doan duoc binh chon nhiéu nhat
dbi véi bai toan phan loai.

Do phuc tap o thé ting 1én néu sir dung nhiéu mang hoc sau khac nhau khi huan
luyén N mé hinh du doan. Vi vay, can can nhic, danh gia hiéu qua vé do chinh xac va
lya chon cac md hinh du doan phu hop véi cac yéu cau bai toan.

% Tang cwong dir ligu trong hudn luyén md hinh phat hién ma déc 10T

Tap dix liéu huan luyén 1a mot yéu té rat quan trong doi voi viéc huan luyén mo
hinh hoc may. Tap dit liéu huan luyén c6 thé gitp mé hinh hoc may hiéu duoc cac mau
va dac trung trong dit liéu, tir do cai thién kha nang du doan trén cac dir liéu mai. Tuy
nhién, khi tap dit liéu huin luyén khong du 16n hoic dai dién cho du cac truong hop co
thé xay ra trong thuc t&, méd hinh hoc may c6 thé khéng hoi tu dung cach (khong dat
dugc mot trang thai tdi wu hodc mong muén) hoic bi “overfitting” (m6 hinh ¢6 hiéu suat
rat cao trén dit liéu huan luyén nhung lai kém hiéu qua khi ap dung vao dir liéu kiém tra
hodc dit liéu thyc té). Khi tap dit liéu qua nho, mo hinh khong co du thong tin dé hoc
mét cach tong quat va chinh xac. Mé hinh c6 thé khdng hoc duoc cac dic diém quan
trong va phd quat caa dit liéu, dan dén viéc hoi tu tai mot diém khdng phai 12 tbi wu.
Trong phét hién ma doc 10T, sy han ché trong thu thap cac mau tap tin thuc thi, s6 luong
cac mau c6 sy chénh léch 16n giita cac tap da duoc gan nhan co thé anh huong lén dén
két qua du doan ctia md hinh.

Vi du 1.1: V6i mot bai toan phan 16p ma doc cho tap dir liéu gom 10.000 mau c6
nhan la A va 500 mau c6 nhan 1a B, néu dix liéu duoc chia thanh tap dir liéu huan luyén
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va kiém tra theo ti I¢ 80/20 thi tap danh gi4 trén tap dir liéu d6 gdm 2.000 mau nhin A
va 100 mau nhan B. Gia st md hinh dy doan tat ca nhan déu 1a A, thi gi tri do chinh
xac Accuracy la 2.000/2.100 (khoang trén 95%). Vi vay, md hinh phat hién khéng phéan
I6p chinh x&c tat ca cac tap tin nhan B nhung lai cho két qua gia tri accuracy rat cao.
Néu str dung mé hinh nay trong thuc té thi mé hinh s& dy doan khong chinh xac trén
nhom dit liéu co it mau vi da phan két qua du doan thuong sé thién vé mot nhom dix lidu
c6 nhiéu mau.

Pé giam thiéu mat can bang dit liéu, viéc ting cudng tap dit liéu tap tin thuc thi 13
rat can thiét, tuy nhién qua trinh thu thap, 1dy mau dix liéu va gan nhan cac tap tin thuc thi
trén moi truong 10T 14 cong viée dit ra nhiéu thach thirc. Dac biét 1a thu thap cac mau tap
tin cua céac bién thé ma doc trén thiét bi loT méi. Trong trudng hop khong thé thu thap
thém dir liéu tir thuc té, thi mot s6 phuong phép ting cuong dit liéu phuc vu xay dung md
hinh phét hién ma doc 10T bao gom:

- Tgo ra cac phién ban khac nhau cua dir liéu: La phuong phéap tao ra cac phién
ban khac nhau cua dit liéu st dung céc ky thuat bién do6i dit lieu. D6i véi dix liéu hinh
anh, cac phép bién doi nhu 1at, xoay va co gidn c6 thé gilp tao thém dit liéu tir dit liéu
gdc. Bdi véi dit lidu van ban, cac phép chuyén doi tir, chudi trong van ban c6 thé duoc
xem xét dé mad rong dit liéu. Ddi véi dir lieu dang chudi co thé sir dung cac phép bién
ddi, chén nhidu hoic x4o tron chudi dé tao ra dix liéu méi tir chudi ban dau.

- Sur dung cdc phwong phap sinh dit liéu moi hoac tgo dir liéu gia: St dung cac
thuat toan tao dix liéu tong hop hodc mé phong dé sinh ra dit liéu mai tir dix liéu hién c6
nhu GANs (Generative Adversarial Networks) va VAE (Variational Autoencoders)
[24].

Cac phuong phap néu trén c6 thé tao ra dix liéu méi va gidp mé hinh huan luyén
hoc duoc cac khudén mau khac nhau caa di liéu. Tuy nhién cac phuong phap nay c6 thé
tao ra cac dix liéu méi giéng véi dix liéu gbc, vi vay viéc hoc cac tri thac mai s& khdng
dem lai hiéu qua cao, dac biét trong phéat hién ma doc zero-day trén nén tang méi. Bé
khic phuc nhuoc diém trén, luan an lya chon phuong phap xtr 1y dir liéu phuc vu ting
cudng dix liéu huan luyén théng qua chuyén doi dit liéu tir cac nguon khac nhau nhu dit
liéu truyén théng, cac tap dix liéu da chuan hoa va co nhiéu tri thirc dé tao ra cac dix liéu
trén thiét bi 10T mai. Viéc két hop dit liéu da c6 va dit liéu chuyén doi s& c6 thé gitip mo
hinh hoc duoc nhiéu khuén miu trude d6 va tri thiic moi trong qua trinh huan luyén.

1.5. Két luan chwong 1

Trong chuong 1, luan an di trinh bay nhiing ndi dung co ban vé thiét bi loT vama
doc 10T véi cac xu hudng phét trién cua ma doc trén céc thiét bi 10T. Ludn an ciing da
danh gia, phan tich quy trinh phéan tich va cach thirc xy dyng mo hinh phat hién ma doc
0T dua trén hoc may sir dung dac trung cua tap tin thuc thi. Bén canh do, luan an phéan
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tich, danh gia mot s6 mo hinh phat hién ma doc 10T dya trén hoc may st dung dic trung
cua tap tin thyc thi hiéu qua. Tir do, cho thay viéc nghién ctiru cac mé hinh phéat hién ma
doc trén thiét bi 10T hiéu qua dua trén hoc may va dic trung cua tap tin thyc thi con
nhiéu han ché va can duoc cai tién. Vi vay, dé tai luan an tap trung vao nghién ciru nang
cao hiéu qua cho cac md hinh phat hién ma doc trén thiét bi 10T tai nguyén han ché dua
trén hoc may sir dung dac trung cua tap tin thuc thi thu thap thong qua phuong phap
phan tich dong va phan tich tinh.

Tir noi dung da phan tich, luan &n xac dinh céc huéng tiép can nang cao hiéu qua
caa mo hinh phat hién ma doc loT tap trung vao phuong phap thu thap, lya chon dac
trung, tang cuong tap dit liéu va sir dung phuong phap hoc may phu hop, hiéu qua véi
cac dac trung cua tap tin thuc thi thu thap thong qua phan tich dong va phan tich tinh.
Tir d6 dé xuat bai toan nghién cau cia luan an va giai quyét bai toan théng qua cac mo
hinh phét hién ma doc IoT don kién tric va da kién tric duoc trinh bay trong cac chuong

tiép theo cua luan an.
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CHUONG 2: XAY DUNG MO HINH PHAT HIEN MA PQC IOT PON KIEN
TRUC HIEU QUA SU DUNG PAC TRUNG PONG CUA TAP TIN THUC THI

2.1. Mé dau

Phwong phap phan tich dong dé thu thap dic trung cua tap tin thuc thi s& loai bo
duoc cac ky thuat gay réi, ma hoa ma ngudn nhu cac ki thuat “packed” va “obfuscated”
ma doc st dung. Tuy nhién, viéc xay dung, lua chon moi truong cho phép ma doc boc 16
hoan toan cac hanh vi va gidm sét va phan tich day du cac hanh vi 1a yéu cau quan trong
trong phan tich dong. Trong xay dung md hinh phat hién ma doc loT dua trén phan tich
dong, viéc thu thap, trich xuét dic trung 1 budc quan trong, anh huong 16n téi kha ning
g dung trong mdi trudng 10T han ché tai nguyén va do chinh xac cia mé hinh. Tap dic
trung phai duoc thu thap trong thoi gian tbi thiéu nhat va mo ta day du nhat vé chire ning,
muc dich cia tap tin ma doc. Trén co s¢ d0, cac phuong phép trich chon dic trung, tién
xir Iy phii hop voi méi trudong 10T can dugc ap dung dé xay dung md hinh phét hién ma
doc 10T hiéu qua dua trén hoc may.

Hién nay, cac dic trung dong cua tap tin thuc thi ¢ thé dugc thu thap thdng qua
viéc giam sat tap tin thuc thi trong cac méi truong khac nhau gom céc giai phap Honeypot
nhu hé thong 1oTPOT [90], cac giai phap xay dung moéi truong do hoa nhu Cuckoo
Sandbox [13], CWSandbox [18], Linon [62], REMnux [97], Detux [34], Lisa [30], F-
Sandbox [115], V-Sandbox [64]... Mdi giai phap thudong c6 wu, nhuoc diém khéac nhau,
Vi vay can lya chon dugc giai phap phi hop dé thu thap day da hanh vi phuc vu xay dung
cac mo hinh phéat hién ma doc 1oT hiéu qua. Dir liéu thu thap tir phan tich dong phuc vu
xay dung cac md hinh phat hién ma doc 10T dua trén hoc may chi yéu l1a ludng mang,
chudi 101 goi API, chudi loi goi hé thdng va tuong tac véi tai nguyén cua hé théng nhu
tuong tac tép tin, thu muc, thanh ghi CPU, RAM,.... Dbi v&i ma doc 10T, dic trung 1o
goi hé thong thu thap tir gidm sat tap tin thyuc thi da dem lai nhiéu hiéu qua trong xay
dung cac mé hinh phét hién dya trén hoc may nhu trong cac nghién ctru [79], [80], [84],
[94], [115], [123].... khi st dung két hop phuong phép trich chon dic trung nhu n-gram.
Tuy nhién, cac phuong phap chon dic trung n-gram chi xem xét tan suat xuat hién cua
cac dic trung trong chudi loi goi hé thong nén hiéu qua vé tai nguyén su dung va kha
nang phat hién bién thé ma doc mai con han ché.

Mt khac, phan 16n céc nghién ctiu vé phat hién ma doc trude day NCS da khao
sat dang tap trung vao cac thiét bi IoT nhu may tinh c& nhan (PC, laptop), dién thoai di
dong sir dung kién trdc Intel va ARM. Hién nay, cac nghién ctru can tap trung phat trién
cac mo hinh phét hién ma doc 10T trén cac kién triic vi xir ly khéc nhu MIPS [115]. Bén
canh d6, cic mo hinh da dé xuat chua xem xét hiéu qua cua mé hinh phat hién trong céc
truong hop c6 su mat can bang gitta cac tap dir liéu huan luyén. Pic biét, ddi vai cac
truong hop xay dung md hinh phat hién ma doc 10T cho cac thiét bi st dung hé diéu
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hanh nhang kho thu thap vé mau tap tin lanh va cac thiét bi sir dung nén tang kién trdc
Vi Xt ly méi.

Véi nhitng phan tich néu trén, chuong 2 dé xuat mo hinh phat hién ma doc loT
don kién tric sir dung dic trung chudi 1oi goi hé thdng duoc trich xuat thong qua phuong
phap phan tich dong tap tin thuc thi. Hién nay, c6 mét sé dinh nghia vé loi goi hé thdng
nhu sau: Theo Marko [75] “mdt 161 goi hé thong 1a mot co ché dé tng dung yéu cau mot
dich vy tir nhan cua hé diéu hanh bén duéi”. Lawrence Williams® dua ra dinh nghia “10i
goi hé théng cua mot hé diéu hanh 1a mét co ché cung cap giao dién gitra mot tién trinh
va hé diéu hanh d6”. Pay duoc coi la mot phuong phap dé mot chuong trinh may tinh
y&u cau mot dich vu tir nhan cua hé diéu hanh. Tir nhitng cach dinh nghia trén, luan &n
théng nhat xay dung khai niém loi goi hé théng trong IoT nhu sau:

Dinh nghia 2.1. Loi goi hé théng 1a mét co ché trong hé diéu hanh cho phép ing
dung twong tdac véi nhan hé diéu hanh dé yéu cau thuc hién cac tac vu hé thong nao dé
nhwr doc, ghi diz liéu, tao tién trinh, qudn Iy bg nhé, truy cdp cac tai nguyén phan cing,...

Khi mot ang dung yéu cau mot tac vu hé thdng, nd s& goi céc 10i goi hé thdng
tuong Gng voi tac vu d6. Hé diéu hanh sau d6 s& thuc hién cac tac vu va tra vé két qua
cho ang dung. Loi goi hé thdng cd thé dugc xem 1a mot cach dé cac tng dung tuong tac
vé6i hé théng nham thue hién cac chire ning can thiét.

Mot 101 goi hé théng gom c6 tén va cac tham s6 nhu hinh 2.1 duéi day:

execve (". /Sample/kyudib™, ["./5ample/kyudib™],
Ox7fadaacc /* 12 wars */) = 0
brk (NULL) = 0x&72000

mmap (NULL, 4036, PFROT_READ|PROT_WRITE, MAP_PRIVATE
MAP_ANONYMOUS, -1, 0) = O0xT779:4000

uname (sysname="Linux", nodename="debian-mips") = 0

access ("/etc/ld.so.nohwcap”, F_OK) = -1 ENOENT(No such file or directory)
access ("/etc/ld.so.prelead”, ROK) = -1 ENOENT (No such file or directory)
open (" /etc/ld.so.cache™, CO_RDONLY) = 3

fstated (3, st_mode=5_IFREG|0644, st_size=15133, ...) = 0

mmap (HULL, 15133, PROT_READ, MAP_PRIVATE, 3, 0) = 0x779p0000

closa (3)

Hinh 2.1. Nhdt ky chudi loi goi hé thong bt dau ciia mét ma dgc 10T,

Théng thuong, dé giam do phic tap trong xay dung cac phuong phap va mo
hinh phat hién ma doc, cac nha nghién ciru chi xem xét mic tén cua loi goi hé thdng
nhu execve, brk, nmap,... dé xay dung cac dic trung phuc vu huan luyén cac mo
hinh hoc may.

% https://www.guru99.com/system-call-operating-system.html
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Chuong trinh doc hai va chuong trinh lanh tinh ¢ cac hanh vi twong tac hé thong
khac nhau nhu chuong trinh doc hai yéu cau nhiéu két ndi mang hoac truy cap céc tai
nguyén “nhay cam” thuong xuyén hon. Mdi 1oi goi hé thdng riéng 1é khong thé mo ta
hanh vi cia mot chuong trinh. Do d6, mét s6 1oi goi hé théng theo trinh ty can dugc
xem xét dé xac dinh hanh vi mac ma (code-level) ciia chuwong trinh. Nam bét dugc su
phu thudc giira cac 101 goi hé théng trong mot chudi 161 goi hé thdng c6 thé phuc vu viéc
phan loai hanh vi binh thuong va hanh vi doc hai cua mét chuong trinh.

Dinh nghia 2.2. Chudi loi goi hé thang 1a mét tdp céc loi goi hé thong lién tiép va
c6 thir tr d@é thuc hién mét tac vu hé thong nhdr dinh.

Trong mot chudi 16 goi hé thdng, cac 11 goi hé thong duoc sap xép theo thir ty dé
thuc hién mot tac vu. Mot 11 goi hé thdng duoc sir dung nhu 1a dau vao cho 16i goi hé
thdng tiép theo trong mot chudi 101 goi hé théng. Vi du, trén hé diéu hanh Windows, viéc
doc dit liéu tir mot tap tin trén 6 dia cing, mot tng dung s& goi lan lugt cac 161 goi hé
thdng gom open(),Iseek(), read(), close() theo mot thir tw nhat dinh dé thyc hién tac vy do.

Han ché chinh cua cac nghién ctru phat hién ma doc 10T sir dung chudi 1oi goi hé
théng da duoc NCS khao sét bao gom:

Thet nhdt, cac nghién ctiu sir dung dic trung chudi loi goi hé thdng phan Ién chi
Xem xét tan suat xuat hién cua cac loi goi ham ma chua khai thac hét dic trung tuan tu
va mdi lién hé giira cac 101 goi trong chudi 161 goi hé thdng thu thap tir mot tap tin. Cac
md hinh phat hién ma doc IoT c6 d6 chinh xac cao dang st dung nhiéu loai dic trung
dong can thu thap hoac d6 dai chudi 16i goi hé théng can thu thap phai da 16n dé huan
luyén. Cac phuong phap trich chon dic trung chudi 10i goi hé théng nham han ché sé
luong 101 goi hé thong can thu thap nhu nén (compressing) va giam dic trung khong thé
loai bo hoan toan cac dic trung gdy nhiéu va gay mat théng tin quan trong lam anh
huong dén hiéu qua caa md hinh phat hién ma doc 1oT.

Thez hai, cac nghién ctru nang cao do chinh xac cho mo hinh phat hién ma doc loT
dwa trén hoc may sir dung d6 thi chudi 1o goi hé méi chi xem xét méi lién hé han ché
giita cac dic trung 10i goi hé thong va co nhuoc diém lién qua dén s chiéu, do phuc tap
ctia md hinh va su phu thudc vao kién tric vi xir Iy hoic hé diéu hanh.

Ther ba, cac phuong phap Ensemble [105], Bagging [83] da duoc cac nghién cau su
dung dé nang cao do chinh xac cho md hinh phét hién. Tuy nhién, viéc s dung két hop
nhiéu thuat toan hoc may, mang hoc sau khac nhau c6 thé 1am ting d6 phuc tap, thoi gian
tinh toén, phat hién. Viéc str dung két hop ciing mét thuat toan hoac kién tric mang hoc sau
cho cac nhan dir liéu chua dugc xem xét, danh gia tinh hiéu qua trong cac bai toan phéat hién
ma doc ToT. Chua cé nghién citu sir dung cac phuong phéap nay dé cai thien manh mé hiéu
suat caa mé hinh du doan, dac biét 1a khi sir dung trong cac bai todn phét hién nhanh ma
doc véi dit lieu 16n va khdng can bang gitra cac nhan huan luyén.
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Thir tur, theo khao sat cua luan &n, cac nghién ciru phat hién ma doc IoT dang tap
trung nhiéu trén cac thiét bi sir dung nén tang hé diéu hanh Android hozc kién trdc vi xir
ly phd bién trude day nhu Intel, ARM. Chua c6 nhiéu nghién ciu tap trung xay dung
md hinh phat hién ma doc cho céc kién trac vi xu Iy cua thiét bi 10T tai nguyén han ché
phd bién khac trong cac hé thong mang hién nay nhu bd dinh tuyén, bo chuyén mach,
diém truy cap mang khong day va camera IP. Kha ning tng dung cac md hinh phét hién
mi doc sir dung 151 goi hé thdng trong hé théng 10T con han ché con do thoi gian thu
thap va do dai chudi 11 goi hé thdng I6n.

Bén canh d6, voi su phét trién ciia cAc mang hoc sau, viéc st dung mang hoc sau
LSTM da ching minh duoc hiéu qua trong huan luyén cac mé hinh dyu doan tir trong
mét chudi va viéc st dung phuong phap Bagging ddi véi ting tap dir liéu khac nhau dé
khai thac cac dic trung tir cac tap dit liéu c6 thé dem lai nhiéu hiéu qua mai trong xay
dung m6 hinh phat hién ma doc. Do véy, hudng tiép can sir dung phuong phap Bagging
véi cac mang hoc sau sir dung dic trung chudi loi goi hé thong thu thap tir phan tich
dong tap tin c6 thé dem lai hiéu qua trong xay dung cac mé hinh phét hién ma doc ndi
chung va ma doc 1oT nai riéng.

Luan &n tap trung nghién ciru dé xuat moét md hinh phat hién ma doc 10T don kién
trdc hiéu qua sir dung phuwong phap Bagging dira trén mot kién tric mang no-ron LSTM
d6i vai tirng tap dir lieu chudi 16i goi hé théng trich xuat tir phan tich dong tap tin thuc
thi. Viéc st dung cac md hinh huan luyén tir mot kién tric mang LSTM trén céc tap dir
liu khac nhau da gan nhén c6 thé gilp tang kha nang tim hiéu va xu ly dit liéu d6i voi
ting tap chudi 11 goi hé thdng. Viéc huan luyeén trén ting tap dir liéu ciing gop phan
nang cao hiéu qua cho mo hinh phat hién trong truong hop ¢d sy chénh Iéch 16n hoac
han ché vé sé lwong cua cac tap dit liéu duoc gan nhan. Dic biét, trong viéc thu thap cac
tap dix liéu trén thiét bi 10T, cac nghién ciu [64],[114] da cho thay viéc thu thap cac tap
tin ELF lanh tinh c6 day du diéu kién dé c6 thé thyc thi trén méi truong phan tich dong
gap nhiéu kho khan. C4c nghién ciru trén gap han ché vé sb lugng tap tin ELF lanh tinh
c6 day du thu vién caa ngdn ngir 1ap trinh dé thuc thi doc Iap trén thiét bi hoic tuong
thich véi cac hé diéu hanh nhing. Vi vay, viéc chi 4p dung cac mé hinh hoc may, mang
hoc sau theo céch tiép can don nhat s& c6 thé khong hiéu qua cao trong phat hién ma
doc 10T khi ¢ sy mat can bang dir liéu huan luyén.

Thong thudng, cac ma doc hai thuong lay nhiém (chén) vao tap tin lanh tinh nhu
virus, trojan, backdoor,... Khi thuc thi tap tin ma doc, cac chirc nang cua chwong trinh
binh thuong gdc bi 18y nhiém ma doc van hoat dong, do dé, nhiéu 10i goi hé thong cua
chuong trinh binh thudng géc van nam trong chudi loi goi hé thdng. Do d6, can thu thap
duogc day du cac loi goi hé théng cua tap tin va sir dung phuong phép xay dung bo phan
I6p chudi ma thuc thi phii hop. D3 c6 cadc md hinh phat hién ma doc dua trén dic trung



52

161 goi hé théng sir dung mot mang no-ron dé phan 16p nhu nghién ctru caa Mathew va
cong su [98], Maniath va cong su [100], Yingying Liu va cong su [121], tuy nhién cac
md hinh nay dua trén viéc huan luyén md hinh phan 16p sir dung mang no-ron LSTM
dé hoc va phan biét cac biéu dién 15i goi hé théng cua tap tin lanh tinh va tap tin doc. Vi
vy, dé hoc va phan biét duoc cac chudi loi goi hé thong nay, mang no-ron LSTM
thuong can nhiéu dit liéu dé huan luyén, cac chudi 16i goi hé théng can du dai d¢é mo
hinh ¢ du thong tin dé phan 16p.

Véi dic trung 101 goi ham hé théng thu thap tir phan tich dong doan ma doc hai
va ma lanh tinh trén thiét bi 10T c6 sy khac nhau I6n va can phuong phap biéu dién
manh m& cho ting tap dit liéu, luan 4n hudng dén phuong phap huin luyén cac md hinh
hoc trén tirng nhan di liéu ma doc va lanh tinh. Viéc huan luyén cac md hinh hoc sau
trén tirng tap di liéu da gan nhin co thé giup mang hoc sau du doan chudi nhu LSTM
s€ hoc dugc nhanh va chinh xac hon cac dic trung riéng biét tir cac tap dir liéu nay va
c6 thé luya chon céc siéu tham s6 cho mdi md hinh phu hop véi dic diém va sé luong
cua ting tap dit liéu. Biéu nay giup giai quyét van dé chénh léch s luong giita cac nhan
huan luyén va xac dinh duoc do dai chudi 161 goi hé théng ngan nhat da dé c6 thé phan
biét dugc chudi 161 goi hé thdng tao ra tir tip tin ma doc va lanh tinh. Do d6, chuong 2
sé& trinh bay mé hinh phét hién ma doc IoT don kién trdc hiéu qua véi viéc thu thap chudi
loi goi hé théng ngan thu thap tir phan tich dong nhung van dam bao céc tiéu chi vé do
chinh xac caa mé hinh dya trén phuwong phap Bagging nhung sir dung cting mot kién
trdc mang no-ron LSTM dé huén luyén trén hai tap dit liéu da duoc gan nhian ma doc va
lanh tinh.

M@ hinh dé xudt trong chiong nay gidi quyét véin dé sau day:

-ChoM ={M,, M,, ..., M,;} voi M; la ma déc (i = 1,2,...,m). M-Model 1a mé hinh
dir dodn chudi 161 goi hé thang xay dung tir tap M.

-Cho B = {By, By, ..., Bx} véi B; la lanh tinh (j = 1,2,...,n). B-Model la md hinh
dir dodn chudi 161 goi hé théng xay dung tir tdp B.

- Cho St ={s;, s,, ..., 5.} la mét chudi loi goi hé théng thu thap ter tp tin ¢ dg dai
L, méi loi goi hé thong s, (¢ = 1,2,...,L) trong tap SF sé xdc dinh xac sudt xudt hién rwong
ing cua chudi loi goi hé theng St dai véi M-Model va B-Model lan Lot 12 Py —yroge1(SE)
Va Pg_poqe (S7)-

- Can tim gia tri kK = arg ming |Py—-moaer(SY) - Pr—moder(SH)| va dg chinh xac
duwoc dam bao khi so sanh vaéi cac mo hinh khac co lién quan.

2.2. Xay dwng md hinh phét hién ma doc loT dé xuét dwa trén chudi loi goi
hé thong

Qua trinh xay dung mé hinh phat hién ma doc 10T don kién trlc dua trén dic trung
chudi 1oi goi hé théng thu thap tir phuong phap phén tich dong tap tin thuc thi dé xuat
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gom 2 giai doan chinh: Huan luyén mé hinh dy doan chudi 10i goi hé théng va danh gia
két qua phan Iop ma doc dua trén hai mé hinh du doan chudi 10i goi hé théng da huan
luyén. Tong thé qué trinh xay dung md hinh phat hién ma doc IoT don kién trdc sir dung
dic trung dong cua tap tin thuc thi dé xuat duoc ma ta trong hinh 2.2.

iHUAN LUYEN MO HINH DY POAN CHUOI L&I GOI HE THONG

Huan luyén mé hinh Tao md

dur doan chudi lanh hinh dy !

! . o P >|  Mé hinh BM |

/ tinh diyra trén mang doan chudi :

Tap mau ELF Thu thap LSTM lanh tinh

huan luyén co chudiloi goi [—»| Tién xtr Iy
nhan (ma doc, hé& théng \

Huén luyén mé hinh Tao mé

dy doan chudi doc N hinh dy

hai dya trén mang doan chudi
LSTM doc hai

lanh tinh)

M& hinh MM

'DANH GIA KET QUA PHAN LOP MA BOC

Gia tri dai dién
BM.value

So sanh dé&
phan I&6p

Tap tin :
lanh tinh / |

Gia tri dai dién
MM.value

) )
P T Thu thap chudi A Tap chudi I goi ha théng
. Tap mau —> 5 1 Ne
: ELE Kiém 1&i goi hé théng Tien xwly dai dién cho cac tap tin
tra

Hinh 2.2. Kién tric tong quan qua trinh xay dung md hinh phat hign ma dgc 10T don
kien truc dwa trén chuoi loi goi hé thong thu thdp tir phdn tich dong dé xuat.
2.2.1. Thu thdp chuéi 11 gei hé thong
Chudi 161 goi hé théng co thé duoc thu thap va phan tich bang cac cong cu khac

nhau hoic thong qua mai truong sandbox. Mot sandbox cé thé phii hop ddi véi viéc thu
thap céac chudi 10i goi hé théng trén tirng nén tang hé diéu hanh va kién tric vi xu ly
khac nhau. Két qua so sénh mot sb sandbox phuc vu thu thap chudi loi goi hé thdng cua
tap tin thuc thi duoc thé hién trong Bang 2.1.

Bang 2.1. So sanh mét sé sandbox phuc vi thu thap chudi loi goi hé thong cua tdp tin

thyec thi.
i Pa kién | Twong | Chuong Mb Mo
A Hé trg hé | tracvi | tacvéi | trinh md . phéng
Tén sandbox AL 1 A . phéng Ky K
dieu hanh | xirly | tép hé phéng/ NVRAM ket noi
thong 40 hod C&C
Windows, Vmware,
Cuckoo [13] Android, Co Co KVM, Khéng Khéng
Linux Virtual Box
REMnux [97] Ubuntu Khéng | Khong Vmware Khéng Khéng
Limon [62] Linux Khong Co Vmware Khong Khong
Padawan [91] Linux Co Co QEMU Khéng Khéng
LiSa [33] Linux Co Co QEMU Khéng Khéng
V'S%Z‘J]'box WIndoWS. | c6 | co | QEMU | Knong | C8
F-Sandbox Linux Co Co QEMU Co Co
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[115] | | | | | |

Tir két qua so sanh, hai giai phap V-Sandbox va F-Sandbox c6 kha ning phu hop
Vvéi cong viéc thu thap chudi 16i goi hé théng tir mot tap tin thyc thi trong méi truong
loT. Tuy nhién, véi kha ning mé phong NVRAM nhu thiét b that dé kich hoat cac hanh
vi cua tap tin va han ché sé lugng dit liéu thu thap khi chi thu thap mét loai hanh vi 1oi
goi hé thdng nham tiét kiém thoi gian xu 1y bao céo két qua thu thap thi luan &n lya chon
giai phap F-Sandbox dé thu thap chudi 11 goi hé théng cua céc tap tin thyuc thi trén moi
truong 1oT. F-Sandbox [115] str dung giai phap Kprobe dé thu thap céac 10i goi hé thdng
duoc tao ra tir chuong trinh dang chay va cac tién trinh con cua nd. INetSim duoc sir
dung dé mo phong cac dich vu mang va Internet gitp cac ma doc boc 16 cac hanh vi yéu
cau cd két ndi mang hoic may chi C&C.

Cau tric cua F-Sandbox gom 4 thanh phan chinh dugc thé hién trong hinh 2.3 gdm:
May 4o cai diat QEMU, bo diéu khién (Sandbox Controller), bo giam sat may ao (QEMU
Monitor), may chi mé phong dich vu Internet (INetSim Server).

- May 4o cai dat QEMU la mot may 4o trén nén tang phan mém QEMUS. May 4o
c6 kha ning mo6 phong va ao hod thiét bi mang hd tro mé phong 26 kién triic CPU khéc
nhau, dic biét cac kién tric vi xir ly trén cac thiét bi IoT nhu MIPS, ARM,... va hd trg
trén cac hé diéu hanh Windows, Linux. Bén canh d6, may 4o cai dat QEMU duoc NCS
tich hop cai dat thém dich vu SSH Server dé tuong tac véi bén ngoai thdng qua Sandbox
Controller.

- Sandbox Controller la thanh phan twong tac véi QEMU Monitor théng qua viéc
goi cac lénh hién thi cau hinh mang, khoi phuc cac ban anh (snapshot) da luu trix khi
khai tao. Sandbox Controller twong tac vai may ao cai dat thong qua thuc thi cac cau
lénh SSH dén may a0 va truyén tai, cap quyén, yéu cau thyc thi cac tap tin trong may ao
QEMU.

- QEMU Monitor I thanh phan thyc hién giam sat, quan 1y tuong tac tir Sandbox
Controller va May ao QEMU.

- INetSim Server la cdng cu gia lap cac dich vu cua mang Internet, chira céac kich
ban Perl dugc s dung dé md phong cac dich vu mang phd bién nhu DNS, HTTP,
HTTPS, FTP, TELNET, SSH,...

6 http://wiki.gemu.org



55
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Hinh 2.3. C4u tric cia F-Sandbox.

Dé tién hanh thu thap chudi 11 goi hé thdng tir cc tap tin thuc thi, mdi tap tin thuc
thi ELF duoc thyc thi trong moi truong F-Sandbox véi mét cau hinh déng nhét dé thu
thap céc tap tin nhat ky céac 1oi goi hé thdng cua tap tin. Sau d6, mot chudi 151 goi hé
thng duoc trich xuat dua trén tén cua cac 1oi goi hé thdng thu thap duogc. Pé c6 duoc
chudi 161 goi hé théng hoan chinh nhat, cac chudi 1oi goi hé thdng trén mdi kién tric vi
xur Iy dugc xay dung boi tat ca cac 101 goi hé thdng trén kién trac twong tng cd thé xuat
hién duoc luan &n tap hop tir cac ngudn khac nhau.

Viéc thu thap cac chudi 151 goi hé théng cua cac tap tin ELF duoc thuc hién voi
giai phap F-Sandbox trén ciing mét ciu hinh phan cing, ¢6 ciing mot moi truong mang
md phong va thuc thi trong ciing mot khoang thoi gian giéng nhau. Béi vai thu thap
chudi 10i goi hé théng, thoi gian thuc thi tap tin cang nhiéu thi sé lwong cac loi goi hé
théng thu duoc cang Ién. Theo nghién ctu caa Raymond Canzanese [96] viéc thu thap
loi goi hé théng phai thuc hién trong khoang thoi gian tdi thiéu 5 gidy hoic do dai toi
thiéu 12 1.500 ddi véi phét hién ma doc trén kién truc 1386 sir dung hé diéu hanh
Windows. Hansen [101] da tién hanh thu thap 1oi goi hé thong trén tap dir liéu st dung
hé diéu hanh Windows trong thoi gian 200 gidy. Tuy nhién, d6i voi tap dir liéu trén kién
tric IoT nhu MIPS két qua thu duoc lai ¢d su khac biét. Vi vay can xac dinh khoang
thoi gian thu thap phd hop va twong dong véi cac nghién ciru khac ¢o lién quan dé tién
hanh so sanh, danh gia hiéu qua caa md hinh phat hién dé xuat.

Pé thu thap 10i goi hé thdng ctia mét tap tin thyc thi, cac tap tin duoc dua vao
maot thu muc d3 duoc cau hinh trén may cha HOST, sau d6 khai chay F-sandbox dé
két ndi SSH dén may ao QEMU thdng qua giao thic SFTP trén Sandbox Controller
phuc vuy truyén tai tap tin vao may ao QEMU, cap quyén va thyc thi tap tin trong
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khoang thoi gian da cau hinh. Cac cong cu duoc tich hop trong may a0 QEMU nhu
Strace sé tién hanh thu thap céc 15i goi hé thdng va luu trir dudi dang tap tin nhat ky
theo chudi thoi gian. Mot tap tin thuc thi c6 thé tao nhiéu tién trinh va mét tién trinh
s& tao ra mot ban ghi nhat ky céc 10i goi hé théng. Bén canh do, néu trong qué trinh
thuc thi tap tin cd xuat hién cac yéu cau két ndi mang thi F-Sandbox s& dugc chuyén
hudng toi INetSim Server thong qua viéc cau hinh IPtable va DNS-poisoning nham
phan hoi yéu cau dé tap tin co thé tiép tuc thuc thi va boc 16 cac hanh vi khac.

Két qua cua quéa trinh thu thap ddi véi maot tap tin thuc thi 1a céc tap tin nhat ky
loi goi hé thdng twong (ng Vi cac tién trinh duoc tao ra khi thuc thi tap tin d6 trong
F-Sandbox. C4c tap tin nhat ky nay s& duoc tién xir Iy phuc vu qué trinh huan luyén
trong cac budc tiép theo.

2.2.2. Tién xa ly di¥ ligu

Dau tién, c4c tap tin nhat ky 10i goi hé théng duoc tao tir mot tap tin dwgc ghép
ndi lai véi nhau theo thir tu cac tién trinh con tao ra dé phuc vu xay dung mét chudi
loi goi hé théng dai dién cho tap tin thuc thi. Néu chudi loi goi hé théng c6 d6 dai qua
ngan so v4i mot chuong trinh thue thi binh thuong sé bi x6a bo khoi tap dit liéu chudi
161 goi hé thdng. Nhiing tap tin nay thuong 1a c&c tap tin bi 15i thuc thi hoac tap tin khong
thu thap duoc hanh vi trong méi tredng F-Sandbox do st dung cac ky thuat lan tranh.

Tiép theo, dé phuc vu huan luyén cac mé hinh dy doan chudi 15i goi hé thong
dua trén cac mang no-ron LSTM, hai bo dir liéu gom Mal-SysCallLog la cac chudi 10i
goi hé thong thu thap tir tat ca cac tap tin ELF c¢6 nhan ma doc va Beg-SysCallLog la
cac chudi 161 goi hé théng thu thap tir tat ca cac tap tin ELF cd nhan lanh tinh duoc
xay dung. Bi vai mbi tap Mal-SysCallLog va Beg-SysCallLog, mdi loi goi hé thong
trong chudi duoc xem xét nhur 1a mot tir trong ngdn ngir tu nhién. Mai chudi 1o goi hé
théng thu thap tir mot tap tin dugc coi nhu mot cau trong mot van ban. Vian ban duoc
tao ra bang viéc ghép ndi tat ca cac chudi loi goi hé thong thu thap tir tap tin c6 nhan
ma doc hoac lanh tinh twong ung.

Cubi cuing, qua trinh chuyén d6i cac chudi 1i goi hé thong thanh cac vecto dugc
thuc hién dé phuc vu xay dung cac md hinh du doan chudi trong budc tiép theo. Qua
trinh chuyén d6i cac chudi 16i goi hé théng thanh cac vecto phuc vu qué trinh huan luyén
cac md hinh du doan chudi 11 goi hé théng dugc mé ta trong thuat toan 2.1. Kich thudc
tir dién 1oi goi hé théng duoc xac dinh théng qua thu thap tat ca cac loi goi hé théng co
thé xuat hién cua nén tang kién tric twong tng. Luan an tién hanh xac dinh tir dién loi
goi hé théng tir cac nguodn da cong bd va thuc nghiém thu thap loi goi hé thong trén
lwgng I6n cac tap tin thyc thi cia nén tang kién trac twong ang. Vi dy, trén nén tang kién
tric MIPS, luan an xac dinh duoc tir dién 101 goi hé théng gdm 345 syscall. Viéc chuyén
d6i cac chudi 10i goi hé thong duoc tién hanh trén tirng tap dir lieu Mal-SysCallLog va
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Beg-SysCallLog.

Thugt toan 2.1. Tién xu ly chudi 10i goi hé thong.

DPau vao: Mgt chudi loi goi hé thang (syscall) véi ngudng do dai L
Pau ra: Hai vecto sau khi bién déi chudi loi goi hé thong
# khoi tao danh sach x vay
1:x <]
2:y <1l
3: Foriin [0, min (L, length(syscall))]
# Tach chudi syscall thanh cac chudi con ¢ dé dai tir 0 téi i
4: Slice_syscall « substring(systemcall,0,i)
~ #Thém dém la gia tri “0” thong qua padding vao dau chudi con vira tach
dé dam bao d¢ dai cac chuoi la L
5. x_padded « padding (slice_syscall, max_length=L)
_ #Mahoax_padded vay_padded thanh ma trdn one-hot encoding véi dg dai
bang kich thuoc tur dien loi goi hé thong trén Kién tric twong ung (vocab_size)
6: X_onehot « onehot (X_padded, num_class = vocab_size)
7: y_onehot « onehot (syscall[i], num_class = vocab_size)
# Thém dzr liéu x_onehot, y_onehot vao danh sach x va 'y
8:  x.append (x_onehot)
9:  vy.append (y_onehot)
10: Endfor
11: Return x, y

2.2.3. Hudn luygn mé hinh de dodn chuéi 161 goi hé théng dwa trén mang no-
ron LSTM

M6 hinh ngdn ngir théng ké da giai quyét duoc van dé du doan dit liéu chudi thoi
gian trong dit liéu tuan ty. Md hinh pho bién trong phét hién ma doc dwa trén n-gram da
cd thé giai quyét mot s6 bai toan xay dung md hinh phét hién ma doc da trén dic trung
biéu dién dang chudi. Tuy nhién n6 khdng thé du doan dugc dic trung néu chua ton tai
trong tap dic trung huan luyén. Khac véi phuong phép n-gram, mang no-ron LSTM sir
dung tat ca cac 10i goi hé thdng trudc do trong mot chudi 161 goi hé thdng dé du doan
loi goi hé thdng tiép theo. Nhiéu thdng tin ngir canh dugc chon tir cac chudi 1oi goi hé
théng hon so véi mot sé mé hinh hoc may khac nhu mé hinh hoc may str dung phuong
phap n-gram. Do d6, mot md hinh hoc may c6 thé duoc xay dung dya trén mang no-ron
LSTM dé du doan phan 16p caa chudi 16i goi hé thong. Tuy nhién, véi cac dic trung
riéng biét trong hanh vi khi thuc thi cac tap tin ma doc 10T va lanh tinh, viéc st dung
phuong phap bagging dbi vai tirng tap dit liéu da gan nhan s& c6 kha ning tim hiéu va
xtr ly dir liéu dic trung dang chudi trich xuat tir phan tich dong tap tin IoT da dang hon.
Bén canh do, viéc khai thac tot dic trung cta tirng tap dir liéu lanh tinh va ma doc théng
qua tirng mo hinh cho mdi tap dir liéu c6 thé han ché anh huong khi cac tap dir liéu co
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su mat can bang.

Vi vay, cac md hinh du doan chudi dugc tién hanh xay dyung dwa trén phuong phap
Bagging st dung mang hoc sau LSTM dbi véi tung tap dir liéu da duoc gan nhan. Mai
md hinh du doan chudi dugc huan luyén cung kién tric mang no-ron LSTM nhung st
dung cac tham s6 khac nhau dé khai thac ti da cac dic trung chudi 10i goi hé thdng cua
tung tap dir liéu. Trong pham vi bai toan phat hién ma doc caa luan an, hai mé hinh du
doan chudi 16i goi hé théng 1a md hinh lanh tinh B-Model (Benign Model) va mé hinh
doc hai M-Model (Malware Model) tir hai tap dit liéu da tién xir 1y twong ung 1a Beg-
SysCallLog va Mal-SysCallLog duoc huan luyén phuc vu phan hai 16p. Viéc si dung
hai mang LSTM gidp xay dung mé hinh phat hién c6 kha niang tim hiéu va xu ly dir liéu
da dang, c6 nhiéu thdng tin riéng biét do dic trung tht ty cac 1i goi hé théng trong
chudi trich xuat tir tap tin ma doc 10T va tap tin lanh tinh c6 nhiéu sy khac biét.

Cudi cuing, viéc phan loai chudi 161 goi hé thong dugc du doan dya trén két qua du
doan duogc binh chon gia tri dai dién tinh toan dua trén timg mé hinh da huan luyén.
Trong luan an, hai md hinh du doan chudi 1a co sé tién dé quan trong dé tinh toan gia
tri dai dién khi tinh toan xéc suat xay ra chudi trén tirtng mé hinh phuc vy phan 16p chudi
161 goi hé thdng chua xac dinh nhan véi do dai caa chudi 161 goi hé thdng can thu thap
t6i thiéu nhat.

Kién tric mang no-ron LSTM dugc luan &n sir dung dé xay dung cac mé hinh du
doan chudi bao gom ba Iop: Lép dau vao, 16p dau ra va Iép an. Lép dau vao 1a mot vecto
duogc biéu dién bang ma hoa one-hot. Lép dau ra 1a mot vecto ctia phan phéi Xac suat.
Mot 161 goi hé thong duoc coi 1a mot tir trong mé hinh ngdn ngir ty nhién. Chudi 10i goi
hé thong duogc coi 1a mot cau trong mé hinh ngdn ngir tu nhién. Trong xay dung md
hinh huan luyén dya trén mang no-ron LSTM, mdi loi goi hé théng tiép theo trong chudi
dugc du doan theo tat ca cac 10i goi hé thong trude do trong chudi. Cach thirc xay dung
kién trac khéi nha trong mang LSTM duoc thé hién nhu hinh 2.4.
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Hinh 2.4. Cach thirc xay dung kién trac khai nhé trong mang LSTM 7.

" https://www.researchgate.net/figure/Basic-representation-of-the-LSTM_figl 353163587
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Pé huan luyén hai mo hinh du doan chudi 151 goi hé théng cho ting tap di liéu 1an
luot 12 B-Model va M-Model, cac 10i goi hé thdng trong ting tap dugc ma hoa dudi
dang vecto dé dua vao mang no-ron LSTM. Cac mé hinh duoc huan luyén dua trén kién
trdc mang LSTM co ban vai cac budc sau day:

Buéc 1: LSTM s& quyét dinh xem thdng tin nao s& cho phép di qua 6 trang thai va
n6 duoc kiém soat boi ham sigmoid trong 16p cong quén. Pau tién, n6 nhan dau vao la
hai gia tri va tra vé mot gia tri trong khoang [0,1]. Néu gid tri bang 0 thé hién rang “bo
qua toan bo thong tin” va bang 1 thé hién 1a “giir lai toan b thong tin”. Biéu nay gidng
nhu trong ngdn ngit tw nhién, chung ta dang cb gang du béo tir tiép theo dwa vao toan
bo nhitng tir trude do, 6 trang théai c6 thé bao gom loai cua chi ngit hién tai dé sir dung
cho dai tir & cac cau tiép theo. Tuy nhién, cha ngit khdng cé dinh va khi c6 chi ngit méi
xuat hién thi ching ta can quén di chu ngir cii. Vi vay, 16p cong quén cho phép cap nhat
thong tin méi va luu trix gia tri ctia n6 khi c6 thay doi theo thoi gian.

Buéc 2: LSTM s& quyét dinh loai thong tin ndo s& duoc luu trit trong 6 trang thai.
Dau tién, mot 16p an caa ham sigmoid duoc goi 12 16p cong vao quyét dinh gia tri bao
nhiéu s& duoc cap nhat. Tiép theo, 16p an cua ham tanh s& tao ra mot vecto ciia mot gia
trj trang thai méi va c6 thé duoc thém vao 6 trang thai. Sau d6, mot cap nhat cho trang
thai duoc tao ra thong qua két qua két hop cua Iop cong vao va 16p an caa hanh tanh.

Sau do, trang thai cii s& duwoc nhan véi gid tri 16p cong quén twong @ng Véi viec
quén di nhitng thdng tin quyét dinh dugc phép quén. Phan tir dé ctr 1a mot gia tri méi
duoc st dung dé tinh toan twong tng Vai viéc bao nhiéu thong tin dwgc cap nhat vao
mai gid tri trang thai.

Buéc 3: LSTM quyét dinh tra vé két qua dau ra. Két qua dau ra sé dya trén 6 trang
thai. Pau tién, ching chay qua mot I6p sigmoid noi quyét dinh phan nao cia 6 trang thai sé
& dau ra. Sau do, 6 trang thai dugc dua qua ham tanh dé chuyén gia tri vé khoang [-1,1] va
nhan véi dau ra cia mot cong sigmoid, do d6 né chi tra vé phan ma ching ta quyét dinh.

Vi vay, théng qua xay dung kién trac khéi nhg, mé hinh c6 kha nang du doan va
tinh toan xac suat cua 10i goi hé thdng tiép theo trong maot chudi théng qua tat ca 1oi
goi hé théng trong chudi 1oi goi hé thdng trude d6. Mé hinh thu duoc mot vecto dau ra
c6 phan phéi xac suat Py, (xac suat cua su kién h; 1a dai dién cho 15 goi hé théng thi i
trong mot chudi loi goi hé théng s; (i = 2,3,..,L) tinh theo cong thic 2.8 dudi day:

Py, =p(sIS{7h) (2.8)

Trong @6, p(s;|Si~1) 1a xac suat co diéu kién caa s; (su kién i) trude toan b chudi céc
su kién trude d6 ST (tir su kién thir 1 dén sy kién thir i-1). Xac suat xuat hién 1oi goi
hé thdng hién tai h; phu thudc vao toan bo cac 101 goi hé thong trude do6 trong chudi.

Dé tinh xac suat cua ca chudi cac sy kién, chiing ta can tinh xac suat déng thoi cua
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tat ca cac su kién xay ra theo thi ty. Theo 1y thuyét xac suét, xac suat déng thoi cua cac
su kién lién tiép 1a tich cua cac xac suat c6 diéu kién cua céc su kién do. Vi vay, voi mot
chudi 151 goi hé thong c6 d6 dai L thi xac suat dé tao ra chudi loi goi hé thng SF (chudi
cac 11 goi hé thdng tir s; dén s;) duoc tinh theo cong thirc tich cac xac suat co diéu kién
va p(s;) 1a xac suit cua loi goi hé théng dau tién trong chudi, c6 thé dugc coi 1 da biét
hodc khong diéu kién (vi khdng c6 tir trude do), nén cong thirc trén thuong duoc don
gian hoa nhu sau:

pP(SH) =TTk, p(si | SI7H) (2.9)

Qua trinh du doan chudi loi goi hé thdng tiép theo trong mot chudi cac 1oi goi hé
thng dua trén x&c suit caa tirng 101 goi hé thdng s, s,, ..., s,, MO hinh s& tinh xac suat
Py, cho mdi 161 goi hé théng sau d6 16i goi hé thng co xac suat 6n nhat s& dugc chon
lam 10i goi hé thong du doan. Qua trinh ¢6 thé dugc md ta qua cong thirc 2.10 dudi day:

Predicted_syscall = (s;|P;,1<i<n) (2.10)
véi P;=max(Py,) I xac suat 16n nhat cua 161 goi hé thong thi i (h;) trong chudi s;, n 1
s6 10i goi hé thdng khac nhau hozc d6 dai cua chudi s;.

Ham mat mat (loss function) mé ta su khac biét giita 10i goi hé théng duoc du doan
tiép theo va 1oi goi hé thdng dich trong chudi. Muc tiéu cua huan luyén mang no-ron
LSTM Ia ti thiéu hod ham mat mét nay. Ham mat mat thuong duoc lya chon dua trén
bai toan cy thé ma mang no-ron LSTM giai quyét. Déi véi bai toan phan I6p dau ra, ham
mat mat thuong duoc sir dung la Cross-Entropy Loss (hay con goi la Log Loss). Cross-
Entropy Loss do luong su khéc biét giira phan phéi xac suat du doan cia mo hinh va phan
phdi x4c suat thyc té cia cac 16p. Vi vay, trong xay dung cac md hinh du doan chudi MM
va BM, luan &n lya chon Cross-Entropy Loss dé tinh todan ham mat mat. Ham mat mét
nay cang giam khi xac suat dyu doan cia mé hinh tién gan hon vé phan phdi xac suat thuc
té. Cong thirc ciia Cross-Entropy Loss duoc luan an sir dung biéu dién nhu sau:

Cross-Entropy Loss = -%2?212,2-:1 yij-log (pij) (2.11)

Trong d6: N 1a s6 lwong chudi 15i goi hé thong, yij lachi s6 ham xac dinh ding nhan cta
mau i trong 16p j (nhan gid tri 12 1 néu ding 16p, 0 néu sai I16p), p;; 1a xac suét du doan
cia mo hinh cho mau i thuoc vao 16p j.

Bén canh d6, thuat toan lan truyén nguoc backpropagation [23] duoc st dung dé
tinh toan 15i va cap nhat cac trong s6 ciia mang. Sau nhiéu lan Iap lai, trong sé hoi tu va
giai doan huan luyén duogc ding lai. Thuat toan téi wu hoa Adam Optimizer [22] duoc sir
dung tdi wu hoa md hinh hoc sdu LSTM. Adam két hop cac wu diém cua hai phuong
phép tbi wu hoa phd bién 1a AdaGrad va RMSProp. Adam st dung ca gi4 tri trung binh
dong cua gradient (mirc d6 thay d6i cia ham mat mat) va gid tri trung binh déng cua
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binh phuong gradient dé diéu chinh toc d6 hoc. Vi vay, Adam Optimizer c¢6 kha ning
tu dong diéu chinh téc d6 hoc, giam yéu cau tinh chinh cac siéu tham s6 khi huan luyén
mo hinh hoc dya trén mang LSTM.

Qué trinh xay dung hai md hinh du doan chudi 16 goi hé thdng MM va BM dua trén
mét kién triic mang hoc sau LSTM duoc thé hién trong doan gia ma cua thuat toén 2.2.
Thudt toan 2.2. Xay dung mé hinh dy doan chudi 16i goi hé thdng dya trén mang no-

ron LSTM.

DPau vao: Chudi tdt ca cac loi goi cua tdp dir lieu (X)
DPau ra: M6 hinh du dodn chudi 161 goi hé thong (model)
1: Model « Khgi tao md hinh du doan dua trén mang hoc sau LSTM
# Khdi tao ham mdt mat siz dung cross entropy
2: Criterion « Cross-Entropy Loss
# Khai tao ham t6i weu hod déi véi cac tham sé trong mé hinh
3: Optimizer () « Adam (Parameter of Model)
4: For s; in X:

# Pat lai gia tri gradient cia cac tham sé trong thudt toan téi wu hod
5: Optimizer zero gradient ()
6: Py, < model (s;) =p(s;|Si~")

# Gia tri du dodn P; = max (Py,)
7 Predicted_syscall=(s;|P;,1<i<n)
8: Loss « criterion (predicted_syscall, s;)

# Lan truyén nguoc théng qua ham Loss Backward
9: Loss Backward ()

# Cdp nhdt trong sé cho md hinh théng qua ham Optimizer
10:  Optimizer ()
11: Endfor
12: Return Model

2.2.4. Xay dwng b phan lép chudi loi gei hé théng dura trén cac md hinh du dodn
chudi da hudn luyén

Trong thu thap hanh vi loi goi hé théng cua cac tap tin phu thudc phan 16n vao
moi trudng phan tich dong tap tin. V&i sy phat trién cua tri tué nhan tao va cac cong
nghé mai, di co cac nghién ciru chi ra rang ma doc ¢6 kha nang phat hién mai truong
phan tich dong hoic thay d6i hanh vi khi lay nhiém trén nhiéu thiét bi [56][110]. Vi
vay, dé cd thé giup danh gia day du hon vé hanh vi hoat dong cia mdi mau ma doc va
két hop gid tri du doan tir c&c mo hinh dy doan chudi da xay dung tir cac tap dit liéu.
Luan an lya chon phuong phap xdy dung cac gia tri dai dién cho mot tap tin can thu
thap chudi 1oi goi hé thdng. Trong bai toan phét hién ma doc 1oT cua luan &n, sau giai
doan huan luyén hai mé hinh dy doan chudi loi goi hé théng (B-Model va M-Model),
véi mot chudi 10i goi hé thdng can xac dinh nhan sinh ra tir tap tin (S7), hai gia tri dai
dién duoc xac dinh dua trén xéac suét trung binh tinh toan tir mé hinh du doan chudi
véi N 1an thu thap chudi 1o goi hé théng cua mot tap tin. Hai gia tri dai dién cho tap
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tin 1an luot 14 representative _value_B-Model (S) va representative _value_M-Model
(51 -

Dau tién, véi méi mé hinh du doan chudi da dwoc huan luyén, thuat toan lan truyén
nguoc c6 thé tinh toan xac suat p(s; | Si=1) vai i=2,3,...,L. Sau khi tinh toan d4i véi toan
bo mét chudi 16i goi hé théng, mot xac suit xay ra caa toan bo chudi 16i goi hé théng co
d6 dai L duoc tinh theo cong thuc P(SE). Ca hai md hinh M-Model va B-Model déu duoc
str dung dé tinh toan xac suat cho mét chudi loi goi hé théng can xac dinh nhan.

Sau d6, mot gia tri dai dién dugc xac dinh dé mé ta mirc do twong quan giira Cac
lan thu thap chudi 16i goi hé thdng tir mot tap tin d6i vai tirng mé hinh M-Model va B-
Model. C4c tap tin thuc thi duoc thuc hién thu thap chudi 1oi goi hé théng N 1an. Gia tri
dai dién duoc dinh nghia dya trén gia tri trung binh cua xac suét. Viéc tinh gia tri dai
dién theo trung binh cong xac suat s& gap han ché khi ap dung cho cé4c xéc suat rat nho
hoac 16n vi n6 c6 thé bi anh huang bai cac gia tri bién. Vi vay, luan an lya chon tinh gia
tri dai dién theo trung binh ham mil xac suat dé gitp ting cudng d6 nhay caa phép do
trung binh, dac biét 1a ddi véi cac xac suat nho va gilp cho cac gia tri nay ¢ anh huéng
it hon dén két qua cudi cung. Gia tri dai dién theo trung binh ham mii duoc tinh theo
cong thtrc sau day:

N om
Representative _value_(model) = exp( M%) (2.12)

Viéc 1ap lai N 1an thu thap chudi 161 goi hé thong s& gilp giai quyét cac bai toan
hiém gap trong thu thap chudi 15i goi hé thong cua ma doc nhu ma doc che giau hanh
vi, ma doc phat hién moi trudong a0 hod. Vi cac dic diém ciia ma doc trén cac thiét bi
loT han ché vé tai nguyén, thong thuong it sir dung cac ki thuat che giau hanh vi doc
hai. Dé giam do phuc tap trong thu thap chudi loi goi hé thdng va xir Iy tinh toan, ching
ta co ciing thé xem xét gia tri N phi hop. Trudng trudong hop thir nghiém trong luan &n
thdy rang véi dic diém ma doc trén thiét bi 10T st dung nén tang kién tric MIPS thu
thap duoc it thay d6i hanh vi hé théng nén luan an lya chon N =1 dé thuc hién cac danh
gia. Trong mét sb treong hop ma doc co st dung céac ky thuat da hinh, siéu da hinh, thay
d6i hanh vi thi gia tri N can duoc xem xét lya chon ting s 1an thu thap chudi dé dam
bao phét hién tat ca cac hanh vi doc hai cia tap tin ma doc loT.

Cudi cung, nhadn cua tap tin duoc phan loai dya trén so sanh hai gia tri
representative_value_M-Model va representative_value B-Model. Néu gia tri
representative _value_M-Model 16n hon gia tri representative _value_B-Model thi tap tin
s€ duogc xac dinh 1a ma doc. Nguoc lai, tap tin sé duoc xac dinh la lanh tinh.

Qua trinh phan 16p chudi 151 goi hé théng thu thap tir mot tap tin thuc thi duwa trén
2 md hinh du doan chudi str dung mang no-ron LSTM duoc trinh bay bing gia ma nhu
Thuat toan 2.3.
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Thugt toan 2.3. Phat hién ma doc 10T dya trén hai mo hinh du doan chudi ldi goi hé
thdng st dung mang no-ron LSTM.

Dau vao: Chudi loi goi hé théng can xdc dinh nhan S£; 2 md hinh dir dodn chudi
loi goi hé théng M-Model va B-Model.

Pau ra: Nhan cia tdp tin sinh ra chudi S¥.

# Tien xu ly chudi loi goi hé thong Sk

1: Preprocess_syscall (SE)

# Xdc dinh gia tri dai dién cua tdp tin dwa trén mé hinh M-Model

2:p(Sf) « M — Model (S))

N .
3: Representative _value_mal « exp( M)

# Xdc dinh gia tri dai di¢n cia t@p tin dya trén md hinh B-Model
4:p(S{) « B — Model (S})

N .
5: Representative _value beg « exp( w)

# So sanh hai gia tri dai dién cua tdp tin dé quyét dinh nhan
6: If Representative _value_mal > Representative _value _beg then

7 Malware « Nhin (Sb)
8: Else

9: Benign « Nhan (SF)
10: Endif

11: Return Nhan (S))
2.3. Thuc nghiém va danh gia mo hinh phat hién ma doc IoT dé xuat

2.3.1. Moi trwong thuc nghiém

*.

% Xay dung méi truong thu thap cac tdp di# liéu chudi loi goi hé thong: NCS
tién hanh thtr nghiém thu thap chudi 1i goi hé thdng tir cac tap tin ELF dya trén F-
Sandbox duoc trién khai trén moi truong 4o hoda sir dung giai phap Vmware ESXi véi 3
may tinh ao duoc cai dit va két ndi theo mé hinh duéi day:

Bdu vao: tap tin
ELF
Tap tin ;.
e F-Sandbox [ =Vscal Syscall [ | Pre- | JIsystem cal
log logs Processing] | sequence
Dau ra: Bdo cao
két qua
Interface Sandbox Processor
1P 192.168.0 101/24 IP: 192 168.0.102/24 1P 192.165.0.104/24
{ [ vituar |
| Switch |
HOST VMWARE ESXI
IP: 192.168.0.100/24

Hinh 2.5. Méi triong thir nghiém thu thap chudi loi goi hé thong.
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Mot may cha HP ProLiant DL 380p Gen8 véi cau hinh Intel Xeon CPU E5-2620
v2, 12 CPUs x 2.095 GHz, RAM 2x32GB duoc 40 hod sur dung giai phap Vmware ESXi
v6.5.0. Sau d6, 03 may ao vai tén goi la Interface, Sandbox, Processor duoc tao dung
trén moi truong nay.

+ May Interface: La may tinh thuc hién nhiém vu cung cip giao dién gitta nguoi
dung vai hé thdng thu thap cac chudi 16i goi hé théng. Trén d6 cai dat hé diéu hanh
Ubuntu 18.04 LTS vai céac dich vu Apache Web server va dich vu SSH. Tap tin thuc thi
ELF s& dugc truyén tai 18n may chua théng qua giao dién web duogc cau hinh trén may
tinh nay.

+ May Sandbox: La may tinh cai dat F-Sandbox dé thu thap nhat ky cac 1oi goi hé
théng cua mot tap tin. Trén d6 cai dat hé diéu hanh Ubuntu 18.04 LTS va céc dich vu
SSH Server véi cac két ndi mang dén may Interface va Processor.

+ May Processor: La may tinh duoc cai dat cac céng cu xur ly cac nhat ky 1oi goi
hé thong dé xay dung cac tap dit liéu chudi 1oi goi hé thdng. May Processor dugc cai
dit hé diéu hanh Ubuntu 18.04 LTS va dich vu SSH Server dé ¢ thé truyén tai di liéu
Vvé6i cac may tinh khéc trong hé thong.

% Méi trwong thir nghiém hudn luyén va danh gid mo hinh phéat hién ma déc 10T
dira trén mang no-ron LSTM va chudi loi goi hé thong: Luan &n tién hanh thir nghiém duya
trén thu vién Tensorflow va sir dung GPU trén Google Colaboratory dé tang toc huan
luyén. Luan an thuc nghiém nhiéu lan dé lay két qua trung binh khi danh gia cac do do do
chinh x4c trén cic ngudng d6 dai chudi 1i goi hé thong.

2.3.2. Xay dung tdp der ligu thar nghiém

Thuc nghiém sir dung tap dix liéu tap tin thuc thi trén moéi truong 10T dugc xay
dung tir mot bo dix lieu C500-10T dataset cong bé bai Phi va cac cong sy [115]. Céc
mau ma doc 1a cac tap tin duoc thu thap tir cic ngudn khac nhau trén Internet gom
IoTPOT, VirusShare, VirusTotal, Detux va cac chuong trinh c6 san trén Embedded
Linux. Pay ciing 1a cac ngudn thu thap cua cac tap di liéu thir nghiém vé phét hién ma
doc IoT nhu [17], [31], [70], [85], [130]. Tap dix li¢u C500-10T dataset da duwoc mot
s6 nha nghién cau trong va ngoai nudce sir dung dé danh gia cac phuong phap phat hién
ma doc 10T tai cac nghién ctu [31], [64], [85], [114]. Chi tiét tap di liéu C500-10T
dataset duwgc mo ta trong Bang 2.2.

Bang 2.2. Thong tin thong ké bé diz liéu C500-10T dataset

N.e;n tar,lg VirusShare | loTPot | Detux | Shared T'ong 30 tf"p Tong 50 t,ap

kien trdc tin ma doc | tin lanh tinh
MIPS 1.603 935 [3.282 | 798 5.022 1.899
Intel 5.492 570 29 5 6.086 1.438
ARM 2.117 912 35 26 3.038 530

X86-64 586 320 11 3 914 180
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PowerPC 699 353 12 4 1.060 60
Motorola 1.455 294 4 5 1.748 0
RenesasSH 646 310 2 3 955 0
SPARC 584 299 8 4 887 0

Dé danh gia hiéu qua caa mé hinh phat hién ma doc 10T luan an dé xuit, NCS
st dung mot tap dir lidu céc tap tin thuc thi trén kién trac MIPS tir bo dir liéu C500-
loT dataset. Tuy nhién, trong tap di liéu nay chi gém 2.628 mau tap tin thuc thi ELF
day du thu vién dong goi san vai 2.370 tap tin ma doc va 258 tap tin lanh tinh. Do dic
th cta c4c thiét bi sir dung nén tang kién tric MIPS, gidi han vé tai nguyén luu trit va
xt ly nén sb lugng tap tin lanh tinh kha nang thuc thi doc 1ap véi cac hé diéu hanh
nhing phuc vu con han ché. Pay ciing 1a cac han ché ma cac nghién ciru phét hién ma
doc IoT khac nhu [64],[114] gap phai khi thu thap tap di liéu lanh tinh trong thuc té.

Vi vay, luan an di tién hanh thu thap bd sung thém vao tap di liéu thar nghiém
cac chuong trinh lanh tinh tir cdc chuong trinh tién ich ciia cac nha cung cap phan mém
tin cay va da duoc danh gia boi céng cu quét ma doc truc tuyén Virus Total®. Tap di
lidu tap tin thuc trén moi truong 10T sir dung nén tang kién trac MIPS thir nghiém
trong luan an bao gém 300 tap tin lanh tinh va 930 tap tin ma doc. Trong d6 ¢6 37 ho
mi doc khac khau véi nhiéu ho ma doc 10T phé bién nhu: LightAidra/ Aidra/ Zendran,
Dofloo/ Spike/ MrBlack/ Wrkatk/ Sotdas/ AES.DDoS/ DnsAmp, Gafgyt/ BASHLITE/
Lizkebab/ Torlus, Tsunami/ Kaiten, SecurityRisk, Moose, Hajime, Trojan.Gen, vv...
Viéc lya chon tap dit liéu ciing dé danh gia thém kha ning phat hién ma doc loT caa mo
hinh d3 dé xuat khi c6 sy khong can bang dix liéu va han ché sé luong mau tap tin lanh
tinh (s6 lwong mau lanh tinh chi chiém gan 1/4 téng s6 lugng tap mau thir nghiém).

Viéc trich xuét, thu thap chudi 16i goi hé théng va xay dung mé hinh phét hién
ma doc 10T dwa trén mang no-ron LSTM duoc 4p dung twong tu trén céc kién tric vi
xtr ly khéc trong bo dit liéu 10T. Vi vay, viéc thir nghiém trén tap di liéu céc tap tin
nén tang kién trac MIPS van dam bao tinh téng quat trong danh gia mé hinh phat hién
ma doc loT.

2.3.3. Xay dung cac tap chudi loi gei hé thang

Buwéc 1: Thu thdp cac tdp tin nhdt ky loi goi hé théng cua tdp tin thyc thi trong
moi truong F-Sandbox.

C4c tap tin thuc thi ELF duoc thyc thi lan luot trong méi truong F-Sandbox dé thu
thap cac tap tin nhat ky chira thdng tin vé cac loi goi hé théng twong tng véi tirng tap
tin thyc thi va nhin ban dau. Qua qué trinh quan sat viéc thu thap 10i goi hé thdng cac
tap tin thir nghiém trén kién trac MIPS, thoi gian thyc thi tap tin cang nhiéu thi s6 lwong

& https://www.virustotal.com/gui/
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cac chudi 161 goi hé thdng thu thap dugc tir mot tap tin cang Ion. Bén canh o, voi céc
tap tin tha nghiém, sau khoang thoi gian 30 gidy, céc loi goi hé thdng thu dugc ting 1én
cham lai. Vi vay, trong thir nghiém NCS tién hanh cu hinh F-Sandbox thu thap nhat ky
lo1 goi hé thong tir cac tap tin trong thoi gian 30 gidy, day ciing 14 khoang thoi gian
tuong ty cac nghién ctiru khac da thu thap d6i véi thuc thi céc tap tin ELF kién trac MIPS
[114]. Két qua thu thap mot nhat ky 11 goi hé théng tir mot tap tin ELF trén nén tang
MIPS thé hién trong hinh 2.12.

execve ("./mmap", ["./nmap", "-sS", "152.168.2.158"], 0x7fb3fcl4 /* 13 vars */) = 0
brk (NULL) = Oxaf2000

brk (0xaf2480) = 0Oxaf2480

s=t_thread arsa(0xaf9460) =0

brk (0xaf2910) = 0xaf2510

set_thread area(0xaf58=0) =0

open ("/dev/urandom", © RDONLY) = 3

read (2, "\350]p\341", 4) =4

close (3) =0

ioctl (0, TCGETS, {B38400 opost isig icanon echo ...}) = 0

ioctl(l, TCGETS, {B38400 opost isig icanon echo ...}) = 0

ork (0xaf3910) = 0xaf3910

brk (0xaf4000) = Oxaf4000

geteuid() =0

gettimeofday{{tv_sec=1537336L84, tv_usec—645662}, NULL) = 0

getpid() = 2457

open ("/dev/urandom", © RDONLY|C LARGEFILE) = 3

read (3, "\277\217M\3168"6\207\300\3431B\3562 \1\366\2TEN3E5\3TEN333N\3EN25TBALTN22}\33TN\0054\16|\204 ..., 244) = 2
close(3) =0

gettimeofday ({tv_sec=1537336€184, tv_usec=653290}, NULL) = 0

time (NULL) = 1537336184 (2018-09-19T05:49:44+0000)
open ("/ete/TZ", O RDONLY) = -1 ENCENT (No such file or directory)
open ("/ete/localtime", ©_RDONLY) =3

read (2, "TZi£2\0NONONONONONONONONONONONONONONONONONINONONONINONONONO"™ ..., €8) = &8
lsesk (3, -€8, SEER_END) = 50

read (3, "UTCAONONOTZI£2NONONONONONONONONONONONONONONONONONONLINDO O™ ..., €8) = &8
close(3) =0

rt_sigaction(SIGINT, {sa_handler=0x428c04, sa_mask=~[HUP RT_E7 RT €8 RT_€9 RT_70 RT_71 RT_72 RT_73 RT_74 RT_75
rt_sigactinn{SIGTERM, {sa_handler=0x428c04, sa_mask=~[HUP RT_&7 RT 68 RT_&9 RT_70 RT_71 RT_72 RT 73 RT_74 RT_75
rt_sigaction(SIGQUIT, {sa_handler=0x428c04, sa_mask=~[HUP RT E7 RT €8 RT_ €5 RT_70 RT_71 RT_72 RT_72 RT 74 RT 75
open ("/dev/tty", C_RDONLY|C NONBLOCE|O_LARGEFILE) = 3

1octl (2, TICCGPGRP, OxT££d47764) =0

Hinh 2.6. Mgt tdp tin nhdt ky 161 goi hé thang ghi nhdn duwoc tir F-Sandbox.

Buéc 2: Thu thdp tén cua cac loi goi hé thong trong cac tdp tin nhdt ky sinh ra bgi
mot tap tin thuc thi.

M6t tap tin thyc thi trong méi treong F-Sandbox c6 thé tao ra nhiéu tién trinh con,
mai tién trinh con tao ra mot tap tin nhat ky 151 goi hé thdng. Do vay, viéc thu thap chudi
loi goi hé théng dé md ta hanh vi caa tap tin thuc thi can dam bao thir ty cua cac tién
trinh con duoc tao ra. Bén canh do, can xay dung chwong trinh dé trich xuat ra chudi tén
loi goi hé thong tir cac tap tin nhat ky. Luan an tiép can theo phuong phap xay dung “tir
dién 151 goi hé thong™ dé trich xuat, thu thap chudi 16i goi hé thdng. Pbi véi kién tric
MIPS str dung hé diéu hanh Linux nhung, luan an khao sét, thu thap dugc tong sé 345
161 goi hé thdng khéc nhau c6 thé xuat hién trong chudi 10 goi hé thdng. Tir d6, luan &n
xay dung chuong trinh thu thap chudi 10i goi hé thdng tir tén cua cac loi goi hé thong
trong cac tap tin nhat ky sinh ra theo tht ty tién trinh con tao ra.

Két qua thu thap chudi 16i goi hé thdng tir cac tap tin ELF da dwoc gan nhan thé
hién nhu théng ké trong Bang 2.3.
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Bang 2.3. Két qua thu thap chudi loi goi hé thong tir cac tap tin.

Nhan Ma doc Lanh tinh

S6 lwong tap tin ELF 930 300

S6 lwong tap tin thu thap chudi o goi hé

. 928 300
thong thanh cong

P§ dai trung binh cia chudi 327 305

Dé6i voi tap dir liéu thir nghiém, d6 dai cua cac chudi 11 goi hé thong trén ca hai
tap ma doc va lanh tinh phd bién trong khoang trén 300 1i goi hé théng. Céc chudi 1oi
goi hé thdng sau khi thu thap duoc phan chia thanh céc tap khac nhau theo d6 dai ti
thiéu cua cac 10i goi hé thong dé dua vao huan luyén nham xac dinh ngudng thu thap
phU hop nhat cho phat hién ma doc 10T trén nén tang kién trdc MIPS. Dya trén cac
ngudng trong cac nghién ciu khac nhu [64], [114],... dd cong b trude day, dé co co so
so sanh, danh gia hiéu qua ctia mé hinh d6i véi cac ngudng d6 dai chudi 10i goi hé thdng
ma khéng mét di tinh tong quat, luan an dé& xuat lya chon phan chia tap di liéu thanh
cac ngudng turong dong vai cac nghién ciru ndy phuc vu thir nghiém. S luong céc chudi
161 goi hé théng phan chia theo do dai tdi thiéu dugc thé hién trong Bang 2.4.

Bang 2.4. Két qud cac tdp chudi 1oi goi hé thong theo cdc nguwéng dé dai chudi.

D dai chuoi 1oi goi | 5 | 100 | 150 | 200 | 250 | 300 | 350 | 400 | 450 | 500 | 1000
hé thong toi thieu

Sﬁlll’(?’nggnﬁu Ma | 928 | 927 | 905 | 866 | 861 | 860 | 621 | 594 | 108 | 67 | 45
9

Sﬁlw@’”gnfﬂﬁu lanh | 300 | 300 | 282 | 264 | 193 | 164 | 157 | 149 | 136 | 127 | 88

Qua phan tich dir ligu thu dugc, NCS c6 mot s6 danh gia nhu sau:

- C6 mot sd tap tin ma doc (2/930 chiém ti 1 2% tong s6 lwong mau thir nghiém)
khéng thu duogc chudi 161 goi hé thdng do F-Sandbox chua dam bao du diéu kién kich
hoat cua cé4c tap tin ma doc nay. Do dai trung binh cua tap chudi 10i goi hé thong thu
duoc tir tap tin ma doc khong c6 su khac biét nhiéu dbi véi do dai trung binh cua tap
chudi 161 goi hé théng thu duoc tir tap tin 1anh tinh. Vi vay, viéc phan 16p tap tin chi dua
trén do dai chudi 16i goi hé thong thu thap duoc 1a khéng kha thi.

- Pa s6 céc tap tin c6 chudi loi goi hé théng nam trong khoang 300 dén 500, mién
gia tri do dai chudi 1o goi hé thdng ngan cé thé duoc 1y giai do cac chuong trinh viét
trén IoT thuong don gian hon trén may tinh truyén théng do han ché vé tai nguyén va
c4c chtrc nang. Do dai toi da cua mot cau trong ngdn ngit t nhién thudng ngin hon do
dai caa chudi 161 goi hé théng. Vi vay, viéc st dung mang no-ron LSTM cho truang hop
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chudi 11 goi hé théng can cé su khac biét khi 4p dung véi ngdn ngir tu nhién dé co thé
dem lai hiéu qua tét.

- Sb lwong céc 161 goi hé thdng khéc nhau trén nén tang MIPS chi c6 345 15i goi
hé thdng, diéu nay 1a khéc biét vai s luong tir trong ngén ngit t nhién. Phan tich nhat
ky 11 goi hé théng thu thap duoc, tap tin ma doc chi sir dung 136 151 goi hé thdng khac
nhau, tap tin 1anh tinh sir dung 127 161 goi hé thdng khac nhau va da sb céc 16i goi hé
thdng st dung trong ca hai tap trung nhau. Trong bo di liéu thue nghiém, chi c6 160 loi
goi hé thdng xuét hién trong ca hai tap phan mém doc hai va lanh tinh, trong khi s6
lwong tir khac nhau trong ngén ngit tw nhién 1a hon 10.000 tir. Céc 1di goi hé théng xuat
hién nhiéu nhat trén ca hai bo dir liéu ma doc va méa sach 1a twong ddi gidng nhau thé
hién trong hinh 2.13, dic biét 1a hai 151 goi hé thdng 1a “read” va “recvfrom” xuét hién
nhiéu nhat trong ca hai bo dit liéu. Vi vay, viéc sir dung tung loi goi hé théng riéng 1é
dé phan loai chudi 10i goi hé thong trong truong hop nay 1a khdng kha thi. Can nghién
ctru cac phuong phap phan tich, danh gia cac dic trung khac caa chudi 161 goi hé théng.

Tap dit liéu cac chudi 161 goi hé thong theo ngudng do dai phuc vu qua trinh huan
luyén va kiém tra dugc phan chia ngau nhién theo ti 1¢ 80/20 dé tién hanh céc tha nghiém
danh gia hiéu qua cua mé hinh phat hién.

Number of system calls on Number of system calls on
Benign Malware

N A\

= read = recvirom gettimeofday u read = recvirom open recvmsg
recvmsg m sendio n Close n sendto m close m write m fiont
mwrite m fentl 5 _newselect u _newselect m connect

Hinh 2.7. Ty Ié cac loi goi hé théng xudt hién nhiéu nhdt.
2.3.4. Két qud xay dwng md hinh phat hi¢n ma déc 10T
Lu4n &n tién hanh tha nghiém mé hinh phét hién ma doc 10T dua trén cung mot
trén kién tric mang no-ron LSTM cho hai tp dit liéu d3 duoc gan nhin nhung khéc
nhau vé cac tham sé. Kién tric mang no-ron LSTM duoc st dung dé huan luyén hai mé
hinh dir doan chudi MM va BM c¢6 cac gié tri théng sé va ham nhu Bang 2.5.
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Bang 2.5. Céc thong s6 chinh si dung trong kién triic mang no-ron LSTM dé huan
luyén cac mo hinh du doan chuoi loi goi hé thong.

CA4c thong s/
ham trong mang
no-ron LSTM

Gia tri sir dung

Y nghia tham s6

M® hinh (model)

Sequential()

Mb hinh dugc xay dung theo cach
tuan tu, cac 16p duogc thém yao theo
thr tu tir dau dén cuoi

Céac l6p LSTM

model.add()

Céc 16p caa mang LSTM st dung:
cac 16p dau tién co
return_sequences=True va 1 16p cudi
cung return_sequences=False

Dau vao cho lép
dau tién

SYSCALL_LEN,
len(vocab)+1

SYSCALL_LEN Ia hiéu dai cua
chuoi dau vao va len(vocab)+1 la
kich thudc cia moi vector dau vao

S don vi an
(units)

number

S6 chiéu cua trang thai an

Cac 16p Dense

units=len(vocab)+1

S6 lwong 16p dau ra

Ham kich hoat
(activation)

softmax

Ham softmax duoc sir dung dé
chuyén dau ra thanh xac suat cho
tung lop

Ham méat mat
(loss)

categorical_crossentropy

Ham mat mat
categorical crossentropy dugc St

dung

Bo t6i wu hoa
(optimizer)

adam

Str dung thuat toan toi wu hoa adam

Cac thtr nghiém dugc thuc hién nhiéu 1an, mdi lan thuc hién 30 epoch dé diéu
chinh céc tham sé chinh cta c4c mang no-ron LSTM nham lya chon céc gia tri tham sé
phu hop nhu trong Bang 2.6.

Bang 2.6. Cac tham so chinh cia cAc mang no-ron LSTM si dung dé xay ding cac md
hinh du dodn chuoi loi goi hé thong.

. X , < £ Gia tri sir dung | Gid tri sir dung
Cac tham so Y nghia tham so trong BM trong MM

test_size Tyletap ma_ux str dung cho tap 0.3 0.3

Kiém tra
random_state Khai tao qi‘ a tr'ﬂh lay mau 2020 2020
- ngau nhién
S6 lugng mau di ligu duoc sir
batch_size dung tronglmSi lan cap nhat 64 128
trong so6 cua mo hinh
epochs S0 ct]u ky\ huaAn [uy¢r~1 d_ely du 500 200
trén toan b tap dir liéu

Céc thyc nghiém ciing duoc thyc hién nhiéu 1an dé danh gia hiéu suat cua md hinh

dwa trén d6 dai cua chudi loi goi hé théng, s6 lugng 16p an va sé luong don vi an trong
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mdi 16p. Tir @6, xac dinh do dai chudi 161 goi hé théng, sb 16p an va sé don vi an trong
mdi 16p cho hiéu qua ddi véi tap dir liéu thir nghiém trén kién tric MIPS.

Dé danh gia tinh hiéu qua cia mo hinh d& xuat, cac phuong phap danh gia dwa trén cac
d6 do nhu Accuracy, F1-Micro va F1- Weight duoc sir dung. Dua trén nhitng gia tri nay, viéc
danh gia d6 chinh xac cua md hinh phat hién s& khic phuc dugc han ché vé d6 tin cay khi
danh gia mo hinh c¢6 sy chénh léch sb lwong tap mau ma doc va lanh tinh. Nhing s6 liéu danh
gia nay duoc 4p dung thuong xuyén trong cong dong nghién ctru dé cung cép cac danh gia
toan dién vé cac van dé mat can bang sb lugng cac mau trong qua trinh huan luyén md hinh.

- Két qua danh gid hiéu sudt ciia mé hinh dya trén d¢ dai ciia chuoi 10 goi hé thong:

Trong md hinh luan an dé xuét, mang no-ron LSTM duoc khoi tao ban dau véi 4
16p an va 1000 don vi (unit) trong mdi I6p. C6 nhiéu 16p an va sé don vi trong mai 16p
c6 thé gitp mo hinh hoc duoc cac biéu dién va md hinh hod cac méi quan hé phic tap
trong dir liéu, tir d6 ting kha nang dy doan, c6 kha niang biéu dién dir liéu chi tiét hon,
phtic tap hon. Tuy nhién, ting s6 I6p an c6 thé lam ting nguy co overfiting, ting do
phrc tap tinh toan, thoi gian huan luyén. Vi vay, dua trén cac khao sét va thuc nghiém
cua NCS, 4 16p an (3 16p sigmoid va 1 16p tanh) va 1000 unit thuong dugc st dung trong
mang LSTM dé huan luyén cac mé hinh du doan chudi. Dé xac dinh ngudng do dai
chudi 10i goi hé thdng can thu thap ciia mot tap tin, md hinh phat hién ma doc 10T duoc
danh gia vai cac tap dix liéu chudi 1oi goi hé théng c6 ngudng do dai khac nhau trong
céc kich ban thir nghiém lan luot 12 50, 100, 150, 200, 250, 300, 350, 400, 450, 500. Két
qua thuc nghiém duoc thé hién trong Bang 2.7 1a cac d6 do trung binh caa 10 lan thu
nghiém trén cung moi truong va tai cac thoi gian khac nhau.

Bang 2.7. Két qud ddanh gid md hinh phat hién ma déc 10T theo ngwong dé dai cia
chudi 161 goi hé thang.

b6 dai cua
chudi loi goi | 90 100 150 200 250 300 350 400 450 500
hé thong
Accuracy |9583 |96,47 |98,37 (89,67 |88,86 88,59 | 87,5 |85,87 |85,67 |85,59
F1-Macro [94,94 (9537 |97,81 (86,23 |82,23 81,06 |79,02 |75,10 |75,09 |75,07
F1-Weight |95,79 |96,53 |98,38 |89,79 (87,74 87,22 | 85,9 |83,56 |83,36 |83,31

Bang 2.7 chi ra rang khi ngudng do dai chudi 10i goi hé thong 1a 150, két qua

phat hién ma doc c6 thé dat do chinh xac cao nhat vai accuracy 1a 98,37%, F1-Macro
la 97,81% va F1-Weight la 98,38%. Vi két qua danh gia cac do do do chinh xac vai
cac kich ban thir nghiém d6i véi céc tap dir lidu s dung ngudng do dai chudi 10i goi
hé théng trén ciing c6 thé duogc ly giai qua viéc mang no-ron LSTM khong thé ghi nhé
thém thdng tin va bi nhiéu khi chudi loi goi hé théng sir dung qua dai, nhu trong thi
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nghiém ngudng d6 dai caa chudi 10i goi hé thdng Ién hon 200. Khi st dung chudi 10i
goi hé théng quéa ngin, mang no-ron s& chua hoc du théng tin can thiét dé phan loai
ma doc nhu khi ngudng do dai chudi 1i goi hé théng nho hon 100. Vi vay, vai kich
ban thir nghiém ngudng do dai cua chudi loi goi hé théng dang cho két qua cac do do
d6 chinh x&c tét nhat trong cac kich ban thir nghiém.

% Két qua ddnh gid hiéu sudt ciia md hinh diea trén so lép an va sé don vi dan trong
mai l6p:

Hiéu qua cia mé hinh phat hién duoc thir nghiém lan luot theo sb 16p an trong
mang no-ron tir 1 dén 6 dé danh gia cac 6 do do chinh xac. Mdi 16p cua tat ca cac mang
¢6 1000 don vi 4n va d6 dai caa chudi loi goi hé thdng 1a 150. Két qua danh gia duoc
thé hién trong Bang 2.8.

Bang 2.8. Pdnh gid theo so 16p an.
S6 lép an 1 2 3 4 5 6
Accuracy 90,49 93,75 96,2 98,37 96,47 95,92
F1-Macro 88,44 91,81 94,73 97,81 95,20 94,74

F1-Weight 90,95 93,87 96,17 98,38 96,47 96,03

Bang 2.8 cho thay mé hinh phat hién cho cac do do hiéu qua nhat véi Accuracy 1a
98,37%, F1-Macro 12 97,81 va F1-Weight 1a 98,38% dat duoc khi str dung 4 16p an. Khi
s6 luong cac 16p an 1a mot, mang no-ron LSTM khong thé nam bt da théng tin hitu ich
tir chudi 101 goi hé théng dé du doan chinh xac chudi. Trong khi sé 16p an lén hon 4,
mang no-ron LSTM bi overfiting do mé hinh qué phitc tap (nhiéu 16p). Nhu vay
mang no-ron LSTM sir dung 4 16p an 1a pht hop nhat trong mé hinh phat hién ma doc
trén tap da liéu thu nghiém.

Bén canh d6, dé xac dinh s6 don vi trong mdi Iép hiéu qua, md hinh phat hién dwoc
thir nhiém véi s6 16p an 1a 4, do dai chudi 10i goi hé thong 1a 150 va thay d6i sé lwong
no-ron (units) trong Iép an. Két qua danh gia thé hién nhu Bang 2.9.

Bang 2.9. Pdnh gid theo sé lwong no-ron trong lép an.

S8 lwgng don vi 500 1000 1500 2000
Accuracy 95,88 98,37 96,19 95,01
F1-Macro 94,69 97,81 95,02 94,02
F1-Weight 95,99 98,38 96,26 95,12

Bang 2.9 cho thay khi sb lugng no-ron trong 16p an 1a 1000, mé hinh ¢ cac do do
hiéu qua nhat véi Accuracy 1a 98,37%, F1-Macro 1a 97,81% va F1-Weight la 98,38%.
Diéu nay c6 thé ly giai bai khi sé lugng no-ron trong Ié6p an nho hon 1000, mo hinh
khong hiéu day du thdng tin cua cac chudi dé phan loai hiéu qua. Khi sé I6n hon 1000,
md hinh bi overfiting va anh hudéng dén két qua phan loai tap dir liéu kiém tra.
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Nhu vay, tir cac két qua thir nghiém, luan an thay rang mé hinh phat hién sir dung
mang LSTM véi 4 16p an, 1000 unit va chudi 10i goi hé thong c6 ngudng do dai la 150
khi xay dung mé hinh MM va BM sé& cho két qua phét hién ma doc 10T trén kién trdc
MIPS hiéu qua vé cac d6 do do chinh xac.

Bén canh dé, trong méi trudng thir nghiém caa luan an, toe do phat hién trung
binh cho cac chudi 1oi goi hé thdng trong tap kiém tra & 2,38 chudi 16i goi hé thdng/s
(trong tng thoi gian phat hién ma doc trung binh cho mét tap tin chudi 151 goi hé théng
1a 0,42s). Thoi gian phat hién trén d6i véi md hinh phat hién dya trén mang hoc sau l1a
phu hop khi danh gia vai cac nghién ciu khac trong néi dung 1.3.1 caa luan an.

2.3.5. S0 sanh hiéu qud ciia mé hinh dé xudt véi cac md hinh khac co lién quan

% S0 sanh hiéu qud mé hinh dé xudt véi md hinh phat hién ma déc 10T si dung
mét mang no-ron LSTM duy nhat:

Viéc sir dung mot mang no-ron LSTM dé thuc hién phan 16p tap tin da dem lai
hiéu qua trong cac nghién ciu

Dé thuc hién so sanh, md hinh phat hién ma doc 10T trén kién trac MIPS sir dung
dic trung chudi 01 goi hé thdng dugc huan luyén dya trén mot mang no-ron LSTM nhu
trong cac nghién ciru [98], [121] d3 phan tich trong phan mé dau dugc thir nghiém trén
cuing mét bo dit liéu, cung thiét bi va méi truong thuc nghiém nhu moé hinh NCS d4 str
dung. Két qua so sanh duoc thé hién trong Bang 2.10.

Bang 2.10. So sdnh mé hinh d@é xudt véi mé hinh phan 1ép nhi phan si dung 1 mang
no-ron LSTM duy nhat.

M6 hinh | M6 hinh phan lép nhi phan
phat hién | trén mot mang LSTM duy Mb hinh luan an dé xuét
nhat

Nguong

?6 dai Chuai; Accuracy MZ%:ro WZilght Accuracy lecro Wiilght

01 goi hé thong
50 73,87 60,13 60,29 95,83 94,94 95,79
100 73,89 60,16 60,31 96,47 95,37 96,53
150 73,92 60,23 61,02 98,37 97,81 98,38
200 73,94 60,31 61,09 89,67 86,23 89,79
250 73,98 60,69 61,45 88,86 82,02 87,74
300 74,35 62,16 62,86 88,59 81,06 87,22
350 74,88 62,79 63,01 87,5 79,02 85,9
400 76,36 66,22 67,48 85,87 75,10 83,56
450 78,54 69,37 70,68 85,67 75,09 83,36
500 80,16 72,01 71,42 85,59 75,07 83,31

Két qua danh gia cac do do trong Bang 2.10 cho thiy rang md hinh phét hién ma
doc 10T sir dung mot mang no-ron LSTM duy nhat c6 xu hudng phat hién chinh xac khi
chudi 101 goi hé thdng str dung c6 do dai ting dan. Diéu nay phl hop véi dic diém céc
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tap tin ma doc trong tap dir liéu thuong 1a cac chuong trinh lanh tinh bi ma doc hai lay
nhiém thém vao. Do d6, mé hinh can chudi 10 goi hé théng du 16n dé mé hinh hoc dugc
su khac biét giita chudi 1o goi hé thong thu thap tir tip ma doc va tap lanh tinh. Diéu
nay da dugc minh ching trong céac thir nghiém ctia cac nghién ciru da khao sat trong noi
dung ma& dau véi @6 dai chudi 1oi goi hé thdng rat 16n va sb lugng dit liéu céc tap can
c6 su can bang cao dé dem lai hiéu qua. Cac mo hinh phat hién dé xuat duwa trén viéc
huan luyén mang no-ron LTSM cho tung tap dir liéu da chirng minh dugc kha nang hoc
hiéu qua ddi ting dic trung khac biét cua dit liéu chudi ma thyc thi thu thap tir tap tin
lanh tinh va tap tin ma doc.

++ So sanh vgi cdc md hinh phat hién ma déc 10T sur dung hoc may va phuwong trich
chon dac trung n-gram

Pé thuc hién so sanh, ba mé hinh phat hién sir dung hoc may va phuong phép trich
chon dac trung n-gram (thir nghiém véi 2-gram) su dung trong cac nghién cau phét hién
ma doc IoT nhu [39], [71], [109], [115] duoc tién hanh thuc nghiém dé danh gia. Ba mé
hinh so sanh 12 3 md hinh phét hién ma doc 10T trén kién trac MIPS dién hinh st dung
chudi 151 goi hé thdng duoc st dung trong luan an caa Pha [114]. Cac danh gia, so sanh
hiéu qua cac mé hinh duoc tién hanh thir nghiém trén cung mot bo di liéu, cung thiét bi
va mdi trudng thuc nghiém. Két qua so sanh duoc thé hién trong Bang 2.11.

Bang 2.11. Két qud so sdnh mé hinh dé xudt véi 3 md hinh hoc may khac.

Ngudong do F1-Macro F1-Weight
‘Ijb"f‘i';(:“r‘]’é' RE | SYM | NB hh':/lllodé RF | SVM | NB | M@ hinh
thang | [141 | [114] | [114] | "RA | [114] | [114] | [114] | 6@ xudt
50 8503 | 79.81 | 6721 | 9534 | 9148 | 89.13 | 6656 | 9549
100 8560 | 84.65 | 69,01 | 9537 | 91.73 | 9082 | 67,35 | 96,53
150 8495 | 82,67 | 70,19 | 97,81 | 92.29 | 90.83 | 68,76 | 98,38
200 8548 | 8254 | 77,79 | 86,23 | 92.45 | 91,02 | 83,38 | 89,79
250 8518 | 8243 | 77,89 | 82,02 | 92,48 | 91,04 | 8338 | 87.74
300 8513 | 80,88 | 77,81 | 81,06 | 92,61 | 90,73 | 8351 | 87,22
400 91,82 | 88,00 | 78,84 | 7510 | 97,04 | 9561 | 93,00 | 83,56
500 92.11 | 90,64 | 79.49 | 7507 | 97,09 | 96,34 | 9346 | 8331

Tir két qua trén ching ta thay rang khi d6 dai cua chudi 10i goi hé théng la 500, ba
mo hinh phat hién ma doc 10T trén kién tric MIPS sir dung phuong phap trich chon n-
gram cho két qua do do F1-Macro va F1-Weight cao nhat. Piéu nay ciing thé hién duoc
tinh chat caa cac mo hinh hoc may truyén thong Ia viéc han ché trong kha nang ty dong
hoc cac biéu dién phuc tap tir dit liéu. Do d6, cac mo hinh hoc may truyén thdng can st
dung chudi 151 goi hé thong dai dé c6 du thdng tin va thé hién duoc toan bo hanh vi cua
chuong trinh gitip mé hinh phén biét chinh xac cac dic trung chudi da trich xuat. M hinh
phét hién ma doc 10T trén kién trdc MIPS ma luan &n dé xuat hiéu qua hon vé cac do do
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d6 chinh xac do mang no-ron di khic phuc duoc han ché trong viéc hoc céc biéu biéu va
mo hinh di c¢6 du théng tin quan trong dé biéu dién dic trung khi chi can sir do dai chudi
loi goi hé théng ngan. Cac thuc nghiém ciing cho thay rang ma doc 1oT trén tai nguyén
han ché c6 nhiéu diém khéc biét so v6i ma doc trén thiét bi may tinh truyén théng khi dic
trung ctia hanh vi doc hai dugc F-sandbox ghi nhan tir cac 10i goi hé thong dau tién cua
chudi va mé hinh d& xuat cho d6 chinh xéc tét khi chudi ngan, giam dan khi chudi dai do
chira cac dic trung 10i goi hé thong gay nhiéu hoidc twong ddng giira hai tap.

% Ddnh gid hiéu qud ciia mé hinh dé xudt véi cac mo hinh phat hién si dung chudi
loi goi hé thong ngdan khéc co lién quan:

Nhim dénh gia hiéu qua caa md hinh str dung do dai chudi 10 goi hé théng ngén
va van dam bao d¢ chinh xac turong dong cac md hinh phat hién c6 lién quan khac. Luan
an phan tich, so sanh mo hinh dé xuat véi cac mé hinh khéc co lién quan sir dung dac
trung 10i goi hé théng thu thap tir phan tich dong tap tin. Mo hinh dé xuat chi can sir
dung duy nhat mét loai dic trung thu thap tir qua trinh phén tich dong tap tin 1a chudi
161 goi hé théng véi do dai chudi can thu thap ngan 13 150 da co thé cho d6 chinh xac
t6t twong dong véi mot sé nghién ctiru khac luan 4n di khao sat. Panh gia, so sanh hiéu
qua véi cac nghién ctru khéc o lién quan duoc thé hién trong Bang 2.12. Két qua cho
thdy mo hinh d3 khai thac tot dic trung tuan tu cua ting tap dir liéu chudi 1o goi hé
thng thu thap tir tap tin ma doc va tap tin lanh tinh. Véi chudi 16i goi hé théng ngan
can thu thap, md hinh c6 kha niang phan 16p tap tin véi it thoi gian thu thap chudi o1 goi
hé thong trong méi trudng phan tich dong hon trong thuc té. Do d6, mé hinh dé xuét c6
thé duoc sir dung dé tich hop mé hinh phét hién vao cac giai phap phat hién ma doc can
it théng tin va thoi gian thu thap tir thuc thi tap tin nhung van dam bao do chinh xéac cao
trong céc hé théng bao mat thuc té.

Bang 2.12. So sanh mé hinh dé xudt véi cac nghién cizu lién quan.

T4c gia Piic trung sit | M6 hinh/phuwong | P§ dai chudi | Accuracy

g dung phép hiéu qua (%)

Maniath [100] | L&i goi hé thong Mang LSTM 779.980 96,67
Pascanu [95] | Loi goi hé thong BaggIg]Sgl\S? NN, 3.000 95

Hansen [101] | L&i goi hé thdng RF 596 98,13
Phu [114] Loi goi hé thong | RF, 2-gram, PCA 300 95,3

Viét [64] Loi goi hé théng SVM 300 98,26

Ay A oA i a2 Bagging (two
M6 hinh dé xuat | Loi goi hé thong LSTM) 150 98,37

2.4. Két luan chwong 2
Trong chuong nay da dé xuat mo hinh phét hién ma doc 10T dya trén phwong phap
Bagging st dung cliing mot kién tric mang no-ron LSTM cho ting tap dit liéu chudi loi
goi hé thdng trich xuat thong qua phan tich dong da dwoc gan nhan. M6 hinh dé xuat sir
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dung chudi 161 goi hé thdng ngan hon so vai cac md hinh phét hién ma doc 10T khac da
khao sat nhung van dat hiéu qua cao vé tiéu chi d chinh xéc, it bj tac dong boi van dé
mat can bang dir liéu huan luyén giira cac nhén trong phat hién ma doc loT trén kién
tric MIPS. Do d6, mé hinh c6 thé dugc huan luyén, tao md hinh phat hién dé sir dung
tich hop trong cac hé théng phat hién va canh bao ma doc 1oT trong thuc té.

Tuy nhién, trong cac thir nghiém cua luan an da chirng minh phuong phéap phan
tich dong chua thu thap duoc toan bo dic trung 101 goi hé thdng cua tat ca céc tap tin
khi thuc thi, mot sé tap tin doc hai chua thuc thi trong méi trudng F-sandbox. Viéc st
dung chudi 10i goi hé théng ngin da dem lai hidu qua trong céc thir nghiém nhung co
thé gap kho khan khi phat hién cac ma doc sir dung cac ky thuat che gidu hanh vi, chua
boc 16 hanh vi ngay sau khi thyc thi tap tin. Vi vay, dé xay dung giai phap phat hién ma
doc 10T tong thé theo quy trinh phéan tich ma doc, luan an s& nghién ciru dé xuat mo hinh
phat hién ma doc 10T hiéu qua dua trén hoc may st dung dac trung thu thap tir phan tich
tinh tap tin. Chi tiét vé mé hinh phat hién ma doc 10T dé xuét s& duoc trinh bay va thao
luan trong noi dung tiép theo cua luan an.

Y tuong va két qua thuc nghiém ciia mé hinh dé xuat trong chuong nay di duoc trinh
bay, céng bé trén tap chi qudc té: “A novel approach to detect loT malware by system calls
and Long Short-Term Memory model”, Journal of Theoretical and Applied Information
Technology 31t August 2021, Vol. 99. No. 16, 2021 (SCOPUS, Q4), ISSN: 1992-8645.
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CHUONG 3: XAY DUNG MO HINH PHAT HIEN MA PQC IOT PON KIEN
TRUC HIEU QUA SU DUNG PAC TRUNG TINH CUA TAP TIN THUC THI

3.1. Mé dau

Trong phuong phap xay dung md hinh phét hién ma doc loT don kién tric dya
trén dic trung dang chudi cua tap tin thuc thi, phan tich dong da dem lai hiéu qua trong
xay dung mé hinh phéat hién ma doc loT dua trén mang no-ron LSTM, tuy nhién phuong
phap ciing boc 16 mot s6 han ché khi thuc hién thu thap hanh vi 16i goi hé théng voi cac
mi doc st dung céc ki thuat che gidu hanh vi. Dé giai quyét cac trudng hop néu trén va
phan tich lugng lon cac tap tin 10T doi hoi xdy dung moi truong thuc thi phuc tap thi
cac mo hinh phat hién ma doc loT dua trén hoc may sir dung dac trung tinh caa tap tin
can duoc xem xét, lua chon. Phan tich tinh s& gidp giam thoi gian xay dung méi trudng
va tai nguyén thuc hién phan tich, phan tich duoc nhiéu thong tin lién quan dén hoat
dong cua tap tin, khong can xay dyung méi truong giam sat tap tin thyc thi va xac dinh
diéu kién kich hoat dé tap tin boc 16 hét hanh vi. Bé giai quyét bai toan phan tich tinh
mot lwong 16n tap tin thuc thi, cac phwong phap hoc may két hop véi dic trung tinh
duoc sir dung dé xay dung mo hinh phat hién ma doc 1oT.

Theo khao sat cua luan an, trong 10 nam tro lai day, qué trinh xay dyng mé hinh
phat hién ma doc 10T dua trén hoc may sir dung déc trung thu thap tir phan tich tinh tap
tin gom 4 buéc: Thu thap di liéu, trich chon dic trung, tién xir ly, phat hién ma doc
duoc thé hién trong hinh 3.1.

Thu thap di liéu
(Cac tap tin)

v

Trl'ch chon dac truwng
(Trich xuat, Iya chon dac trung)

CTiénxely
(Chuan hoa, chuyén doi)

Phat hién
(Hoc may/ Hoc sau)

Hinh 3.1. Téng quan qué trinh xay ding mé hinh phat hién ma dgc 10T dya trén hoc
may su dung ddc trung tinh.
Hiéu qua cua cac md hinh phat hién va du doan mi doc IoT déu phu thudc chat
ché vao cac dic trung str dung dé xay dung md hinh. Qua trinh trich chon dic trung phu
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hop trong xay dung mé hinh khéng chi gép phan niang cao d6 chinh xac cia md hinh
phat hién ma con gilp giam do phuc tap va tiét kiém tai nguyén st dung caa md hinh
phuc vu tich hop trong méi truong 10T tai nguyén han ché. Ngay nay, cac phuong phap
trich chon dic trung bao gdm phuong phap loc (filters), trinh bao boc (wrapper), phuong
phap nhdng (embedded) hoic két hop cac phuong phap nay thudng dugc st dung trong
xay dung cac md hinh phét hién ma doc 10T han ché tai nguyén. Cac phuong phép loc
s& chon mét tap hop con cac dic trung ma khong 1am thay doi biéu dién ban dau cua
ching [54]. Trich chon dic trung dya trén trinh bao boc bao gom mot md hinh phan loai
dé danh gia sy phl hop cua cac dic trung.

Canedo va cong su [119] da phan tich 7 phuong phap trich chon dac trung dua trén
bo loc, hai phuong phép trich chon dic trung bao boc va hai phuong phap nhing dé tao
tap di liéu “microarray” theo bén phan loai hoc may. Xu va cong su [12] d4 so sanh cac
phuong phap trich chon dac trung bao boc va lya chon tap hop dac trung con dua trén bo
loc lién quan dén hiéu suat phan loai va thoi gian thuc hién. Cac nghién ciu nay chi ra
rang cac phuong phap loc nhanh hon cac phuong phép trich chon dic trung bao boc nhung
hiéu suat phan loai thip hon nhiéu so véi cac phuong phap bao boc. Mat khéc, viéc
nghién ciru mot md hinh phat hién cé tdc ¢ nhanh 1a can thiét khi d6i mat vai cac bai
toan sé lwgng phan mém doc hai ngay cang ting theo cap s6 nhan. Cac md hinh phat
hién ma doc st dung it vé mit thoi gian c6 thé duoc huan luyén dya trén cac dic trung
tinh trich xuat tir cac chuong trinh thuc thi.

Cac dic trung tinh dugc thu thap sé két hop vai cac thuat toan hoc may, mang hoc
sau phi hop dé xay dung cac md hinh phat hién va phan loai ma doc hiéu qua. Viéc sir
dung dic trung ma thyc thi trich xuat tir phéan tich tinh ¢ mang lai nhiéu hiéu qua
trong viéc phéat hién ma doc ndi chung va ma doc 10T noi riéng. Ma thuc thi st dung
trong luan an dugc xay dung theo cac khai niém dudi day:

Dinh nghia 3.1. Ma thyc thi (Operation code — opcode) la chi thi cia mét Iénh
trong ngon nga mdy duoc thuc hién trén bg vi xir Iy nham dwa ra hwéng dan céc thao
tac cho phan cing thyc hién Iénh do.

Mot méa thyc thi 12 mot chi thi 1énh don c6 thé duogc thyuc thi bai bo vi xir 1y trung
tam. MAi loai kién trdc vi xt ly khac nhau s& str dung mét sé loai ma thuc thi khac nhau.
Theo théng ké cua NCS, céc tap tin ELF trén kién tric MIPS c¢6 hon 400 tén ma thyc
thi khac nhau, trén kién tric ARM c¢6 hon 700 tén ma thuc thi khac nhau, kién tric
PowerPC c6 khoang 400 ma thyc thi khac nhau. M&i ma thuc thi co thé chira cac thong
tin vé cac thanh ghi va vi tri cua dir liéu, ciing nhu cac tham s lién quan dén hoat dong
duoc thuc hién, vi vay no cd thé duogc sir dung hiéu qua trong phét hién ma doc.

Trong ngdn ngit assembly, m3i ma thuc thi c6 hai phan 1a tén mé thuc thi & phan
dau va céac tham sb. Cac phuong phap phd bién s& 1y tén ma thyuc thi dé dai dién, bo
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qua phan tham sé do su phuc tap va su phu thudc vao ngit canh cua cac tham sb nay.
Qua céc khao sat, danh gia & chwong 1 va muc tiéu cta luan an téi thiéu do dai chudi
ma thyc thi, luan an dé xuat si dung théng tin tén ma thuc thi dé xay dung chudi ma
thuc thi phuc vy xay dyng mé hinh phét hién ma doc. Do d6, vai cach lay tén ma thyc
thi, cac ma thuc thi s& dugc biéu dién ¢ tén chi thi ngan gon nhu 1w, sll, addu, sw, nop,...
Chudi ma thuc thi sir dung trong luan 4n duoc dinh nghia nhu sau:

Dinh nghia 3.2. Chusi ma thyec thi 12 chudi cac tén ma thuec thi lién tiép duroc trich
Xudt tor tap tin thyec thi va c6 khd ndng mé ta hanh vi cia mét chwong trinh hodc doan
chuwong trinh.

Trong minh hoa hinh 3.2, chudi ma thyc thi thu thap duoc tir chwong trinh s& la Iw
Iw sl addu sw lw nop addiu sw.

loc_483388: # CODE XREF: connectTimeout+1C8[]
1w $vB, @xEB+var BC($fp)
1w $vl, @xEB+var CB($fp)
511 tva, 2
addu Tve, vl
s fzero, B(%va)
1w fvB, BxEB+var BC($fp)
nop
addiu Tve, 1
S fvB, BxEB+var BC(%fp)

Hinh 3.2. Minh hog thu thdp chudi ma thyec thi tir cac tap tin ELF trén kién trdc MIPS.

Han ché chinh cua cac nghién ciu phat hién ma doc 10T don kién trdc st dung
chudi ma thyc thi luan 4n da duoc khao sat bao gom:

Thet nhat, trong trich chon dic trung ma thyec thi, phuong phép trich chon dic trung
loc nhanh hon cac phuwong phap trich chon dac trung bao boc nhung do sb lugng dac
trung nhiéu, nhiéu dic trung gay nhidu nén do chinh xac trong phét hién va phan loai lai
thap hon so véi cac phuong phép bao boc. Trong méi truong 10T can dam bao su phu
hop giira téc do xt 1y va do chinh xac trong xay dung cac md hinh phat hién ma doc
loT.

Thar hai, cAc md hinh phét hién cho d chinh xac cao dang sur dung cac phuong
phép trich xuat dic trung ma thyc thi dang d6 thi phirc tap, huan luyén mé hinh duya trén
c4c thuat toan hoc may, mang hoc sau phuc tap. Diéu nay dan dén thoi gian trich xuat
chudi ma thyc thi, kich thuéc md hinh phét hién sau khi huan luyén lén va kho dé ung
dung cac mé hinh phét hién nay trong hé théng loT han ché tai nguyén hoic dap ung
y&u cau toc do xur ly.

Ther ba, ca&c m6 hinh phat hién ma doc 10T dua trén dac trung ma thyc thi cho do
chinh xac cao di khao sét chi méi duoc thir nghiém véi cac nén tang ciia may tinh ca nhan
va thiét bi di dong, chua tap trung trén cac kién tric vi xir Iy caa thiét bi 10T pho bién khac
nhu MIPS. M&i nén tang kién tric vi xt 1y ¢6 cac dic trung ma thuc thi khac nhau, vi vay
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can c6 cac nghién ctu danh gia thir nghiém trén cac nén tang khac nhau dé dua ra cac
phuong phap xay dung mé hinh phat hién phu hop vai loai dac trung tinh nay.

Vi vdy, dé nang cao hiéu qud cho mé hinh phat hién ma déc IoT don kién tric sie
dung déc trumg tinh cua tap tin thyc thi, chwong 3 dé xuat két hop phirong phap trich
xuat, thu thdp déc trung chudi ma thyc thi hiéu qud, phi hep véi cac mé hinh hoc may
truyén thong trong xay dng mo hinh phéat hién ma déc 10T trén nén tang kién truc
MIPS. M6 hinh phat hién ma déc IoT don kién tric sir dung téi thiéu sé hrong ma thuc
thi can thu thap tir phan tich tinh tap tin, si dung cac thudt todn hoc may truyén thong
dé giam do phirc tap tinh todn, thoi gian tinh toan va kich thuéc md hinh phat hién sau
khi hudn luyén nhung van dam bdo dé chinh Xac cao twong dong cac nghién cizu khac
lugn an da khao sat.

C6 nhiéu phwong phap trich xuat va lya chon dic trung tinh cta tap tin thuc thi sir
dung trong phat hién ma doc da duoc nghién ctu. Theo cach tiép can dic trung biéu
dién dang chudi cua luan an, mot ma thuc thi duoc coi 1a mot “tir” trong md hinh ngén
ngir. Mot chudi ma thuc thi duoc coi 1a mot “cau” trong md hinh ngdn ngit. Vi vay,
ching ta c6 thé du doan ¥ nghia cua mét cau dya vao mot sé “tir khéa” trong cau. Do
d6, trong mot chudi ma thuc thi, mdi ma thuc thi c6 mot mae do ¥ nghia khac, mot s6
ma thuc thi c6 thé mo ta ¥ nghia va dai dién cho chudi ma thuc thi d6. Viéc lva chon
duoc cac méa thuc thi c6 muc dd quan trong cao trong chudi s& han ché duoc sé lugng
dic trung ma thyc thi can trich xuat, thu thap trong phan tich tinh. Trong xur Iy ngdn ngi
tu nhién viéc xac dinh mic do quan trong caa mot tir trong cau di c6 thé duoc giai quyét
théng qua nhiéu phuong phiap nhu Information Gain, Term Frequency — Inverse
Document Frequency,... D6i v4i phan tich chudi ma thyc thi, luan 4n ciing tiép can dya
trén sy tuong déng nay dé lua chon cac ma thuc thi quan trong cho céac kién trdc vi xir
ly trong xay dung mo hinh phét hién ma doc 10T hiéu qua. Luan an sé& tién hanh phan
tich, danh gia cac phuong phap trich xuat, lya chon, thuat toan hoc may truyén thdng
hién c6 c6 dé lya chon phuong phép trich xuét dic trung chudi ma thyc thi phi hop dbi
VGi céc tap tin thuc thi trén nén tang kién trac MIPS phuc vu xay dung md hinh phéat
hién hiéu qua vé thoi gian xir 1y va kich thugc mé hinh, @ chinh xac phi hop véi moi
truong thiét bi 10T tai nguyén han ché.

3.2. Xay dwng mo hinh phat hién ma doc 10T dwa trén chudi ma thuc thi dé xuat

Qua trinh xay dung md hinh phat hién ma doc 10T dya trén dic trung chudi ma
thue thi d& xuat gom 3 giai doan chinh: Trich xut va lya chon dic trung; Huén luyén
md hinh phat hién; Phan 16p tap tin dyua trén mé hinh phét hién. Tong thé qué trinh xay
dung mé hinh dé xuat dugc md ta trong hinh 3.3.
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Hinh 3. 3. Qua trinh xay dung md hinh phét hi¢n ma djc loT don kién tric dya trén
hoc may su: dung ddac trung chuol ma thyc thi.

3.2.1. Dé xudt phwong phdp trich xudt, lwa chon ddic trung ma thuec thi

- Déi véi qua trinh trich xudt chudi ma theec thi duwea trén phan tich tinh tap tin thyc
thi: C6 nhiéu phuong phap trich xuat ma thuc thi tir tap tin thyc thi da duoc dé xuat nhu
khao sét trong nghién citu caa nghién ctiu sinh [TC4]. Cac phuong phap trich xuét chudi
ma thyc thi dya trén d thi s& d6i mat véi viéc str dung tai nguyén tinh toan I6n, viéc luu
trir phirc tap va can nhiéu thoi gian dé trich xuat cho maot tap tin thyc thi. Cac phuong
phap trich xuat ma thuc thi dya trén do thi nhu [17],[116],[117],... c6 thé dem nhiéu
thdng tin vé ludng thyc thi cia mot chuong trinh khi trich xuat chudi ma thyc thi nhung
d6 phuc tap tinh toan va tai nguyén st dung dé thu thap trich xuat cé thé ting cao khi
tap tin c6 kich thudc 16n hoac phuc tap.

Dé khic phuc mot s6 han ché trén, phuong phap trich xuat dic trung chudi ma thyuc
thi dugc thuc hién théng qua cac céng cu dich nguoc tap tin thuc thi. Cac phuong phap
dich nguoc c6 thé khac phuc dugc van dé tai nguyén va tdc do trich xuat dic trung ma
thue thi nhung lai d6i mit véi viée do dai chudi ma thuc thi thu thap duoc 16n, viéc xir
ly va huan luyén mé hinh phat hién ma doc 10T tryc tiép trén cac chudi ma thyc thi nay
khong dem lai hiéu qua cao. Cac cong cu dich nguoc s& thu thap tat ca cac théng tin ma
thuc thi ctia chuwong trinh thuc thi gbc va doan ma doc hai lay nhiém trong tap tin, vi
vay do dai chudi ma thyc thi thu thap duoc 16n va nhiéu thong tin khdng cé gia tri phan
I6p hodc gay nhiéu tir ma thyc thi caa chwong trinh thuc thi géc.

Dé phu hop va nang cao kha ning phat trién giai phap bao mat trong moi truong
loT tai nguy@n han ché thi viéc xay dung mét giai phap trich xuat chudi ma thuc thi don
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gian, hiéu qua phi hop véi thuat toan hoc may 1a yéu cau can thiét.

Dé dat dwogc muc tiéu nghién ciru caa luan an, céch tiép can trich xuat chudi ma
thuc thi dua trén phuong phap dich nguoc tap tin thuc thi duoc lua chon sir dung trong
mé hinh dé xuét. Tuy nhién, luan &n tiép can trich xuat chudi ma thyc thi dya trén “ti
dién opcode” dé xuat 1a danh sach ma thuc thi quan trong trén mot nén tang kién tric vi
Xt ly tung ing duoc xay dung dua trén phuwong phap xac dinh mac do quan trong.

Phuong phap trich xuat chudi ma thyc thi tir tap tin thyc thi ELF trén hé diéu hanh
Linux luan an dé xuat duoc thuc hién thdng qua cac trong so dd hinh 3.4.

Phuong phap xay
dung chubi opcode
str dung "tir dién
opcode”

Phwong phap
dich nguoc tap

Intheetht frap tin @4 dich'
ngwoc dang

ASM

Chudi ma thue
thi thu thap
dwoc

Tap tin
thwece thi

»

ELF

PHU'ONG PHAP TRICH XUAT CHUOI OPCODE TU' TAP TIN THUC THI

Hinh 3.4. Qua trinh trich xudt chudi ma thyec thi tir tap tin ELF.

Buoc 1: Tap tin thuc thi ELF duoc dich ngugc thanh tap tin dang ASM théng qua
cdng cu dich nguoc tap tin thuc thi hd tro kién tric vi xir Iy va hé diéu hanh twong tng.
Viéc thu thap duoc chinh xéac, day du cac dic trung ma thuc thi caa tap tin phu thudc
vao hiéu qua cta cac cong cu dich nguoc. Vi vay, luan &n tién hanh cac danh gia va thir
nghiém dich nguoc cac tap tin dé phan tich, lya chon, dé xuat cong cu phil hop dbi Voi
nén tang Kién trac vi xir Iy luan an tap trung nghién ctu.

Hién nay, mot sé cong cu dich nguoc duoc cac nghién ciu sir dung ddi véi cac
tap tin ELF bao gdm: IDA Pro [50], Capstone [20], OllyDBG [88],... Mdi c6ng cu déu
c6 nhitng wu va nhuoc diém trong dich nguoc cac tap tin thuc thi. Két qua so sanh céc
cdng cu dich nguoc duoc thé hién trong Bang 3.1. Tur két qua phan tich va qué trinh
thir nghiém dich nguoc céc tap tin ELF trén nén tang MIPS, luan an thay riang cong cu
IDA Pro dem lai nhiéu vu diém vuot troi so vai céc cdng cu dich nguoc khac. Vi vay,
trong mo hinh dé& xuat, céng cu IDA Pro duoc luan an lra chon dé thuc hién chirc ning
dich nguoc tap tin thuc thi ELF.

Bang 3.1. So sanh céc cong cu hé tror dich nguoc tdp tin ELF.

khac nhau.

-Cung cap cho nguoi
ding nhiéu tinh ning
nang cao nhu tim kiém
chudi, phén tich hé thong

diem

phép nguoi phén tich
theo dbi cac bién va
ham trong qua trinh
thuc thi.

- Cung cip cho nguoi

IDA Pro OllyDBG Capstone
- C6 kha nang phén tich | - Mién phi va c6 tinh | - Mién phi va ma
cac dinh dang tap tin | nang gd& roi tot, cho | nguon mo.

-H& tro nhiéu kién
trac vi xu ly khac nhau.
- Puoc viét bang ngbn
ngit C, dé dang tich
hop vao cac trng dung




82

cuc bg, phan tich ma, ...
- C6 kha nang tuy chinh
va mé rong dé thém céc
tinh nang mai, phu hop
v6éi nhu cau cua ngudi
dung.

dung cac tinh ning tim
kiém, phan tich, xu ly
va phan tich phan mém
doc hai.

- Giao dién nguoi dung
than thien va dé su
dung.

khac.

Nhugc
diem

-La phan mém thuong
mai, ¢ phi.

- Giao dién nguoi dung
khong thé&n thién va kho
st dung cho nguoi dung
moi.

- Khong c6 tinh nang
phan tich cac dinh dang
tap tin khac nhau nhu
IDA Pro.

- Khéng cung cip cac
tinh nang phan tich
phtc tap nhu IDA Pro.

-Khéng c6 céc tinh
nang phuc tap nhu
IDA Pro.

- Khdng cung cap giao
dién nguoi dung do
hoa, chi cd API dé tich

hop vao cac wng dung.

Buoc 2: Céc tap tin dang ASM chira ma dich nguoc (dang hop ngir) sé duoc s
dung dé trich xuat chudi ma thuc thi thong qua “tir dién opcode” xay dung trén nén tang
kién trac vi xt ly twong tng vai thiét bi IoT. “Tir dién opcode” day du ban dau dugc
luan an xay dung thdng qua viéc thu thap tén cac ma thyc thi tir cc nha san xuat CPU
va céc cong trinh khoa hoc da cong bd. Bén canh d6, viéc xay dung tir dién méa thuc thi
dugc thuc hién qua céac thuc nghiém dich nguoc va phan tich tap tin thuc thi thu céng
dé xac dinh, b6 sung cac ma thyc thi cé trong tap tin da dich nguoc nhung chua tim thay
tir cac nguon Internet. “Tur dién opcode” diy du ban dau ciia mot sé nén tang kién tric
cia thiét bi IoT dugc luan &n thu thap cdng bdé mo tai dia chi:
“https://gitlab.com/ngoctoan/caimp/-/tree/main/Opcode%20Extraction?ref_type=heads”.
S6 luong, tén va chirc ning cua cac ma thyc thi ciing ¢6 su Khac biét giira cac nén tang
Kién triic nhu trong “tir dién opcode” hai nén tang Intel va MIPS nhu hinh 3.5.

3 | mips_opcode list., — O *
File Edit Format View Help File Edit Format View Help

cmove #~{|1lh ~
cmove lhe

cmovg 1hi

cmovge lhu

cmovl lhue

cmovle 1i

cmovna 11

cmovnae 11d

cmovnb 1le

cmovnbe 1llo

cmovnc 11u

cmovne 1t

cmovng lui

cmovnge Tuxcl

cmovnl 1w

cmovnle lwc

Cmovno Twecl

cmovnp Twc2

cmovns lwe3

cmovnz Y 1wl s

Hinh 3.5. Tar dién ma thec thi trén kién trac vi xiz ly Intel va MIPS.
Qua trinh thu thap chudi ma thuc thi caa mot tap tin dya trén “tir dién opcode”


https://gitlab.com/ngoctoan/caimp/-/tree/main/Opcode%20Extraction?ref_type=heads
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duoc luan 4n dé xuat nhu mo ta trong thuat toan hinh 3.6.

L Giai nén (UPX
¢ 57 _unpack, PeiD...)

Dich nguwoc
thanh céng?

~ Khéng thé dich
nguoc

i < sb dong clia
tap tin ASM?

Chuébi opcode log

T [] = Cac tlr trong dong thir i

v

j=1

j=j+1

j< sb phan t&
cla Ti [] & Tw [j] co
trong tir dién
opcode?

Co

Chuédi opcode log
= Chudi opcode
log + T [j]

i=i+1

Hinh 3.6. So' d6 hoa thudt toan thu thap chudi ma thuce thi dé xudt

- Pé xudt “tir dién opcode” hiéu qud phuc vu xay ding tdp chudi ma thue thi dai
dién cho cac tap tin: S6 lwong va chét luong cua cac dic trung ma thyc thi trong chudi
can dugc xem xét trong huan luyén mé hinh hoc may phuc vu phan loai tap tin ELF dé
dam bao d6 chinh xé&c cao va sir dung it tai nguyén nhat. Do d6, luan an dé xuat si dung
phuong phap TF-IDF trong xtr Iy ngbn ngir tu nhién dé xac dinh cac ma thyc thi quan
trong nhét trong xay dung dic trung chudi ma thuc thi, tir d6 xay dung lai “tir dién opcode”
hiéu qua cho tirng nén tang kién trdc phuc vu xay dung mé hinh phat hién ma doc loT.
Qua trinh x4c dinh “tir dién opcode™ hiéu qua 1a n opcode ¢6 mirc d6 quan trong cao nhat
phuc vu xay dung dic trung chudi ma thyc thi cho xay dung mo hinh phat hién ma doc
duoc thé hién trong hinh 3.7.
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Hinh 3.7. So' d6 phwong phdp lwa chon mé thyc thi quan trong va xay ding chudi ma
thuec thi dai dién cho cac tap tin.

Véi huéng tiép can chudi ma thuc thi trich xuat tir mot tap tin 12 mot dic trung
tuan tu dang chudi twong dong véi cac “cau” trong ngdn ngit tu nhién, luan an xac dinh
mirc d6 quan trong caa mot ma thuc thi trong chudi ma thuc thi dya trén viéc tinh toan
trong sb cia ma thyc thi trong mot chudi. Trong cac nghién ciru trong mé hinh ngdn ngi
tu nhién, mo hinh Term Frequency — Inverse Document Frequency (TF-IDF) da dem lai
nhiéu hiéu qua trong téng hop van ban va xac dinh mirc d6 quan trong cua cac tir trong
doan van [HT1]. Gia tri TF-IDF 14 trong s ciia mot tir trong vin ban thu duoc thdng
qua s6 liéu thong ké va cho thay tim quan trong caa tir ndy trong mot van ban chira no.
Vi vay, TF-IDF c6 thé duoc ap dung dé xac dinh mac do quan trong cua cac ma thuc
thi trong tap cac chudi mé thuc thi thu thap duoc. Gia tri TF duoc st dung dé tinh toan
tan suat xuat hién caa cac ma thuc thi trong chudi ma thyuc thi. Do dai mdi chudi ma
thuc thi khac nhau, sé 1an xuat hién caa cac ma thyc thi c6 thé khac nhau rat 16n. Vi vay,
sb lan xuét hién cua cac ma thyc thi s& duoc chia cho d6 dai caa chudi (diéu nay twong
tu tong s tir trong mot van ban). Trong trudng hop luan an sir dung, gia tri TF cia ma
thuc thi x duoc tinh theo cdng thic nhu sau day:
fr(x)

sum(s)

TF(x, s) =

(3.1)

trong d6 fr(x) 1a s6 1an ma thyc thi X xuat hién trong chudi ma thuc thi s, sum(s) 1a tong
s6 ma thuc thi cta chudi ma thyc thi s.

Gia tri IDF la su do lvong muce d6 quan trong caa mot ma thyc thi trong tap cac
ma thuc thi. Khi chi tinh tin suat xuét hién caa ma thuc thi, cac ma thuc thi duoc coi la
quan trong nhu nhau. Tuy nhién, c6 mot sé6 ma thyc thi thuong dugc sir dung nhiéu
nhung khong quan trong dé thé hién y nghia cta chudi ma thuc thi. Mot sé mé thuc thi
trong tap dit liéu lai m ta dugc dic trung ctia hanh vi doc hai trén hé théng. Do do, gia
tri IDF c6 kha ning xac dinh lai c&c trong sb twong tng cho cac ma thyc thi quan trong
lubn xuat hién. Gia tri IDF luan an sir dung dugc tinh theo cong thic sau day:
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IDF(x, D) = log (—) (3.2)

D(x)
trong d6 N 12 tong sé chudi ma thuc thi duoc tao ra, D(x) 1a sé chudi ma thyc thi chta
ma thuc thi x.

Viéc xac dinh tim quan trong cia cac ma thyc thi trong chudi ma thyc thi ¢é nhiéu
diém chung véi mie d6 lién quan cua tir trong mot van ban. Viéc két hop hai gia tri TF
va IDF sé& gilp nang cao hiéu qua trong viéc xac dinh mirc d6 quan trong cua cac ma
thuc thi, mot sé ma thyc thi xuat hién nhiéu nhung thuc té c6 thé khéng quan trong. Cac
nha nghién ctru da c6 nhiéu két qua kha quan vé TF-IDF cua tir trong van ban nhu cac
nghién ciru [93], [108]. C6 hai cong thirc chinh dé tinh gié tri TF-IDF thuong duoc st
dung trong ngdn ngit ty nhién gom: TF-IDF co ban va TF-IDF nang cao nhu TE-IDF
Normalization, Smooth IDF, Max IDF,...Dya trén cac dic diém cta ma thuc thi va
chudi ma thuce thi thu thap duoc, luan an dé xuit sir dung cach tinh TF-IDF cta ma thuc
thi x theo cong thirc co ban va dugc biéu dién nhu sau:

TF-IDF (x) = TF(X).IDF(x,D) (3.3)

Thong qua viéc xac dinh gia tri TF-IDF caa ma thyec thi trong tap dix liéu mé thuc
thi, NCS str dung n mé thuc thi c6 trong sé cao nhét dé xay dung “tir dién opcode” hiéu
qua cho kién trdc vi xir Iy twong tng. Khi lya chon n qué 16n, s6 lwgng ma thuc thi trong
tir dién va do chudi ma thuc thi thu thap dwoc tir mot tap tin cd thé tang 1én, d6 phic tap
khi xay dung md hinh c6 thé nang cao. Tuy nhién, khi lya chon n qua nho, s6 luong ma
thuc thi can thu thap it, chudi ma thyc thi thu thap duoc c6 thé khong du thong tin dé
dai dién dugc cho tap tin thuc thi va giam d6 chinh xac khi xay dung mé hinh phat hién
ma doc. Vi vay, gia tri n ma thuc thi c6 mae d6 quan trong cao nhat s& phu thudc vao
tirng nén tang kién trac vi xir Iy duoc luan an xac dinh dya trén cac thuc nghiém va cac
nghién cau co lién quan khac.

Cudi ciing, “tir dién opcode” hiéu qua duoc sir dung dé xay dung chwong trinh
trich xuat chudi ma thyc thi dai dién cho céc tap tin thuc thi phuc vu xay dung mé hinh
phét hién ma doc 10T nhu hinh 3.8.
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de hidu qua"

input = open (' D
opcodeList = input. *eaal nes()
opcodeDict = dict ()
for i in opcodelist:

for x in i.split():

opcodeDict (x)=1

input.close()
§ Thu thép ">J§i mé& thuc thi dai dién cho

Da«.h = "Puor

o=. chdlr(pa,h)
for file in os.listdir():
if file.endwith(".asm"):
file path = £"{path}/{file}"
with open(fi le_pat1 encoding="utf8", 'r') as f:
print (file path)
output = open (file path + '.txt', 'w')
all = f.readlines()
for line in all:
for word in line.split():
if word in opcodeDict:
output.write (word + ' ')
f.close()
output.close()

# Rét qua tra vé la cac tap tin .txt chia chudi md@ thuc thi dai dién cho t3p timn

Hinh 3.8. Thu thdp chudi ma thyec thi dwa trén “tir dién opcode” dé xuat.

Két qua cua qua trinh trich chon, thu thap 12 mét tap dix liéu cac chudi mé thuc thi
dai dién cho cac tap tin ELF phuc vy huan luyén va phan 16p tap tin.

3.2.2. Hudn luyén mé hinh phat hi¢n ma déc 10T

Tap dit liéu cac chudi ma thuc thi dai dién cho céc tap tin duoc thu thap sé duoc
tién xu ly théng qua viéc chuan hod, chuyén doi phi hop véi cac thuat toan sir dung dé
xay dyng mo hinh phat hién ma doc 1oT. Tap dit liéu chudi mé thyc thi duoc phan chia
thanh hai tap dir liéu huan luyén va tap danh gia.

Ngoai ra, phuong phap n-gram duoc sir dung dé chuyén d6i dic trung cac chudi
ma thuc thi dai dién cho tap tin phuc vu huan luyén cac mé hinh may hoc. N-gram 1a
tuan xuat hién hién caa n ky tu lién tiép nhau c6 trong di liéu chudi dau vao. Phuong
phap xem xét chudi dau vao 1a mot day lién tiép gom cac gram va tinh tan suat xuat hién
cua n gram lién tiép dé lam dic trung cho chudi va gia tri dugc luu trong mot vecto.

Trong luan an, phuong phap n-gram duoc sir dung dé biéu dién va xéac dinh gia tri
cac dic trung ctia mot chudi ma thyc thi trong khong gian vecto. M4i phan tir cia vecto
dic trung thé hién su hién dién hay vang mit cia n-gram twong (ng trong chudi ma thuc
thi. Phuwong phap n-gram da dugc ching minh 1a ¢6 hiéu qua trong viéc phét hién phan
mém doc hai dya trén chudi ma thyc thi trong cac nghién ciu [79] [115]. Kang va cong
su [11] d4 trinh bay va danh gia mot phuwong phap tiép can dua trén cac dic trung n-gram
cua ma thuc thi sir dung may hoc dé xac dinh va phan loai ma doc trén hé diéu hanh
Android vai do chinh xac F-measure la 98%.

Trong phuong phap n-gram, néu n quéa nhoé (unigram), thong tin thu duoc s& chi la
tan suat xuat hién caa cac ma thyc thi don 1. Néu n qué 16n, sb lugng dic trung rat 1on,
dic biét 12 phan mém doc hai str dung céc ky thuat chuyén doi ma thyc thi. C6 mot s6
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nghién ctu NCS khao sat [114] da chi ra rang 2-gram va 3-gram c6 thé cho két qua tét
trong phat hién ma doc loT.

Vi dy, tinh n-gram caa mot chudi ma thuc thi X (push sub push sub push call add
jz add jz add) dugc mo ta trong Bang 3.2.

Bang 3.2. N-gram cua chudi ma thyec thi X.

2-gram | pushsub | subpush | pushcall | calladd | addjz | jz add
Tan suat 2 2 1 1 2 2
3-gram push sub | sub push | sub push push cal! add jz | jz .add
push sub call call add | addjz add jz
Tan suat 2 1 1 1 1 2 1

Sau d6, cac thuat toan hoc may khong sau cé giam sat pho bién trong phat hién ma
doc duoc luan an lya chon dé huan luyén cac mo hinh phat hién ma doc 10T dya trén
dac trung chudi ma thyc thi da xac dinh gia tri trong khdng gian vecto. Trong mo hinh
phat hién ma doc loT d& xuit, ba thuat toan hoc may khdng sau cd giam séat pho bién
trong phat hién ma doc géom Support Vecto Machines, Random Forest, Naive Bayes
duoc lan luot thir nghiém dé danh gia hiéu qua d6i vai thiét bi 10T tai nguyén han ché.
Trong qué trinh thir nghiém, nghién ctu sinh sé& thie nghiém nhiéu 1an va tinh chinh céc
tham sb ctua cac md hinh hoc may dé lya chon mé hinh hoc may phi hop trong xay dung
md hinh phat hién ma doc IoT da dat ra.

Cac md hinh phat hién ma doc 10T dya trén dic trung chudi ma thuc thi dugc xay
dung str dung lan luot cac thuat toan hoc may dé xac dinh hiéu qua dya trén cac tiéu chi
danh gia. Twr d6, lwa chon m6 hinh phét hién ma doc 10T st dung hoc may va dac trung
chudi ma thyc thi phii hop nhat khi trién khai trong méi truong 10T tai nguyén han ché.

Két qua cua giai doan nay la céc tap tin md hinh phét hién phuc vy qua trinh danh
gia, phan 16p tap tin can xac dinh nhan.

3.2.2. Phén lép tdp tin dwa trén md hinh phat hi¢n

Tuong tu qua trinh huan luyén md hinh, viéc phan Iép cac tap tin kiém tra dya trén
md hinh phat hién ma doc IoT duoc tién hanh thong qua thu thap chudi ma thyc thi duwa
trén tir dién ma thyc thi da xay dung trong giai doan thu thap, lya chon dic trung ma
thuc thi. Tap cac chudi ma thuc thi dai dién cho cac tap tin kiém tra dugc tién xi 1y véi
phuong phap n-gram va phan I6p vai mé hinh phat hién ma doc 10T hiéu qua tuwong (ng.

3.3. Thir nghiém va danh gia hiéu qua ciia mé hinh dé xuat

3.3.1. M0i trwong thar nghiém

Cac thir nghiém caa NCS duoc thyc hién trén cing mot may tinh sir dung hé diéu
hanh Windows 10 phién ban 64-bit, véi cAu hinh Intel Core i7-6500U, 2,59 GHz, RAM
8GB. Céc thuc nghiém danh gia hiéu qua duoc tién hanh 10 Ian tai cac khoang thoi gian
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thuc hién khac nhau. Két qua danh gia 1a trung binh cua tat ca cac lan tha nghiém.

Dé danh gia hiéu suat cia mé hinh dé xut, luan an thir nghiém mé hinh phét hién
sir dung tat ca 419 ma thyc thi trén kién tric MIPS va cac md hinh khac cling cach tiép
can cua nhém tac gia Ding [125] va Pha [117] trén cung mot tap di liéu, cung mot hé
thdng thir nghiém nhu phuong phap cia luan 4n dé xuét.

3.3.2. Tap diz ligu thir nghigm

Bo dit liéu C500-10T dataset dugc cong bd bai Pha va cac cong sy [115] nhu trong
noi dung 2.3.2 d trinh bay trong luan an duoc str dung dé thir nghiém cac md hinh phat
hién ma doc 10T dua trén dic trung chudi ma thuc thi. Bé danh gia cac kich ban thu
nghiém, NCS sir dung tap dit liéu mé rong cua tap da st dung trong chuong 2 dé thu
nghiém hiéu qua cua mé hinh phét hién ma doc IoT don kién trdc s dung dic trung tinh
cua tap tin thuc thi gom 8.904 tap tin ELF trén kién tric MIPS (véi 4.511 tap tin doc hai
va 4.393 tap tin lanh tinh) trong tap C500-10T dataset. Tap di liéu huan luyén va kiém
tra dugc phan chia ngau nhién theo ti 1& 70/30 phuc vu danh gi4 hiéu qua cac mo hinh
phat hién.

3.3.3. Két qud trich xudt va lwa chon dic trieng ma thyec thi

Két qua thu thap tap dir liéu chudi ma thyc thi thong qua phan tich tinh tap tin dugc
thé hién chi tiét trong Bang 3.3. Tir két qua Bang 3.3 da chi ra rang viéc thu thap chudi
ma thuc thi cua mot sb tap tin ma doc (112 mau chiém 2,5 % tong sé mau tap tin ma
doc thir nghiém) con chua hiéu qua do tap tin ma doc da su dung cac ky thuat “pack”,
chudi ma thyc thi thu thap duoc tir cac tap tin nho hon 50. Pay ciing 1a han ché chinh
cua phan tich tinh tap tin ma doc no6i chung va ma doc 1oT ndi riéng.

Bang 3.3. Két qud thu thdp chudi ma thyec thi tir cac tdp tin.

Nhan Ma sach Ma doc
S6 lwong tap tin thwe thi ELF 4.393 4.511
SO lrgng tap tin thu thiap dwoc chudi

. RN 4.393 4.423
ma thue thi dap ong yéu cau

Két qua lva chon cac ma thyc thi trén kién tric vi MIPS véi mie d6 quan trong
hang dau (c6 gia tri TF-IDF cao nhat) dugc thé hién trong Bang 3.4.
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Bang 3.4. Cac mé thuc thi c6 trong sé quan trong cao nhat trong tdp dir liéu thei nghiém trén kién trac MIPS.

1\23229 Téenmi | Gia tri M 6 l\z‘l‘;;g‘-’ Ténma | Gi tri Mo 6
thuc thi | TF-IDF thue thi | TF-IDF
trong : trong :
1 bgezal 8,29 Branch On >= 0 And Link 21 mfhi 1,34 Move From Hi
2 trap 7,09 Exception And Interrupt Instruction 22 bgtz 1,34 Branch if Greater Than Zero
3 sub 5,99 Subtract 23 Xori 1,29 XOR Immediate
4 addi 5,59 Add Immediate 24 sllv 1,27 Shift Left Logical Variable
5 mthi 4,89 Move To Hi 25 blez 1,27 Branch if Less Than or Equal to Zero
6 bltzal 4,48 Branch On <0 And Link 26 Xor 1,26 Bitwise XOR
7 mtlo 4,31 Move to LO Register 27 Ib 1,21 Load Byte
8 add 3,89 Add 28 bgez 1,19 Branch if Greater Than or Equal to Zero
9 jal 2,63 Jump And Link 29 slt 1,18 Set on Less Than
10 srav 2,18 Shift Right Arithmetic Variable 30 bltz 1,16 Branch if Less Than Zero
11 Ih 1,91 Load Halfword 31 ori 1,14 OR Immediate
12 syscall 1,68 System Call 32 sra 1,14 Shift Right Arithmetic
13 div 1,62 Divide 33 slti 1,12 Set on Less Than Immediate
14 srlv 1,58 Shift Right Logical Variable 34 sh 1,12 Store Halfword
15 break 1,53 Breakpoint 35 srl 1,11 Shift Right Logical
16 multu 1,52 Unsigned Multiply 36 Ihu 1,10 Load Halfword Unsigned
17 mult 1,49 Multiply 37 lui 1,09 Load Upper Immediate
18 divu 1,47 Unsigned Divide 38 or 1,09 Logical OR
19 mflo 1,37 Move From LO Register 39 and 1,08 Logical and
20 nor 1,35 Bitwise NOR (NOT-OR) 40 sltiu 1,05 Set on Less Than Immediate Unsigned
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3.3.4. Két qud hudn luyén md hinh phéat hién ma dgc 10T
Luén an tién hanh thir nghiém nhiéu 1an md hinh phat hién véi tirng thuat toan hoc
may c6 giam sat gom SVM, RF, NB duoc cai dat thdng qua ngén ngir 1ap trinh Python
vé6i thu vién Sklearn®. Qua qué trinh thir nghiém nham danh gia tac dong caa cac tham
s6 dén do chinh xac, kich thuoc md hinh, thai gian huan luyén va phat hién, cac tham sé
chinh cho hiéu qua nhét trong céc lan thir nghiém xay dung mé hinh phat hién ma doc

0T dugc mo ta nhu Bang 3.5.

Bang 3.5. Cac tham sé chinh si dung trong céc thudt toan hoc may si dung tir thur
viéen Sklearn.

Thuat T P
) Tham so/ Ham s , . Giatri
toan hec N Y nghia i
) dung trong thw vién str dung
may
. bieu chinh mire d¢ chat chg cua 1
siéu phang
biéu chinh anh hudng cua ting « ”
gamma R e a scale
diém dir liéu
decision_function_shape | Cach xur ly phén loai nhiéu lop “ovo”
Kich thudc bo nhd dém dé luu
cache_size kernel matrix trong qua trinh huan 500
luyén, nham toi wu hoa hiéu suat
tol Dung sai cho tiéu chi dirng 2e-3
SVM o A o~ o F o~ o
break ties Neéu bat, mo hinh sé pha vo cac “True”
- trrong hop hoa khi du doan
Mot gid tri ¢6 dinh dam bao rang
random_state ket qua phan chia dir liéu train/test 1
sé giong nhau & moi lan chay
Chuan héa dir ligu dé moi dic
StandardScaler() trung c6 trung binh bang 0 va do
Iéch chuan bang 1
PCA() Giam so chiéu cua dir ligu
bootstra Tinh ngau nhién cua mau duoc “Tyye”
P chon véi thay thé (bootstrap)
random_state H%E glong de .tAa ! I%p tinh Ngall 2
nhién trong viéc xay dung cay
Max features SO l_u (:mg (.1?0 tru’r}g du_gc >§em )/fet “sqrt”
- khi tim kiém phép chia tot nhat
RF .
n_jobs 1
n_estimators 50 luong cay tfﬁ’”g fung ngau 50
nhién
o Ham danh gia chat lugng cua i
criterion (o gini
phép chia
max_depth P sau toi da cia moi cay 200

% https://scikit-learn.org/stable/
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S6 lwong mau téi thiéu can thiét

min_samples_split IS D ! 2
_Samples_sp dé mot nat cd thé chia nho
) SO lugng mau toi thiéu trong moi
min_samples_leaf I 1
. Mang xéc suat tién nghiém cua | .. .,
priors Y None
cac lop
Mot phan nhé dugc thém vao

. huong sai udc tinh cuia méi dac _

var_smoothing P & ' 1¢7°

trung dé tranh viéc chia cho 0

NB trong qué trinh tinh todn xac suat

ty 16/ s6 lwgng mau duoc dung
test_size lam tap test khi chia dir liéu thanh 0.3
hai phan train va test

Mot gid tri ¢6 dinh dam béo rang
random_state két qua phan chia dir liéu train/test 42
s€ giong nhau & moi lan chay

Céc thuc nghiém ngoai viéc lya chon tham sb phu hop cho cac mé hinh hoc may
thi con giup danh gia sy anh huéng cua cac ma thyc thi trong “tir dién opcode”. Néu
st dung it ma thyc thi xay dung “tir dién opcode” thi chudi ma thuc thi thu thap dugc
s& ngdn va khong du dé dai dién cho tap tin thyc thi. Nguoc lai, khi st dung qua nhiéu
ma thuc thi 1am tir dién trich xuét, chudi ma thuc thi thu thap duoc qué dai va co thé
xuat hién nhiéu ma thyc thi gay nhiéu, hiéu qua caa viéc giam s dic trung tinh can
thu thap khong dang ké. Do d6, véi muc tiéu bai toan nghién ctu phat hién ma doc
loT cho thiét bi loT tai nguyén han ché, luan an s& xem xét lua chon sé lugng mé thuc
thi quan trong phu hop thdng qua cac thuc hién dé xay dung tir dién trich xuat ma thyc
thi cua tap tin.

Théng qua viéc thuc nghiém va quan sat su thay d6i cac chi s6 d6 do khi st dung
ma thuc thi ting dan, cac d6 do c6 sy thay d6i nhiéu dé danh gia khi buéc nhay cac
ngudng sé luong opcode duoc chon 14 5. Mat khac, trong nghién ciu [26], 14 ma thuc
thi thuong xuyén nhat trong kién trac Intel duoc chon dé xay dung cdc md hinh phat
hién ma doc nhom tac gia d& xuat.Vi vay, khdng mat tinh téng quat, dé thuc nghiém
danh gia sy anh huong 16n caa sé lwgng ma thuc thi lya chon trén kién tric MIPS va
so sanh su phu hop trong truong hop su dung ngudng tung tu véi Kién trac Intel nhu
nghién ctu [26], NCS xem xét lya chon sb lwong ma thuc thi c6 mac do quan trong
cao nhat theo 9 kich ban thtr nghiém gom lan luot 5, 10, 14, 15, 20, 25, 30, 35, 40 m4
thuc thi c6 mac do cao nhat trong Bang 3.4 két hop vai ba thuat toan hoc may RF,
SVM, NB. Két qua phat hién ma doc 10T trén kién tric MIPS thé hién trong Bang 3.6,
Bang 3.7 va Bang 3.8. Khi sé lugng ma thuc thi quan trong hang dau duoc lua chon 1a
20 thi md hinh xay dyng dua trén thuat toan hoc may RF cho do chinh xac cao nhat 1a
99,8% va F1-Weight la 99,8%.
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Bang 3.6. Két qud phat hién ma doc véi cac ma thyec thi co mize dé quan trong cao nhat sir dung phirong phdp 2-gram.

] RF SVM NB
50 lirgng M3 : e 2 : o 2 : e %
thwe thi | Aceuracy F1-Weight | Thoi gian huan | Accuracy | F1-Weight | Thai gian huan | Accuracy | F1-Weight | Thoi gian huan
' (%) (%) luyén (giay) (%) (%) luyén (giay) (%) (%) luyén (giay)
5 50,6 36,1 2,347 50,3 35,4 6,287 49,8 33,7 1,894
10 71,9 69,7 2,598 60,9 54,3 8,107 52,8 40,0 1,944
14 98,7 98,7 2,673 98,0 98,0 9,195 56,6 46,6 1,946
15 99,0 99,0 2,866 98,6 98,6 10,294 90,7 90,7 1,970
20 99,8 99,8 3,746 98,7 98,7 12,584 94,3 94,3 2,346
25 99,7 99,7 4,523 99,1 99,1 15,876 95,2 95,2 2,896
30 99,7 99,7 5,268 99,3 99,3 20,425 96,1 96,1 3,805
35 99,6 99,6 8,231 99,2 99,2 29,129 96,0 96,0 4.012
40 99,5 99,5 12,07 99,2 99,2 47,642 96,0 96,0 4,494

Bang 3.7. Két qud phat hién ma doc véi cac ma thuc thi cd mize dg quan trong cao nhat

sur dung phwong phdp 3-gram.

S wgng RF SVM NB
ma thwe | Accuracy | F1-Weight | Thoi gian hudn | Accuracy | F1-Weight | Théi gian hudn | Accuracy |F1-Weight | Théi gian huén
thi (%) (%) luyén (giay) (%) (%) luyén (giay) (%) (%) luyén (giay)
5 50,6 34,4 2,251 50,2 34,2 7,503 50,3 33,9 1,850
10 70,9 68,4 3,457 58,5 49,9 14,494 53,0 40,3 2,056
14 98,7 98,7 4711 98,0 98,0 17,891 58,1 49,2 2,721
15 99,7 99,7 6,892 98,0 98,0 21,580 95,1 95,0 2,971
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20 99,8 99,8 11,771 98,4 98,4 54,504 97,0 97,0 5,460
25 99,7 99,7 16,865 98,9 98,9 129,231 97,3 97,3 8,128
30 99,7 99,7 25,038 99,1 99,1 239,36 98,1 98,1 16,817
35 99,6 99,6 43,128 99,0 99,0 412,433 98,0 98,0 56,198
40 99,5 99,5 121,231 99,0 99,0 881,169 98,0 98,0 129,173
Bang 3.8. Két qud phat hién ma déc véi cac ma thuc thi 6 mize dé quan trong cao nhdt siz dung phwong phdp 4-gram.

$6 hrong RF SVM NB

ma thue | Accuracy |F1-Weight | Thoi gian huén | Accuracy | F1-Weight | Thoi gian hudn | Accuracy |F1-Weight | Thoi gian huén
thi (%) (%) luyén (giay) (%) (%) luyén (giay) (%) (%) luyén (giay)
5 50,3 34,2 2,292 50,2 34,2 8,905 50,2 33,5 1,999
10 69,7 66,8 4,966 57,7 48,5 22,302 53,6 40,8 2,239
14 98,2 98,2 8,348 97,2 97,2 20,301 95,0 95,0 3,531
15 99,7 99,7 13,802 97,9 97,9 48,631 97,0 97,0 5,274
20 99,8 99,8 34,968 98,4 98,4 217,923 98,5 98,5 15,76
25 99,8 99,8 154,768 98,9 98,9 765,908 98,7 98,7 187,875
30 99,7 99,7 377,251 99,1 99,1 1470,333 98,9 98,9 427,198
35 99,7 99,7 709,976 99,0 99,0 2810,123 98,8 98,8 1235,632
40 99,6 99,6 1825,891 99,0 99,0 6548,703 98,8 98,8 3444,284
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Két qua thu duoc tir cc Bang 3.6, 3.7 va 3.8 da chi ra rang viéc lua chon sb luong
ma thuc thi dé xay dung tir dién trich xuat dic trung chudi ma thuc thi cho cac tap tin
c6 thé anh huang nhiéu dén hiéu qua mé hinh phat hién ma doc 1oT. Khi lya chon qué
it ma thyuc thi dé xay dung tir dién trich xuat chudi dic trung ma thuc thi s& lam mat
nhiéu thong tin quan trong vé tap tin, chudi ma thuc thi khong dai dién duoc cho tap
tin khi xay dung cac m6 hinh phat hién ma doc, @6 chinh xac trong phat hién ma doc
loT thap. Nguoc lai, khi lua chon qua nhiéu ma thuc thi khac nhau dé thu thap chudi
dic trung ma thuc thi cho cac tap tin s& 1am ting d6 dai chudi ma thyc thi dai dién cho
ting tap tin diéu nay s& khong loai bo dugc cac dic trung gay nhiéu. Khi ¢4, mé hinh
s& giam do chinh xéac va tang thoi gian huan luyén va xu 1y ddi voi ting tap tin thuc
thi. Vi vay, trong bai toan phét hién ma doc trén thiét bi 10T tai nguyén han ché luan
an tap trung nghién ctu, can lya chon sb lwong ma thuc thi phu hop dé xay dung tur
dién trich xuat chudi ma thuc thi trong xay dung mé hinh phat hién d¢am bao hiéu qua
vé d6 chinh xéc, thoi gian va tai nguy&n md hinh phat hién ma doc 1oT st dung.

Cu thé, mé hinh phat hién st dung thuat toan hoc may RF cho két qua phét hién
mi doc 10T don kién tric trén kién trdc MIPS tét nhat so véi cac mo hinh phat hién sir
dung cac thuat may hoc khac dugc thir nghiém vaéi do chinh xac la 99,8% cho ca 2-
gram, 3-gram va 4-gram khi lya chon 20 ma thyc thi. Bén canh dé, thoi gian huan luyén
cua cac mo hinh la khac nhau. M6 hinh sir dung thuat toan NB la md hinh sir dung it
thoi gian huan luyén nhat. M6 hinh si dung thuat todn RF vuot troi doi véi s6 lugng ma
thuc thi nho nhung né tiéu ton bd nhd 16n hon va can nhiéu thoi gian tinh toan dé huan
luyén md hinh. Trong truong hop twong ty, SVM can nhiéu thoi gian tinh toan hon dé
huan luyén do can bo nha 16n. Bang cach loai bo cac ma thyc thi khong lién quan khoi
tap ma thuec thi, thoi gian phéat hién ctaa cac thuat toan hoc may va do phuec tap caa khdng
gian cd thé giam dang ké va c6 thé tao ra mot md hinh phat hién ma doc 10T tong quat
hon. Do d6, mot tap dic trung tdi wu 13 can thiét dé xay dung cac mé hinh phét hién ma
doc 10T dua trén hoc may hiéu qua.

Bén canh d6, thoi gian phat hién trung binh céc lan thir nghiém va kich thuéc cua
cac mo hinh phat hién ma doc loT dua trén hoc may khi lya chon 20 ma thuc thi cé muc
d6 quan trong cao nhat hién thé hién trong Bang 3.9.

Bang 3.9. Thoi gian phat hién trung binh va kich thuwéc mo hinh phat hi¢n ma doc 10T
kién trac MIPS si dung 20 ma thuc thi c6 mite dg quan trong cao nhat.

Thuat toan RF SVM NB
Phwong phap n-gram | 2-gram | 3-gram | 2-gram | 3-gram | 2-gram 3-gram
L 9'&?5)‘“ hign | 60267 | 00309 | 00190 | 00251 | 00101 | 00102
Kich thwéc mod hinh
(MB) 1,0 1,3 214 1228 0,04 0,63
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Tir két qua thir nghiém c6 thé thay rang cac mé hinh ap dung cac phuong phéap n-
gram voi n tang dan thi thoi gian phét hién va kich thudc ciia mé hinh c6 xu hudng ting
d6i voi tat ca cac thuat toan hoc méay da thir nghiém. Thoi gian phét hién va kich thuéc
cua md hinh sir dung thuat toan NB 12 nho nhat do tinh don gian va duoc thiét ké dya trén
X4c suat. Thoi gian phat hién caa md hinh sir dung thuat toan RF 1a nhiéu nhat do can tinh
toan trén nhiéu cay quyét dinh. Kich thudc cia mé hinh phat hién sir dung thuat toan SVM
12 16n nhat do phu thudc vao s6 lugng dic trung va sé lugng diém dit liéu huan luyén. So
sanh véi cac nghién ciru NCS da khao sat trong luan an, thoi gian va kich thudc caa mé
hinh phat hién khi &p dung phuong phap 2-gram cho d¢ chinh xac cao, kich thugc mod
hinh va thoi gian phat hién phu hop véi méi truong 10T. Vi vay, md hinh phat hién luan
an dé xuat cd kha nang tich hop trong cac giai phap phat hién ma doc trong moi truong
thiét bi 10T tai nguyén han ché.

3.3.5. So sanh higu qud ciza md hinh phat hién ma dgc 10T lugn an dé xudt véi
cac md hinh khac co lién quan

- Thurc nghiém so sanh hiéu qua véi 3 md hinh phat hién mda déc 10T duya trén chudi ma
thuc thi trén cling mét tap diz liéu nhur ciia NCS thu thdp, cling mét méi trong thiét by:

Cac md hinh phét hién ma doc 10T dua trén hoc may va dic trung chudi 16i goi hé
théng gém: Nghién citu cuia nhém tac gia Ding [125] sir dung 400 dic trung ma thyc thi
c6 trong sé (information gain) cao nhat, phuong phap ciia nhom tac gia Tran Nghi Phi
[117] str dung phuong phap quy hoach dong C500-CFG két hop véi phuong phép trich
chon dic trung n-gram va phuong phap st dung “tir dién opcode” day du gom tat ca cac
ma thuc thi trén nén tang MIPS khi chua ap dung phuong phap trich chon luan 4n dé
Xuat. Cac md hinh hoc may nay da ching minh duoc hiéu qua trong phat hién ma doc
loT dua trén dic trung chudi mé thuc thi trong thai gian qua. Cac mo hinh phat hién trén
duoc luan an thuc nghiém lai trén cing mot tap ditu liéu, méi twong dé so sanh, danh
gia.. Két qua so sanh dugc thé hién trong Bang 3.10.

Bang 3.10. Két qud so sdnh mé hinh dé xudt véi cac md hinh phat hién ma déc 10T
dira trén chudi ma thec thi trén cing mét tap di liéu.

Phwong M6 hinh | Mo hinh M6 hinh sir M@é hinh
phap n-gram D¢ do Ding d¢ | Phadé dung “tir dién | luanan
str dung xuat xuat opcode” day du | de xuat
Accuracy (%) 97,2 99,0 97,7 99,8
F1-Score (%) 96,8 98,6 97,6 99,7
2-gram 35 gian phat
ylgian p >40 40 0,145 0,0267
hién (giay)
Accuracy (%) 95,9 98,7 96,5 99,8
F1-Score (%) 95,6 98,1 96,4 99,7
S-gram o gian phét
gtan p > 40 40 0,455 0,0309

hi¢n (giay)
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Két qua so sanh cho thay rang md hinh luan an dé xuat da cho két qua phat hién
mi doc ToT c6 do chinh xac tét nhat vai cac do do accuracy 1a 99,8% va Fl1-score la
98,7% trong ca hai trudng hop sir dung phuong phap 2-gram va 3-gram. Két qua do do
d3 vuot tréi hon nhiéu so voi phuong phap st dung Information Gain dé lya chon dic
trung ma thuc thi cua Ding [125] da dé xuat. Bén canh d6, véi viéc st dung s6 luong
ma thuc thi it hon cac nghién ctru khac ciing gitp Viéc trich xuat va phat hién ma doc
IoT nhanh hon cac mé hinh con lai do hai mé hinh con lai do han ché vé thoi gian va tai
nguyén khi xir ly cac tap tin c6 kich thudc lon.

- Ddnh gid kha ndang phat hién doi cac tap tin khong thu thdp dwoc dic tring chudi
loi goi hé thong tir phdan tich dong:

Nhiam huéng dén muc tiéu tng dung cac mé hinh luan an dé xuét trong xay dung
giai phap phét hién ma doc 10T toan dién cho céc tap tin thuc thi. Thuc nghiém tién hanh
danh gia kha ning phat hién cac tap tin khdng hiéu qua ddi véi mé hinh dé xuat trong
chuong 2 cua luan an nay, hai tap tin ma déc phuc vu danh gia trong chuong 2 va chua
cd trong tap dir lieu huan luyén cia mé hinh chwong 3 ¢6 ma hash SHA256 Ia:
“e9e0fef27f91e1eb8d9a1b937959764fch141900a3e702bbd58c3384dda35149” va
“ef41b244e082286231848befd143283cf4450244b59f596dae75f6dfaecc84a6”. Thdng
tin hai tap tin trén duoc thu thap tir nguon VirusShare va dugc céc antivirus gan nhan 1a
“ma doc” thé hién trong hinh 3.9.

e9e0fef27f91e1ebB8d9a1b937959764fcb141900a3e702bbd58c3384dda35149
VirusShare info last updated 2019-01-15 23:51:18 UTC

& 2
& &

MD5 003b20e9a44idc38fc8c763f4acch2f9

SHA1 dcc3a8021363233928139ed5c96c4e15ch39e27f

SHA256  e9e0fef27f91e1ebB8d9a1b937959764fcb141900a3e702bbd58c3384dda35149

58Deep  3072:5t1UXxOK6/6bzimS05let)8aweG6111Y5URXRGglkMipPn:HUX96/1m/5letJ8aAm5 URxR GaJkMipPn
Size 182,200 bytes

File Type ELF 32-bit LSB executable, MIPS, MIPS-I version 1 (SYSV), statically linked, not stripped

Mime Type application/x-executable

Extension o

TriD ELF Executable and Linkable format (generic) (100.0%)

ef41b244e082286231848befd143283cf4450244b59f596dae 756 dfaeccB4at
VirusShare info last updated 2017-08-27 14:10:28 UTC

& & & ki

MD5 d19d5fd8abceddd07506a18829f9dd0c

SHA1 1fd4abc0adbbe058b946371e4b8220a32686648d

SHA256 ef41b244e082286231848befd143283cf4450244b59f596dae75f6dfaecc84a6

SSDeep  3072:ndutlkGeNGYRXgVzj0YD56j3HyfiNTgLoJmAlh:nE1gXVgJOM54HyfiNTgLoJmAlh
Size 156,757 bytes

File Type ELF 32-bit LSB executable, MIPS, MIPS-I version 1 (SYSV), statically linked, not stripped
Mime Type application/x-executable

Extension o

TriD ELF Executable and Linkable format (generic) (100.0%)

Hinh 3.9. Thong tin 2 tdp tin ma déc phuc vu ’ddnh gid kha nang phat hién cua mo
hinh sau khi huan luyén
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Két qua mo hinh phat hién dé xuat da phan 16p 2 tap tin chinh x4c 13 “ma doc” nhu
hinh 3.10 dudi day:

detect_1-12-2023.py %
import ... A

df_test = pd.read_csv('K:/USB/Opcode Code/MalwareDetectionOpcodes/malwaredetect/detect base opcode/detect/new-pre-data 1-12-2023',

error_bad_lines=False, low_memcry=False, header=None)

X test = df_test.loc[:, 1:].values

y_test = df_test.loc[:, 0].values

RF = pickle.load (open('K:/USB/Opcode Code/MalwareDetectionOpcodes/malwaredetect/detect base opcode/model’, 'rb'}))

result_test = RF.score (X _test, y_test)

print("Score:",result_test)

RF_y_pred = RF.predict (¥_test)

print ("Eet qua phén 1ép cho 2 tdp tin (1 13 ma déc, 0 la lanh tinh):",RF_y pred)

Run detect -

} 4 Score: 1.0
Két qud phén 1ép cho 2 tép tin (1 138 md ddc, 0 1& lanh timh): [1 1]

-+

5 Process finished with exit code 0

Hinh 3.10. Két qua phan 1ép 2 tdp tin diea trén mé hinh RF.

T thuc nghiém da chirng minh mé hinh phat hién ma doc loT dua trén hoc may
st dung dic trung thu thap tir phan tich tinh tap tin da khac phuc han ché va hd tro tot
di véi truong hop mo hinh phat hién ma doc 10T dya trén hoc may sir dung dic trung
thu thap tir phan tich dong dé xuat trong chuong 2 cta luan an trong mot sé truong hop.
Pay 1a co s¢ dé xay dung cac giai phap phat hién ma doc 10T duya trén hoc may toan
dién trong thuc té. Cac moé hinh phét hién ma doc IoT don kién trdc dwa trén dic trung
thu thap tir phan tich dong va phan tich tinh co6 thé hd tro, khac phuc cac han ché cua
nhau, gilp giai phap c6 thé phat hién ddi vai tat ca cac trudng hop phan tich mot tap tin
thuec thi.

- Pdnh gid sw twong dong vé dg chinh xéc, thoi gian phéat hién cia mé hinh dé xuat
voi cdc mo hinh phat hién sir dung it dac trung ma thuc thi khac:

Viéc danh gia sy twong dong vé do chinh xac, thoi gian phét hién trung binh cuia mé
hinh sau khi trich xuat dbi véi mot tap tin thuc thi nham xem xét sy phil hop cta phuong
phap luan an dé xuit véi cac nghién ctru lién quan di khao sat trong chuong 1 vé giam
s6 lwong dic trung ma thyc thi trong xay dung mo hinh phat hién. Hiéu qua cia mé hinh
dé xuat khi so sanh véi cac nghién ciru khéc c6 lién quan dugc thé hién trong Bang 3.11.

Bdng 3.11. So sanh hiéu qua cac md hinh phét hién su dung it dac trung ma thuc thi.

i < Phuwong Accuracy/ Thai gian
T4c gia Tap dir liéu thw So lwong dac phap hoc F- phat hign
nghiém trung s dung may : measure (giéy).
(%)
4.600 tap tin ma Deep
Ding [35] doc va 4.600 tap | 400 n-gram c6 1G Belief 95.8/- i
tin lanh tinh trén cao nhat ’
: Network
Windows
1.260 tap tin ma 56.850 n-gram
Kang [11] doc va 1.260 tap | opcodes (6-gram) SVM 198 0,32
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tin lanh tinh trén 55.856 n-gram
Android opcodes (8-gram) RF 197 0,02
51.845 n-gram NB -/90 5,02
opcodes (5-gram)
sr9szn-gram | papT -196 0,01
opcodes (4-gram)
Do dai chudi la
384 va 4-gram SVM 99,9/- 0,001
111.610 tap tin Do dai chudi la ]
Wan ma doc va 128 va 4-gram kNN N7 0,53
[111] 111.353 tap tin Do dai chudi la i
lanh tinh ELF | 768 va 7-gram NB 29,71 0.1
Do dai chudi la
512 va 4-gram MLP 99,9/- 0,01
SVM 99,5/99,5 -
247 tap tin ma RF 98,9/98,9 -
Darabian | doc va 269 tap 36 dac trung DT 99,8/99,8 -
[46] tin lanh tinh trén opcodes KNN 99,4/99,4 -
ARM AdaBoost | 99,5/99,5 -
MLP 99,1/99,1 -
T RF 97/- -
Yewale | lo0taptnma | ,, opcodes Xuat SVM 93/- -
doc va lanh tinh o 3 P
[8] trén Windows hién nhiéu nhat DT 80/- -
Boost 871- -
20 opcodes quan i
4.511 tap tin ma trong nhat RF 9.8/ 0,02
M6 hinh | doc va 4.393 tap | 30 opcodes quan i
dé xuat | tin lanh tinh trén trong nhat NB %.1/ 0,01
MIPS 30 opcodes guan SVM 99.3/- 0,02
trong nhat

Két qua cho thay mé hinh st dung s6 lwrgng ma thuc thi it nhat nhung d6 chinh xac
va thoi gian phat hién van phi hop trong méi truong 10T khi so sanh véi cac mo hinh
khac da cong bd.

3.4. Két luan chwong 3

Trong chuong nay, dic trung chudi ma thyc thi caa cac tap tin trén thiét bi loT da
duogc st dung va cho thay hiéu qua tét trong xay dung cac mé hinh phét hién ma doc
loT dya trén hoc may. Luan an di dé xuat phuong phép thu thap va lya chon dic trung
chudi ma thyc thi cua tap tin thuc thi trén méi truong 10T phuc vu xay dung md hinh
phét hién ma doc IoT don kién tric hiéu qua. Cac thir nghiém dé danh gia hiéu qua cua
phuong phap va dua ra dugc “tir dién opcode” hiéu qua cho mé hinh phat hién ma doc
loT trén kién trdc MIPS véi d6 chinh xac cao nhat 14 99,8%. Bén canh dé, véi viéc ap
dung cac thuat toan hoc may truyén thdng gitp giam do phuc tap tinh toan va thoi gian
huan luyén va sir dung mé hinh trong méi trudng 10T han ché tai nguyén. Mat khac, cac
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thuc nghiém da chirng minh mé hinh phat hién ma doc IoT da dé xuat dua trén phan tich
tinh c6 thé giai quyét hiéu qua ddi voi trudng hop cac tap tin khéng thé thu thap théng
tin tir phan tich dong da trinh bay trong chuong 2 cua luan an. Vi sy phat trién cua cac
ma doc IoT, day 1a co s dé xay dung cac giai phap toan dién trong phat hién ma doc
IoT don kién tric dya trén dic trung cua tap tin thuc thi trong thuc té.

Trong phéan tich ma doc noi chung va phat hién ma doc 10T dua trén hoc may su
dung dac trung tap tin thu thap tr phan tich dong hoac phan tich tinh ndi riéng, viéc thu
thap, trich xuit cac dic trung dong va dic trung tinh van con kho khin trong cac truong
hop ma doc sir dung cac k§ thuat phic tap cu thé nhu k thuat gay réi, che giau, da hinh,
da nén tang,... Cac mé hinh di dé xuét trong ndi dung chwong 2 va chuwong 3 di c6 kha
nang phat hién hiéu qua ma doc IoT don kién tric, tuy nhién d6i véi su phat trién cua
mi doc trén cac thiét bi IoT da dang, viéc phat hién cac ma doc trén kién tric méi va
c4c bién thé ma doc tir cac kién tric pho bién trude day 1a rat can thiét. Vi vay, dé husng
dén giai quyét bai toan tong thé caa luan an, mo hinh phat hién ma doc l1oT dya trén hoc
may duoc nghién citu mo rong dé giai quyét cac van dé phét hién ma doc 1oT da kién
tric va du doan ma doc zero-day hoat dong da kién trdc trén thiét bi loT trong noi dung
tiép theo cua luan an.

Y tuong tiép can va cac két qua nghién cau trinh bay trong chuong nay di duoc
NCS cong bd tai hoi thao va tap chi:

- “Static Feature Selection for loT Malware Detection”, Hoi thao Nghién ctru rng
dung mat ma va an toan thong tin nim 2022 (Ky yéu trén Tap chi Journal of Science
and Technology on Information Security, Special Issue CS (15), 2022).

- “An Efficient Algorithm to Extract Control Flow-Based Features for loT
Malware Detection”, The Computer Journal, 2020 (SCIE index, Q2).
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CHUONG 4: XAY DUNG MO HINH PHAT HIEN MA POQC IOT PA
KIEN TRUC HIEU QUA SU DUNG PAC TRUNG CHUYEN POl CHEO KIEN
TRUC VI XU LY

4.1. Mé dau

V& mit ngudn gdc, Allix va cong su [63] da chi ra ring hau hét ma doc hién nay
duoc sinh ra bang cach sao chép ma ngudn theo cac hudng dan sin cé hoic tao ra cac
bién thé tir mot ma doc ban dau. Cung mot ma ngudn ma doc ¢d thé duoc bién dich trén
nhiéu kién trdc vi xt 1y khac nhau dé tro thanh cac mau ma doc hoat dong trén nhiéu
nén tang Kién trdc vi xtr Iy. Cac dong ma doc hoat dong da hé diéu hanh va da kién trdc
vi xir Iy xuat hién ngay cang nhiéu va ngay cang nguy hiém hon. Cac kién tric cua thiét
bi IoT c6 nguyén Iy va co ché hoat dong khac nhau, cac dong ma doc ¢ kha nang hoat
dong trén thiét bi 10T nay s& duoc thiét ké dé co thé hoat dong trén nhiéu kién trac vi xir
ly khac nhau mét cach linh hoat va hiéu qua. Vi vay, viéc phat hién ma doc 10T da kién
trdc can c6 nhirng nghién ciru va phuong phap phi hop dé nang cao kha niang phat hién
va ngin chin mi doc phé hoai trén thiét bi loT.

Theo khao séat caa nghién ctu sinh, trong thoi gian qua, hai huéng nghién ciu pho
bién trong phat hién ma doc IoT da kién tric dua trén hoc may gom: Dua trén k§ thuat
trich chon dic trung da kién tric va dya trén md hinh phét hién ma doc 1oT chéo kién
trdc. Viéc xay dung cac moi trudng phan tich dong dé trich xuat va lya chon dic trung
cua tap tin da kién trac dang dat ra nhiéu kho khan, thach thirc. Theo cac tim hiéu cua
NCS, chua c6 sandbox dugc tich hop sin dé cé thé thuc hién thu thap cac hanh vi caa
tat ca ma doc hoat dong da kién trdc vi xu ly trén thiét bi IoT, dac biét cac ma doc hoat
dong trén kién trac vi xir Iy méi. Bén canh d6, hiéu qua tir viéc sir dung phan tich tinh
dé trich xuat va lya chon dic trung da kién trac da dem lai hiéu qua trong phét hién ma
IoT da kién trGic. Tuy nhién, cac md hinh phét hién ma doc IoT da kién tric xay dung
dua trén cac dac trung nay chua danh gia kha nang phat hi¢n, dy bao ma doéc maéi, ma
doc zero-day va giai quyét van dé mat can bang dix liéu khi huan luyén cac mé hinh phat
hién trén cac kién trac vi xtr Iy khac nhau, dac biét cac kién tric vi xa Iy méi.

Vi vay, hudng tiép can ting cuong tap dir lieu da kién tric va xay dung mé hinh
phét hién chéo kién trac vi xt Iy cé thé giai quyét dugc cac han ché néu trén. Theo cac
khao sat mé hinh phat hién ma doc 10T da kién trdc dya trén huan luyén va phat hién
chéo kién tric da trinh bay trong muc 1.3.3 cua luan &n, cac nghién ciru con ton tai mot
s6 han ché sau day:

Ther nhdt, cac 6 do vé tiéu chi do chinh xac caa mé hinh phét hién ma doc loT da
Kién tric con thap trong céac truong hop phat hién chéo kién tric vi xir ly giira tap huan
luyén va tap danh gia. Dac biét, trong cac trudong hop huan luyén trén tap di liéu caa
nén tang thiét bi 10T pho bién sir dung trong cac tng dung nhing va thiét bi mang nhu
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MIPS dé phéat hién ma doc hoat dong da nén tang trén cac thiét bi 10T sir dung kién tric
khac chi dat @6 chinh xac dué6i 60%.

Ther hai, tap dit liéu ther nghiém thu thap tir cac thiét bi 10T va kién trac vi xu ly
khac nhau con han ché vé sé luong va chua co su can bang giira cac kién tric phd bién
nhu Intel v6i cac kién tric khac nhu MIPS, ARM, SPARC, PowerPC,...

Ther ba, s6 lwgng céc nghién ctu trong viéc du doan, phat hién ma doc zero-day
trén cac kién trac vi xir ly cua thiét bi 10T mégi con han ché, cac phwong phap, mo hinh
phat hién da dwua ra gap kho khan khi &p dung céc tap dir liéu 10T 16n va chua hiéu qua
véi kién tric CPU méi, kién tric CPU cua céc thiét bi 10T ¢6 nhiéu dic trung khéc biét.

Ther fr, cAc M6 hinh phat hién ma doc 10T da kién trac da duoc xay dung trén cac
dic trung tinh va dic trung dong phu thudc nhiéu vao cac dong thiét bi 10T va kién tric
bo vi xir Iy pho bién, nén tang da c6 nhiéu s luong mau va tri thirc vé ma doc trude do.

Trong xa&y dung md hinh hoc may noi chung va xay dung mé hinh phat hién ma
doc 10T nodi riéng, viée tang cudng dir liéu s& gop phan quan trong trong nang cao hiéu
qua ctia md hinh boi vi mot sé 1y do sau day:

- Tang dé da dang: Dit liéu phong phu va da dang hon c6 thé cung cip thdng tin
bd sung va nhiéu dai dién hon vé cac trudng hop khéc nhau, giip mé hinh phat hién ma
doc 10T hiéu rd hon vé tinh da dang cua dit liéu thuc té.

- Phong tranh overfitting: Tang cuong dit liéu cé thé gitip ngin ngira hién tuong
overfitting khi md hinh phat hién ma doc 10T qua tap trung vao viéc hoc mau riéng biét
trong tap dit liéu huan luyén, dan dén viéc hiéu suat giam khi xa ly dit lieu méi.

- Tang cwong kha ndng tong quéat hoa: Dit liéu phong phi gitip mé hinh phéat hién
mi doc 10T ¢6 kha ning tong quéat hoa tét hon cho cac truong hop méi, cac trudng hop
chua c6 trong dit liéu huan luyén.

- Cdi thién dg chinh xéc: Trong mot sb truong hop, viée ting cuong di lidu ¢ thé
cai thién dang ké do chinh xac cia mé hinh phat hién ma doc IoT, dac biét khi mé hinh
phét hién dang gap van dé véi dir liéu han ché hoic khong can dbi.

- Xu# Iy c&c vdn dé thiéu can bang di liéu (imbalanced data): Trong truong hop di
licu khdng can bang gitra cac 16p khac nhau, viéc ting cuong dit lidu co thé gilp can
bang dix liéu, cai thién hiéu suat du doan trén cac 16p thiéu dix liu.

Trong xay dung md hinh phét hién ma doc IoT da kién tric dua trén hoc may,
tang cudng dir liéu khong chi cai thién hiéu suat cua md hinh ma con gilp tao ra mod
hinh phét hién tong quéat hon va han ché anh hwong bai dir lieu huan luyén cu thé.
Tir d6, mo hinh c6 thé hoc duoc céc tri thirc méi, céc tri thic tir ngoai tap di liéu ban
dau. Pé tang cuong tap dir liéu ngoai thyc hién thdng qua thu thap mau tir cac hé
théng thong tin, viéc tng dung cac mo hinh tri tué nhan tao tao sinh hay phuong phap
chuyén d6i dix liéu, tao dix liéu gia 1a can thiét dbi vai cac han ché trong thu thap di



102

lidu tir thiét bi 10T han ché tai nguyén va da dang nén tang.

Vi vdy, dé nang cao hiéu quda trong phat hién ma déc IoT da kién trdc dya trén xay
ding mé hinh phat hién 10T chéo kién tric vi xi Iy, chwong 4 ludn dn dé xudt phiong
phap chuyén déi déic trung chudi ma thyec thi chéo kién trdc vi xiz Iy phuc vu xay dung
mé hinh phét hién ma déc IoT da kién trlc dya trén c&c thudt toan hoc may truyén thong
nham tang cwong tap di liéu da kién tric vi xit 1y, tang dg chinh xac va khd nang phat
hién, dw bdo ma déc zero-day trén thiét bj 10T si dung kién truc vi xi 1y da dang. Mo
hinh dé xudt c6 thé thay thé viéc can két hop nhiéu md hinh phat hién ma déc IoT don
Kién triic dé phat hién ma déc cho mét tap tin thuc thi va gidi quyét van dé han ché di
lieu hudn luyén trong méi truong IoT da dang kién trac vi xi Iy.

4.2. P& xuat md hinh chuyén déi dic trung cia tap tin thuc thi

Véi hudng tiép can xay dung mé hinh phét hién ma doc 10T chéo kién tric vi xir
ly, qua céc khao sat trong luan an, dic trung dang chudi trich xuét tir phan tich tinh
duoc dé xuat str dung dé thuc hién xay dung mé hinh phat hién ma doc IoT da kién
tric. Phuong phap chuyén doi dic trung chudi ma thyc thi thu thap tir phén tich tinh
tap tin chéo kién trac vi xtr Iy duoc dé xuét dé tang cuong tap di liéu da kién tric phuc
vu xay dung md hinh phét hién ma doc 1oT. Viéc chuyén doi dic trung chudi ma thyc
thi chéo nén tang kién tric gitp hinh thac cac tap di liu da kién trdc vi x ly, tao ra
md hinh c6 kha nang phat hién ma doc cho dic trung dau vao thudc nhiéu nén tang
kién tric khac nhau.

Tap cac ma thuc thi trén Kién trac vi xtr Iy khac nhau cua thiét bi 10T ¢6 sy khéc
biét 16n vé tén ma thuc thi, chirc nang va s luong cac ma thuc thi. Mot s6 1énh trén cac
Kién trac khac nhau 1a khong tuong duwong nhau. Vi du lénh MOV trén kién trac Intel
va ARM khong c6 Iénh tuong duong trén kién tric MIPS. Sy khac biét duoc trinh bay
trong Bang 4.1.

Bang 4.1. So sanh ma thyec thi trén mét sé kién trac bé vi xi ly cia thiét bj 0T,

Kién truc Intel MIPS ARM PowerPC | SPARC
vi xir ly
Str dung kién Su dung Str dung kien
tric CISC kien trac tric RISC
o a.R RISC Str dung duoc IBM, Str dung
Pac diem (Complex duced Kién tra I Kién tri
kiéntrac | Instruction (Reduce len truc Apple, Ien truc
Set Instruction | RISC khéac Motorola RISC khéac
Computer) Set cung phat
P Computer) tricn
. Su dung mot Sq dung mot | Ma thuc thi Su dung mot Su dgng
Pac dieém | s6 ma thuc thi | s6 mé thuc thuong soe | so ma thuc thi | mot so ma
ma thuc danang, c6 | thidanang dung cho da nang thuc thi da
thi thé dugc su | nhung it hon | cac Iénh don | nhung it hon nang
dung d¢ thuc Intel gian va sir Intel
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hién nhiéu dung trong
loai Iénh khéc cac ung
nhau dung nhdng
Khoang 410 | Trén 700 tén Trén 200

Trén 2400 tén Khoang 1410

P x .| ttn md thuc | ma thuec thi A X tén ma thyuc
So lwgng ma thuec thi L . tén ma thyc o
A . . thi khac khac nhau L thi khac
tén khac nhau tuy . A thi khac nhau .
x A nhau tuy tuy thuoc A nhau tuy
ma thwc thuoc vao P . o n tuy thuoc vao .
10 O thugc vao vao phién AN thugc vao
thi phién ban SO NI phién ban L
L phién ban ban kién L phién ban
kien trac L . kien trac L
kien trdc trdc Kien truc

Viéc chuyén ddi cac ma thuc thi chéo kién trdc vi xir Iy da duoc thuc hién thong
qua xay dung “ngdn ngir trung gian” dua trén Vex da dem lai kha nang phat hién chéo
ma doc 10T trén cac nén tang kién trdc vi xir Iy [116]. Tuy nhién, phuong phap sé& gap
kho khin va khong hiéu qua ddi véi cac kién trac vi xi ly ¢6 it su twong ddng va chénh
léch vé s6 luong mé thuc thi. Cac phuong phap xay dung mo hinh phat hién ma doc loT
don kién trdc sé khong giai quyét duoc bai toan phat hién ma doc loT trén kién tric vi
xur Iy méi va ma doc hoat dong da kién tric. Do dé, can c6 phuong phap xur ly dit liéu
chudi ma thyc thi gitra cac kién tric vi xt 1y dé xac dinh cac dic trung chudi ma thuc
thi twong ddng giita cac kién tric phuc vu qua trinh huan luyén mé hinh phét hién ma
doc 10T da kién triic.

Duya Va0 céch tiép can dic trung ma thyc thi thu thap tir phan tich tinh tap tin la cac
biéu dién dang chudi, viéc xu ly dit liéu chudi ma thuc thi chéo kién trac dé xac dinh sy
turong dong s& duoc thuc hién thdng qua viéc chuyén doi dic trung chudi ma thyc thi chéo
kién tric. Piéu nay twong ty nhu viéc dich mot “cau” tir ngdn ngir nay sang ngdn ngit
khéc trong xtr Iy ngbn ngir ty nhién. Trong xu Iy ngdn ngix tu nhién, viéc xay dung md
hinh dich duoc tiép can theo cac phuong phap: Dich tir sang tir (Word-level Translation),
dich cau sang cau (Phrase-level Translation), dich dwa trén cau tric (Syntax-based
Translation), dich dua trén ngit canh (Context-based Translation) hoic két hop céac
phuong phap trén. Mdi phuong phap c¢6 vu va nhuge diém riéng, tuy thudc vao ngir canh
va muc tiéu cua viéc dich dé co thé lya chon phuong phap phu hop. Di véi cac cip ngdn
ngit cd it dir liéu song song thi cac thuat todn hoc may can tan dung tét dit liéu don ngir
dé thuc hién viéc dich. Viéc sir dung hoc khong giam sat dé xay dung cac mé hinh dich
trong ngdn ngit tu nhién da dugc cac nghién ctu [43], [72] st dung va cho hiéu qua tot.
Hoic tiép can theo hudng xay dung mot tir dién song ngit giita cac cap ngdn ngir khong
co dir liéu song song trude d6 thong qua viée can chinh tir don ngir trong khong gian
nhung [1], [73].

Déi vai chuyén ddi ma thyc thi, theo khao sat caa NCS, hién nay chua c6 cong bd

10 https://gitlab.com/ngoctoan/caimp/-/tree/main/Opcode%20Extraction?ref_type=heads
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nao vé “tir dién anh xa ma thyc thi” phuc vu chuyén d6i ma thyc thi chéo kién tric vi xu
ly. Vi vay, viéc chuyén ddi dic trung chudi ma thyc thi chéo kién tric vi xir 1y duoc luan
an tiép can theo hudng chuyén doi mot chudi khong co “tir dién anh xa méa thuc thi” chung
gitta hai kién trdc vi xt ly nguén, dich va dua trén can chinh chudi ma thuc thi biéu dién
trong khéng gian nhing. Viéc can chinh chudi ma thuc thi biéu dién trong khéng gian
nhing dugc thyuc hién dua trén y twong bién ddi hinh hoc biéu dién chudi ma thuc thi trén
c4c phép bién ddi co so nhur phép tinh tién, phép quay, phép bién ddi ti 1¢, phép ddi xang,
phép bién dang. C6 hai quan diém vé phép bién d6i hinh hoc gdbm: Bién dbi dbi tuong
(object transformation) 1a thay ddi toa d ciia cac diém mo ta nd theo mot quy tic nao do
va bién ddi hé toa do (coordinate transformation) 1a tao ra mot hé toa d6 mai dé tat ca cac
diém mo ta ddi twgng s& dugc chuyén vé hé toa dd méi. Luan an tiép can chuyén doi dic
trung chudi ma thuc thi trong khong gian nhing theo cac phép bién d6i ddi twong. Co s
bién d6i hinh hoc dbi twong 1a phép bién ddi Affine.

Dinh nghia 4.1. Phép bién doi hai chiéu 1a phép bién doi diém P trong mgt mat
phang thanh diém Q c6 toa dé méi theo mét quy ludt nao do.

Vé mit ban chat, mot phép bién d6i diém trong khdng gian hai chiéu 1a mot anh xa
T dugc dinh nghia: T [P(X, y)] = P’(x’, y*). Vi du d6i véi khdng gian 2 chiéu, cac phép
bién ddi co sé dugc thé hién nhu phép tinh tién, phép ti I&, phép bién dang, phép xoay,..
Moi phép bién do6i phuc tap déu cd thé tao thanh tir cac phép bién doi co sé. Phép bién
doi affine trong khong gian vecto c6 mét sé tinh chat sau day:

- Tinh chdt 1: Bdo toan dwong thang: Mot phép bién doi affine gitr nguy@n tinh
thang hang caa cac diém.

- Tinh chdt 2: Bdo toan ty Ié dogn thang: Mot diém nam gitra hai diém con lai theo
ty 1é cho trudc, thi ty 1& nay duoc bao toan sau phép bién doi affine.

- Tinh chdt 3: Két hep tuyén tinh: Tong hop cua hai phép bién doi affine 1a mot phép
bién doi affine khéc.

- Tinh chdt 4: Khéng bdo toan gac tog dg: Cac quan hé twong ddi gitta cac diém
duoc giit nguyén nhung gdc toa do cd thé duoc doi di khi phép bién d6i affine thém vecto
tinh tién.

- Tinh chdt 5: Khong bao toan khodng cach: Phép bién doi affine khdng bao toan
d6 dai doan thing gitra hai diém. Cac diém c6 thé b co gidn, kéo dan, hoic tinh tién.

- Tinh chdt 6: Khdng bdo toan goc: Goc giira hai vecto c6 thé thay doi.

- Tinh chdt 7: Bién doi khdng gian con: Phép bién doi affine dua cac khong gian con
(nhu duodng thang, mat phang) thanh céc khong gian con khac cé ciing s chiéu.

Thong thudng ching ta can phai thuc hién mot phép bién d6i phirc tap tir nhiéu phép
bién ddi co ban. Viéc bién doi mot ma thuc thi hodc cum mé thuc thi duoc thuc hién dua
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trén cac phép bién doi tong hop tir cc phép bién doi affine co sé. Phép bién d6i chudi ma
thyc thi sir dung trong luan an dugc dinh nghia nhu sau:

Dinh nghia 4.2. Phép bién dsi chudi ma thyec thi 14 phép anh xq tog dé tdp cac
vecto biéu dién ma thyec thi trén khdng gian nhiing (embedding) nguén thanh tdp céc
vecto khac trong khéng gian nhung dich.

Phép bién d6i chudi ma thuc thi duoc xay dung dua trén cac phép bién doi affine
co s6. Qua trinh xay dung mé hinh chuyén dbi chudi ma thuc thi dwoc thé hién theo so
d6 hinh 4.1,

Embedding cac  Biéu dién cua tap
chuoi opcode chudi opcode
> nguodn trong
khong gian
nguédn

Tignxrly  [Tap div liéu chudi
opcode dai dién
cho kién tric
ngudn

Tap div liéu
cac chuoi_
opcode ngud

Huén luyén md
hinh chuyén doi
chudi opcode

Embedding céac

Tién xt ly
y chudi opcode

Tap div lieu chudi
opcode dai dién
cho kién truc
dich

Biéu dién cua tap l

.| chudiopcode

"ldich trong khéng .
gian dich Mo hinh chuyén

doi chudi opcode

Tap div liéu
cac chubi
opcode dich

Hinh 4.1. Qué trinh xay ding mé hinh chuyén déi chudi ma thyec thi chéo kién tric.

4.2.1. Biéu dién ma thc thi trong khong gian nhiing

Qué trinh bat dau véi viéc tién xir ly tap dir liéu cac chudi ma thyc thi thu thap
duoc sau khi trich xuat tir cac tap tin trén kién trdc vi xi Iy nguén va dich. Cac chudi
ma thuc thi caa mai kién tric vi xt Iy duoc ghép lai dé tro thanh cac tap dir liéu ma thuc
thi dai dién cho cac kién tric vi xt ly. Piéu ndy giéng nhu tao ra mot “vin ban” trong
ngon ngit tu nhién tir cac “cau” la cac chudi ma thuc thi. Sau dé, tap dir liéu chudi ma
thue thi dai dién cho mdi kién trac dugc embedding trong khéng gian vecto dé tao ra
biéu dién cua tap chudi ma thuc thi trong khong gian twong (ng véi mdi kién trdc vi xu
ly. Trong xir Iy ngén ngir tw nhién, cac phuong phap embedding “tir” phé bién nhu Skip-
gram, Continuous Bag-of-Words (CBOW), FastText,... déu ¢6 nhitng vu va nhugc diém
khéac nhau nhu Bang 4.2.

Bdng 4.2. Uu, nhiege diém ciia mot s6 phieong phdp biéu dién tir trong khéng gian vecto.

Phwong

. Skip-gram CBOW FastText
phap

- Hiéu qua trong viéc | - Huan luyén nhanh | - C4 thé tao ra biéu dién
biéu dién cac tir hiém, | hon so véi Skip-gram, | cho céac tir khdng cé trong
Uu | co tan suat xuat hién | dac biét véi cac tir phd | tir dién bang cach st dung
diém | thap. bién va cO tan suét | cac n-gram, do d6 tang kha
- D& dang xtr ly c4c tir | xuat hién cao. nang xir ly c&c tir hiém.

da nghia, tir c6 nhiéu | - Thuong tao ra cac | - Hiéu qua trong viéc xir ly
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ngtr canh khac nhau.

vecto nhing chat
luong tot cho viéc
phan loai va du doan.

c4c tir cO cac thanh phan n-
gram khai quat.

Nhuoc
diém

- Yéu cau nhiéu dix liéu
huan luyén dé dat duoc
hiéu suat tdt, dac biét
véi céc tir hiém.

- Han ché vé mat tinh
toan do can hoc ting

- Khéng higu qua vai
cac tir hiém, co tan
suat xuat hién thap.

- Khong xur ly tbt cac
tr da nghia, tr cO
nhiéu ngir canh khac

- Tang kich thugc cua tu
dién va md hinh s& 1am
tang do phuec tap tinh toan.
- Kho khan trong viéc tim
hiéu y nghia cua cac tir
duoc hinh thanh tur céac

tir mot. nhau. thanh phan n-gram.

Lwa chon giita cAc phuong phap nay thuong phu thuc vao yéu cau cu thé cua bai
toan ciing nhu tinh chat cua dir liéu. Skip-gram thich hop cho céc tac vy doi hoi biéu
dién chi tiét cho cac tir hiém, trong khi CBOW c6 thé nhanh chdng hoc céc tir phd bién.
FastText ¢ thé hiru ich khi can xir ly cac tir khdng c6 trong tir dién théng thuong bang
cach st dung thong tin tir n-gram. Vi vay, luan an st dung giai phap FastText [41] dé
thuc hién nhdng cac chudi ma thuc thi thanh vecto trong khong gian.

FastText la mot md hinh embedding tir trong xir Iy ngdn ngir tu nhién dwoc phat
trién bai Facebook Al Research (FAIR). FastText 1a mot cai tién cua cac phuong phap
nhang tir truyén théng nhu Word2Vec. FastText dd duogc sir dung phd bién trong nhiéu
ring dung bao gdm phan loai van ban, goi Y tir, dich may va nhiéu tac vu khac trong linh
vuc xir ly ngdn ngtr tu nhién. FastText s dung k¥ thuat nhing tir dua trén n-gram théng
qua Viéc tao ra cac vecto cho cac tir dua trén cac doan van ban con (n-gram), khéng chi
st dung cac tir don 1é. Trong FastText, mdi tir duoc biéu dién dudi dang mot vecto s6
hoc trong khong gian n chiéu. Cach tinh toan cac gia tri biéu dién nay thuong théng qua
str dung md hinh hoc sau nhu Skip-gram, CBow, ... Qua trinh biéu dién tir bit ¢au thong
qua viéc chia nho tir thanh cac n-gram (cac phan tir con lién tiép c6 do dai n) va st dung
C4C vecto n-gram nay dé tao vecto cho tir hoac cau. Véi mang Skip-gram céc tir c6 ngir
canh gidng nhau s& duoc biéu dién & gan nhau trong khéng gian nhing. Vi vay, luan an
lya chon FastText sir dung mang skip-gram dé huan luyén biéu din ma thuc thi (opcode
embedding) tur tap cac chudi ma thuc thi.

Vi du 4.1: Bé biéu dién mot méa thyc thi thdng qua mang Skip-gram dugc tién hanh
theo hinh 4.2. M4 thyc thi “addiu” duoc biéu dién trong khdng gian vecto bai mot ma
tran embedding 6x300 théng qua mot mang noron. Két qua la hai tir lang giéng gan véi
ma thuc thi “addiu” duoc xac dinh théng qua ngir canh 1a “addu” va “sw”.
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Predicted Target
Opcodes Opcodes

1
/ o
N 9 addu
N\ 380 x 6 5 6. 1)
Opcode S :

L N 3 0
0 \

addiu

6. 1) o 6 x 300

Sw
0 (6, 1)

S

\J \J \ 4 T—

addu addiu| sw sW | sw | nop

=

(300, 1)

Hinh 4.2. Biéu dién md thuc thi trong khéng gian vecto théng qua mé hinh Skip-gram.

Quaé trinh xay dyng mot vecto biéu dién ma thuc thi trong FastText st dung mang
Skip-gram thuong bao gom céac budc sau day:

- Buwéc 1: Xay duwng tir dién ma thyec thi: Tu tap dix liéu cac chudi ma thuc thi
trén kién trac vi xir ly, mot tir dién méa thue thi dugc xay dung dua trén cac ma thuc
thi duy nhat cua kién trdc vi xir 1y twong (ng. Xay dung cac n-gram tir cic ma thyc
thi trong tur dién.

- Buréc 2: Tgo dir liéu hudn luyén: Dua trén kich thuéc cira s6 truot, s6 chiéu cua
vecto nhling va cac tham sb khac dé tao cac cap ma thuc thi hodc cap n-gram ma thyc
thi tir dir liéu huan luyén. Chi tiét gom:

+ Xac dinh ctra s6 trugt: DI véi mdi ma thue thi hoac n-gram trong tap dir liéu ma
thue thi huan luyén, chon ctra s6 trugt dé xac dinh ngit canh ciia ma thyc thi. Cira s6 nay
xac dinh pham vi cac ma thyc thi xung quanh ma mé hinh s& ¢ gang du doan ngir canh.

+ Tao cac cap ma thyuc thi: V&i mdi ma thuc thi hoic n-gram ma thuc thi, tao cac
cap ma thuc thi xung quanh theo cira s6 truot. Vi du ma thuc thi “mov” 6 thé tao céc
cap “mov —sub”, “mov - s”, “mov - jmp”,... Mdi cip ma thuc thi s& duoc st dung nhu
mot diém dix liéu dé huan luyén mé hinh.

- Buéc 3: Hudn luyén mo hinh:

+ Céc cap ma thuc thi duoc tao tir bude 2 duoc dwa vao mo hinh skip-gram dé
huan luyén. Qua trinh huan luyén md hinh skip-gram gom:

(1) Teo One-Hot Encoding: M&i ma thyc thi dugc biéu dién bang mot vecto one-
hot véi d dai bang kich thudc cua tir dién ma thyc thi va chi c6 mot phan tir bang 1 ¢
Vi tri twong tng véi méa thuc thi do.

(2) Hudn luyén mang noron: Md hinh Skip-gram str dung mot mang noron dé hoc
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cach duy doan cac ma thuc thi 1an can dua trén ma thuc thi dang xét. M6 hinh s¢ du doan
cac ma thyc thi 1an can dya trén ham softmax dé tinh xac suat cua ma thuc thi cé thé 1a
lan can.

Dua trén su sai khac giira du doan va thuc té, cac trong sd cua mang no-ron sé
duoc cap nhét theo nguyén tic lan truyén nguogc (backpropagation) dé cai thién dy doan.
Qua trinh cap nhat trong sé dua trén dao ham cia ham mat mat so vai cac trong sb dé
diéu chinh céc trong s6 sao cho sai khac gitra dir doan va thyc té 1a nho nhat. Qué trinh
lan truyén nguoc tinh toan muac d6 16i tai 16p dau ra sau d6 lan truyén nguoc qua mang
no-ron dé tinh do 13i tai c4c ting trudc d6 va cap nhat trong sé dua trén dao ham cua I3i
theo tirng trong so.

(3) Tao vecto biéu dién: Sau khi huan luyén xong, ma tran trong sb gitta dau vao
la ma thi va I6p an 1a cac vecto biéu dién cho cac ma thuc thi trong khdng gian vecto.
Lop dau vao co kich thude bang sé luong ma thyc thi trong tir dién va dwogc biéu dién
bang vecto one-hot cho mdi ma thuc thi. Lép an c6 kich thudc bang sb chiéu cua biéu
dién vecto ma thuc thi va chira cac biéu dién cia ma thyc thi.

+ Cai thién sy phu hop cta biéu dién ma thyc thi: M6 hinh huan luyén dua trén
skip-gram s& ¢ gang cap nhat cac vecto biéu dién ma thuc thi sao cho ma thyc thi hoac
n-gram ma thuc c6 thé du doan dwgc mé thuc thi hoic n-gram ma thuc thi xung quanh
trong ngir canh tap di liéu ma thuc thi huan luyén.

+ Lap lai qua trinh huan luyén: Qua trinh huan luyén duoc l3p lai nhiéu lan thong
qua dit liéu huan luyén dé cai thién do chinh xac caa mé hinh. Sé lan lap lai qué trinh
huan luyén c6 thé thay doi tiy thudc vao bo dir liéu cu thé, ti 1¢ hoc, kich thudc caa b
tir dién, kich thudc cta bo nhg md hinh. Viéc lua chon sé 1an huan luyén théng qua siéu
tham s “epoch” duoc diéu chinh trong qua trinh thir nghiém caa luan an.

- Budc 4: Tao vecto biéu dién méa thyc thi: Sau khi huan luyén hoan tat, mé hinh
s& tao ra cac vecto biéu didn cho ma thyc thi. Vecto nay thuong c6 kich thuée ¢b dinh
va chtra théng tin vé ngix canh caa ma thuce thi trong khdng gian nhiéu chiéu. Cac ma
thue thi duoc biéu didn bing cac vecto ¢ s6 chiéu xac dinh. S6 chiéu vecto nhing sé
quyét dinh do phic tap cia mé hinh va kha ning biéu dién cac dic trung ¥ nghia cia ma
thuc thi. Khi s6 chiéu cang cao thi md hinh c6 kha nang biéu dién cang chi tiét vé méi
quan hé y nghia hoc duoc giira cac ma thuc thi. Viéc lua chon s chiéu pht hop can can
nhic dé dam bao su can bang giita d6 phirc tap cua mé hinh va hiéu suat. Sau qua trinh
thir nghiém va so sanh véi hiéu qua cua mot s6 mé hinh st dung trong ngdn ngit tu
nhién, trong mé hinh FastText sir dung cta luan an, mdi ma thuc thi dwoc biéu dién bang
mot vecto sd hoc trong khéng gian 300 chiéu.

M6 hinh FastText sir dung théng tin n-gram ma thuc thi théng qua mé hinh huén
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luyén skip-gram, trong d¢6 ma thuc thi duoc biéu dién bang t6 hop cac n-gram ma thuc
thi nhding. Cac n-gram ma thuc thi nhing nay c6 thé dai dién cho céc phan nhé hon cua
ma thuc thi nhung khong phai 1 n-gram cu thé nhu trong mé hinh n-gram truyén théng.
Trong FastText, qua trinh tao ma thyc thi tir cdc n-gram la mot budc trong qué trinh
huan luyén md hinh va khdng thé tai tao chinh xac ma thuc thi tir cac n-gram caia nd sau
khi mé hinh d dwoc huan luyén. Qua trinh nay gitp FastText c6 kha nang xt ly cac méa
thuc thi khéng cd trong tir dién, bai vi n6 sir dung thdng tin tir cAc phan tir con dé tao ra
biéu dién vecto cho ma thuc thi.

Vi dy, dé biéu dién mot ma thuc thi trong FastText dua trén md hinh skip-gram,
cac budc sau thuong dugc thuc hién nhu sau:

(1) Tao cac n-gram: Ma thuc thi duoc chia thanh cac n-gram (c&c phan tir con c6 do
dai n) dé mé ta cau tric bén trong ma thuc thi. Vi du: ma thuc thi "push” ¢ thé duoc chia
thanh cac n-gram "pu", "pus”, "us", "ush", "sh",.... Trong FastText st dung skip-gram [41],
n duoc lya chon trong khoang gia tri tir 3 dén 6 dé tao cac n-gram tir cac ma thuyc thi.

(2) Biéu dién vecto cho ma thuc thi: Vecto biéu dién cho ma thuc thi duoc tinh
bang cach tong hop cac vecto cua cac n-gram do. Mdi n-gram dugc biéu dién bai mot
vecto so.

(3) Tinh toan vecto cho mé thuc thi (chudi ma thuc thi): Vecto ctia ma thyc thi hoac
chudi ma thye thi duoc tao bang cach liy tong cac vecto caa Cac n-gram tuong wng.

Tap tin chira tat ca cac chudi ma thuc thi thu thap tir tap dix liu kién trac Intel phuc
vu huan luyén méd hinh FastText thé hién trong hinh 4.3,

push sub call add mov test jz call add pop retn jmp jmp jmp jmp mp jmp jmp jmp jmp jmp jmp jmp jmp jmp Jmp jmp jmp jmp jmp Jmp Jmp jmp jmp jmp jmp jmp jmp Jmp jmp Jmp jmp Jmp jmp
jmp jmp jmp jmp jmp jmp jmp jmp jmp jmp jmp jmp jmp jmp jmp jmp jmp jmp jmp jmp jmp jmp jmp mot in sub call call call call call call add jmp xor retn retn retn xor retn xor retn
retn retn retn retn retn retn retn retn retn retn retn retn retn retn retn retn retn mov retn retn xor retn xor retn xor retn xor retn xor retn xor retn xor retm xor retn xor retn
xor retn xor retn xor retn xor retn xor retn retn xor retn xor retn xor retn xor retn retn retn xor retn xor retn xor retn retn retn retn retn xor retn xor retn retn retn xor retn
retn retn retn mov jmp mov mov call sub push mov call add test mov jz push push push push call add mov mov mov_cmp mov jnz jmp xor jmp cmp jnz mov mov mov cmp mov jnz jmp mov push
push push push call add push push push call mov add jmp mov mov mov jmp mov mov mov mp push push push push call add mov jmp add jmp mov mov jmp mov push push push push call add
push push push call mov add jmp test jnz push push push push int call pop pop push push int call add jmp cmp jz mov lea cmp jz mov mov sub mov test iz cmp jz push push push push
call add test jnz jmp mov jmp push push push push int call add jmp add mov cmp jz imul add add mov cmp jnz jmp jmp jmp test 3nz push push push push int call add jmp push push push
push call add mov jmp push push push push call mov add jmp xor mp push push push not push int call add jmp mov push push push push call add push push push call mov mov add mov jmp
mov mov jmp jmp mov jmp mov mov jmp mov xor jmp cmp jnz cmp jnz cmp jnz sub add jmp sub push call add jmp cmp jz mov mov push push push push call add mov add test jnz jmp mov mov
jmp mov jmp push push push push call add jmp mov jmp mov mov mov jmp mow mov mov jmp cmp jz mov cmp jnz mow cmp jz push push push push int call add jmp push push push int push ecall
mov mov xor mov jmp mov mow jmp sub push €all mov add cmp jz push push push push call mov add mov mov movzx cmp jnz mov mov jmp mov mov jmp cmp jnz mow mov mov jmp mov jmp push
push push push int call add jmp push push push int push €all push push push push int call add jmp mov lea mov mov jmp imul add add push push push push call mov add mov mow jmp emp
jz push push push push mov call add jmp push push push int push call cmp jz mov mov push push push push call add test jnz jmp push push push int push call push push push int push
call xor jmp sub push call mov mov add jmp mov test cmovnz mov jmp sub mov jmp xor jmp add add jmp mov jmp xor jmp mov retn mov mov mov mov test mov jnz xor jmp cmp jnz cmp jnz cmp
mp jnz sub add jmp xor jmp cmp jz mov lea mov emp jz mov sub mov mov test 3z mov test jz mov push push push push call add test mov jz add cmp jz mov add imul add mov mov cmp
mp 3mp jmp push push mov push push sub call cmp jz test setz jnz push push push int push call mov test jnz push push push int push call mov or mov mov mov mov repne scasb mov
not mov mov dec test mov jle mov movsx cmp jnz push push push int push call mov mov imul mov movsx mov shl shl shl add add cmp ja sub push call add mov inc mov mov mov mov shl mov
lea mov mov mon s mov sar mov mov imul mul mov add sub shr add mov shr mov imul mov sub mov lea mov test jz cmp jz mov push push push push mov call add test jz xor mov mov shl
mov imul mul mov add mov lea sub shr add mov shr mov sub imul sub mev jmp mow mow cmp jz jmp cmp jnz test cmovz add inc mov mov sub cmp cmovbe lea mov test jz jmp mow push push
push push mov call add test jnz mov mov cmp jnz mov jmp test jz dec mov jmp inc mov lea cmp jz mow mov cmp jz push push push int push call mov mov add pop pop pep pop retn sub push
push push call add push push mov add push call add retn int push push push push sub mov mov sub mov mov mov lea lea mov cmp mov ja shl cmp jnb cmp jbe sub push call mov add mov shl
mov push push push push call add mov mov mov mov thl sub lea mov mov mov mov mov mov mov mov cmp jbe mov xor or mov repne scashb movsx mov not movsx dec shl shl add mov add mov mov
mov mov mov mov mov mov mul mov sub shr add shr imul sub mov mov lea cmp mov jz mov mov mul lea mov sub shr add mov shr sub imul sub mov add mov sub emp cmovbe lea cmp jnz mov add
mov cmp ja mov mov add pop pop pop pop jmp cmp jnz sub push int push int lea push int push lea push int call mov add push push call add jmp emp mov jz cmp sbb and add sub push int
push int lea push int push lea push int call mov add push push call add jmp emp mov jz cmp sbb and add sub push int push int lea push int push lea push int call mov add push push
call add jmp cmp jnz sub push int push int lea push int push lea push int call mov mov add push push call add jmp cmp mov jz emp sbb and add sub push int push int lea push int push
lea push int call mov add push push call add jmp and retn lea mov mov and and or mov push push push push call add mov jmp add pop retn mov test jz jmp movax xor jmp jmp mov mov mov
mov movzx cmp jz sub jz mov test jnz mov jmp mov and jnz mov mov jmp mov and cmp mov cmp jnz cmp jnz cmp jnz mov test jz mov test jz sub push call add test jnz or jmp mov mov
mov call test jz mov movzx mov cmp jz jmp jmp jmp mov push mov push push mov push call add jmp mov test jz cmp jnz cmp jnz mov mov mov jmp push push mow push push call add test jnz
jmp mov mov movzx cmp jz emp jz mov mov jmp mov jmp mov mov test jz cmp iz mow mov jmp movzx xor jmp push push int push call jmp movzx emp jz cmp jz emp jz mov and emp jnz cmp
3z or jmp push push push push call add test jz jmp movzx test jnz or mov push push push push call add jmp mov test jns mov push push push push call add emp movzx jbe mov cmp iz
test jz movzx jmp lea mov test jnz jmp xor mov mov jmp mov and cmp jg jmp mov cmp jz mov mov test jz mov test jz cmp jz test jnz emp 3z mov emp 3z mov jmp movzx movzx jmp mov test
jz movzx test jnz or mov mov push push push push call add movzx jmp mouzx jmp cmp ja jmp push push push push call add test jz mov emp jz mov emp jz mowzx cmp jz mov test jz cmp jnz
cmp jnz cmp jz mow mowzx sub cmp ja mov cmp jnz push push mov push int push int call add mowzx test jnz mowzx jmp push push mov push push int call add movzx jmp movzx mov push push
push push int csll add movzx movzx jmp cmp mov mov movzx jnz test jnz mov push push push push int call add movzx jmp push push push push int call add mevzx movzx jmp movzx jmp mov
push push push push int call add movzx movzx jmp push push push push call add test jnz mov mov mov Smp push push push push call add mov mov mov jmp push push mov push push call add
test jnz test jnz jmp movzx test jnz or mov push push push push call mov add jmp cmp jnz mov test jnz lea mov mp mov jmp mov mov mov jmp mov mov mov jmp movzx test jnz or mov push
push push push call add jmp push push push mov mov test jns push push push push call add cmp jbe mov cmp jz test jz pop pop pop retn cmp ja jmp mov cmp jz mov test iz mov emp jz

Hinh 4.3. Tdp tin chera tat ca cac chudi ma thyec thi thu thdp tir tdp co sé dir liéu trén
kién trac Intel.

Két qua thu duoc sau khi thuc hién biéu dién 634 ma thuc thi trén kién trac Intel
sur dung FastText nhu hinh 4.4:
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1 634 300 ~
2 mov -0.039028 -0.11432 -0.10659 -0.057184 -0.085587 -0.11446 -0.043714 -0.014538 0.14896 0.16318 -0.19243 0.094097 0.044697 -0.03
2 push -0.05234 -0.026004 -0.13853 0.019202 -0.01€833 0.040438 -0.11292 0.054528 0.098132 0.07815% -0.20528 0.12446 -0.016593 -0.2¢
4 call -0.054365 -0.040124 -0.08695% 0.10264 -0.035627 -0.0224%5 -0.10598 0.12844 0.097547 0.091218 -0.1%132 0.075205 -0.1071% -0.1
5 add -0.11255 0.020443 -0.20102 -0.030554 0.061614 0.04109%7 -0.036509 0.034888 0.13533 0.13867 -0.25257 0.034193 -0.046799 -0.217C
© lea -0.11741 0.085303 -0.23265 0.02408 0.060893 0.015613 0.086849 0.059748 0.11508 0.15894 -0.23977 0.12085 -0.030391 -0.26809 -C
7 sub -0.0%26%6 0.13711 -0.22156 -0.009151 0.066773 0.03645%6 -0.04657 -0.020%05 0.033335 0.10213 -0.2895%8 0.077292 -0.04949%5 -0.182
5 cmp -0.014462 0.034336 -0.21343 -0.033%77 0.001207% -0.029%23 -0.12357 -0.0085576 0.25172 0.070435 -0.162 0.075767 -0.046217 -0.0C
S jz 0.04229% 0.049668 -0.020338 -0.03724¢ 0.021534 0.073465 -0.16136 0.027404 0.010507 0.076907 -0.19104 -0.010148 -0.025948 -0.02¢
10 pop -0.010152 0.002%001 -0.13351 0.022235 0.06408 0.033771 -0.10712 0.01863 0.15505 0.18654 -0.2412% 0.028554 0.071922 -0.21236 -
11 test -0.020619 0.094%64 -0.15239 -0.0072036 0.047182 -0.011522 -0.096404 0.0607 -0.030043 0.09%45882 -0.11127 -0.006614 -0.020513 -
12 Jjmp -0.011402 0.044805 -0.1637 0.040272 0.086238 -0.02049%2 0.068154 0.020454 0.12402 0.086487 -0.073465 -0.046948 -0.14888 0.039¢
12 Jjnz 0.068261 0.10815 -0.074618 -0.062535 0.025983 0.041426 -0.064%66 -0.032594 0.10558 0.068605 -0.13228 -0.02906 0.077747 -0.00%
14 xor -0.13661 -0.15618 -0.15041 -0.11541 0.031776 0.0047446 -0.067255 0.0092194 0.19537 0.14816 -0.18741 0.020607 0.11181 -0.07511
15 retn -0.065317 0.099256 -0.2041 0.022542 -0.014834 0.079744 -0.080257 -0.10242 -0.045026 0.12495 -0.237 0.076055 0.078604 -0.1487
16 movex -0.014997 0.066116 -0.12831 -0.03546 0.062975 -0.082631 -0.064623 0.09002 0.11157 0.22909 -0.22164 0.0019443 -0.035488 0.0%
17 and -0.04673 -0.085296 -0.21198 -0.1569 -0.057749 -0.010939 0.12586 0.14694 0.22215 0.10703 -0.22019% 0.049814 0.17566 0.032508 -C
16 int 0.097513 0.029553 -0.036058 0.26479 -0.027525 0.052357 -0.16292 0.04392 0.096511 0.050522 -0.2106 0.24744 -0.13044 -0.079213
1% or -0.012548 -0.2496% -0.15156 0.05016 -0.045413 0.097465 0.044455 0.14921 0.27784 -0.016207 -0.10127 0.11535 0.10094 0.14502 -0.
2 inc 0.0048984 -0.02228 -0.13394 -0.20957 0.018824 0.11705 -0.083971 0.1052 0.10129 0.066647 -0.053359 0.31355 -0.11276 -0.027055
1 shl 0.074828 -0.10427 -0.27215 -0.082324 -0.056791 -0.11837 0.08254 0.1097 0.14921 0.36419 -0.16261 0.15128 0.20424 -0.1048 -0.1Z
22 jbe -0.10525 0.22206 -0.13208 0.11875 0.052276 -0.0859%29 0.082672 0.0856813 0.041572 0.071593 -0.036718 -0.05823 0.13712 0.025471
23 ja -0.07531 0.095044 -0.15936 -0.086018 -0.06452 -0.095665 0.045669 0.048808 0.092294 0.035086 -0.1663 0.01982 0.091069 -0.068347
24 leave -0.20204 0.072848 -0.20823 -0.1069%6 0.035423 0.16413 -0.033267 -0.18617 0.13674 -0.15164 -0.096572 0.37924 0.067622 -0.2883
S shr -0.10065 -0.0992% -0.1%046 -0.29%324 0.056004 -0.023478 0.1224% 0.070279% 0.16623 0.23003 -0.24044 0.22601 0.114%4 -0.091193 -C
26 jle 0.009239%1 0.062516 -0.17123 -0.056916 0.014266 -0.13677 0.068445 -0.066654 0.10254 0.082453 -0.13841 0.12624 0.082303 -0.1344
27 fstp -0.1208%% -0.065829 0.22483 0.1%044 0.086644 -0.47118 0.03531% 0.15821 -0.11294 0.024761 -0.14733 -0.19414 -0.14064 -0.0845352
26 fld -0.052116 0.048844 0.1273% 0.129%15 0.20917 -0.37366 0.0100681 0.169658 -0.0%723 0.18189 -0.10729 -0.010687 -0.017973 -0.10355 -
2% jnb -0.1083 0.17517 -0.02205 -0.15166 0.16917 -0.071947 0.20371 -0.014094 0.097319 -0.053368 -0.24684 0.026046 0.091146 0.147¢6 -,

Hinh 4.4. Két qua thu dwoc sau khi nhiing 634 ma thiee thi kién tric Intel sir dung FastText.

4.2.2. Hudn luyén cac mé hinh chuyén déi chuéi ma thyec thi

Sau khi da c6 biéu dién cua cac tap chudi ma thuc thi trong khong gian vecto
nhang, viéc huan luyén dé xay dung mé hinh chuyén doi tét nhat duoc thuc hién thong
qua ba budc gom: Xay dyng Bang anh xa ma thuc thi, md hinh hoa chudi ma thyc thi
va chuyén doi nguoc lap di lap lai.

Xay dung Bang anh xg ma thec thi: Viéc xay dung Bang anh xa ma thuc thi (tu
ma thyuc thi ngudn dén dich va tir ma thyc thi dich dén ngudn) duoc thuc hién st dung
phuong phap xac dinh &nh xa gitra 2 bo dir liéu ma thuc thi sao cho cac ban chuyén doi
t6t nhat trong mot khdng gian vecto chung. Phuong phép xac dinh dya trén khai thac
nhitng ma thyc thi twong déng giira cac khdng gian vecto nhing ma thuc thi caa mdi
kién trac vi xir Iy dé tim ra mot anh xa. Muc tiéu cua qué trinh 13 xac dinh su lién két
gitta cAc mé thuc thi ngudn va dich dya trén mé hinh xéac suit.

Viéc xay dung mé hinh chuyén doi tir chudi ma thyc thi i sang chudi ma thyc thi j
s& dugc danh gia thong qua viéc xac dinh diém so (score) dua trén nguyén ly Bayes.
Pay la nguyén ly thuong duoc sir dung trong cac bai toan phan 16p va uéc luong trong
hoc may va xir Iy ngon ngit tu nhién dé xac dinh 16p hoac su kién c6 xéac suat cao nhat
dua trén cac thong tin quan sat dugc. Vai P(i]j) 12 xac suat co diéu kién caa bién cb i
xay ra khi j da xay ra s& duoc xac dinh dua trén Bang anh xa chudi mé thuc thi va P(j)
la x4c suat xay ra j duoc str dung xac dinh diém sé tao bai mé hinh hoa chudi ma thuc
thi, diém s6 cua j duoc xac dinh theo cbng thic sau:

argmax; (P(j|i)) = argmax; (P(ilj))P() (4.5)

Dé tim ra 16p j c6 xé&c suat cao nhat dwa trén dit lidu i thdng qua viéc so sanh xac
suat co diéu kién P(j|i) cua I6p j va xac suat hop nhat P(i[j)P(j) cua I6p j. Luan an chon
16p j c6 gia tri P(j|i) cao nhat, diéu nay ciing twong duong véi viéc chon 16p j c6 gia tri
P(i]j)P(j) cao nhét.
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Hai khong gian biéu di&n cac chudi ma thuc thi duoc huan luyén doc Iap cho cac
chudi mé thuc thi trén mdi kién tric dé khai thac su twong dong gitra cac ma thuc thi.
Muc tiéu 1a tim ra dwoc mot phép bién d6i hinh hoc sao cho két qua anh xa biéu dién
hinh hoc gitra hai bo nhdng trong khéng gian ngudn va khéng gian dich 1a phu hop
nhat. Bé tim ra phép bién d6i hinh hoc ph hop, NCS tién hanh lya chon cac ma thuc
thi c6 tén va chirc ning giéng nhau & ca hai kién tric dé lam cac diém “neo”. Phép
bién d6i hinh hoc s& dugc tim ra phép toan sao cho cé thé bién ddi cum cac diém neo
tr khdng gian ngudn sang khong gian dich, sao cho tong khoang céch giita cac cap
diém neo sau anh xa trong khdng gian ngudn va khong gian dich tuong ¢ng la bé nhat.
Diéu nay duogc thuc hién théng qua viéc tim ra phép bién hinh W* bién ddi hinh hoc
tir tap hop cac diém trong khong gian X {X1,X2,...,xn} sang khdng gian Y {y1,y2,...,yn}
sao cho sai s6 nho nhat. Viéc bién ddi hinh hoc duoc mé ta théng qua bai toan tdi wu
hoa phat biéu nhu sau:

Cho d 1& mét sé nguyén duwong biéu dién kich thuéc cua chudi ma thuce thi dwoc
nhang; M, (R) la tdp hop cac ma trdn 6 kich thuréc d x d biéu dién khong gian cia cac
ma trdn sé thuec R; X va Y 1& hai ma trdn [d x n] dwoc can chinh dé chira nhing cua
cac ma thuc thi trong Bang chudi ma thyc thi. Can tim mét ma tran W € M, (R) sao
cho norm Frobenius cza hiéu cia hai ma trgn || W X - Y||  dat gia tri nhé nhat.

Bai toan duoc thé hién thong qua cong thire 4.2 dudi day:

e IW XYl (4.6)

Phép bién di hinh hoc trong hai khéng gian nhing biéu dién chudi ma thyc thi hai
kién tric vi xir Iy dwgc minh hoa trong hinh 4.5. Hai chudi ma thuc thi trén hai kién trdc
vi xur Iy duoc biéu dién trén khdng gian X va khdng gian Y. Céc gia tri diém neo la cac
ma thuc thi ¢6 tén gidng nhau hoic twong ddng dugc xac dinh trén cac chudi ma thuc
thi khong gian X va khdng gian Y. Mot phép bién doi affine WX ddi vai chudi ma thuc
thi trén khdng gian X sang khong gian Y duoc thuc hién sao cho khoang céach gitra cac
diém neo 1a nho nhat.

A) d ®) ©
° o
4 b
X @ s
.o . WX /cail\
mov e . e 4 S / 0
° °., a d K mov ®
- . dget \ s " [ — add deret
o ~ . @
mr):ﬁ‘lb SEV\ \“\
° NS iz :
S Y
Y o ®add “o
e '//

Hinh 4.5. Minh hog phép bién déi hinh hoc khong gian.
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Hinh 4.5.A. Chudi cic ma  Hinh 4.5.B. Chudi cic mda  Hinh 4.5.C. Cac khoang
thuc thi trong khéng gian  thuc thi trong khong gian X cach giira cac diém neo
ngudn X va khéng gian  sau khi thuc hién phép bién  trong hai khdng gian sau
dich Y. di hinh hoc W. khi bién ddi hinh hoc
Mot phép bién ddi W cua bat ky ma thuc thi ngudn nao dé duoc xac dinh dua trén
viéc tim C sao cho ham cosin cua tich v6 huéng hai vecto W x; va y; dat gia tri lon nhat
duoc dinh nghia theo cong thuc 4.7 sau day:
C = arg max, cos(W x;, y;) 4.7)
Luan &n sir dung mot cong thire thudng duoc st dung trong viéc du doan tir tiép
theo hoic mot phan cua vin ban dya trén ngit canh theo mé hinh ngdn ngit ty nhién
[43]. Bang cach str dung ham e(x,y) dé do luong sy twong dong gitra c4c phan ciia van
ban va ngit canh vai viéc str dung tham s T dé kiém soat d6 phang cuia phan phdi xac
suat, chling ta c6 thé tinh xac suat p(d;|n;) dua trén thdng tin ngit canh n; véi cac doi
tuong d;can dy doan. Cong thirc X4c suat thé hién nhu sau:

e%cos (e(di),We(nj))

P(dilnj) = (4.8)

T e%cos (e(dk),We(nj))

Trong do: d;la ma thyc thi thir i trong ma thyec thi dich, n; la ma thuc thi thir j trong ma
thuc thi ngudn. T 1a mot siéu tham s duoc sir dung dé kiém soat d6 phang (su phan biét
giita C4c gia tri x4c suat), khi T 1én thi phan phdi xac suat s& mém mai hon. W 1a phép
xoay dé anh xa cac phan tir trong khéng gian nguon thanh phan tir trong khdng gian
dich, e(x) la nhdng cua x.

Cong thirc bién doi hinh hoc (4.6) ¢6 thé rit gon dua ra duoc nghiém dang dong
thu duoc tir viéc phan tich gia tri don 1¢ (Singular Value Decomposition — SVD) cua
YxT:

. _ _argmin
W eMg(R)

[|WX-Y||lp=UVT (4.9
véi U,V la cac ma tran truc giao, X 1a ma tran duong chéo khong vudng véi cac phan tir
trén duong chéo va rank cua ma tran UXVT = SDV (Y XT). Trong Python dé tinh SVD
ctia mot ma tran, ching ta 6 thé sir dung module linalg trong thu vién numpy.

Pé cai thién chét luong chuyén doi chudi ma thuc thi, luan an xac dinh ty 18 ving
twong dong cac ma thuc thi 1ang giéng dé chon ra céc cap chuyén doi ma thyc thi tot
hon nham tao ra mot Bang chuyén d6i ma thuc thi méi ¢ kha ning cao twong dong
cao hon & mdi lan lap. Bén canh do, luan an chi xem xét cac lang giéng gan nhau nhat
theo ty 18 ving twong dong gilp 1am giam kich thudc cua Bang chuyén doi ma thyc
thi duoc tao va cai thién hiéu suat, d6 chinh xac. Luan &an xem xét gia tri twong dong
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trung binh ctia nhiing ma thuc thi ngudn x; vao 1an can ma thuc thi dich cua n6 dya
trén viéc sir dung ham cos(W x;,y;) dé do luong sy trong dong cua W x; va yj, sau
d6 trung binh ho4 gia tri ndy thdng qua viéc chia cho k 1a s6 luong phan tir trong tap
hop N,(W x;). Gié tri tuong d6ng giita vecto W x; (vecto dau vao) va mot tap hop
N; (W x;) cac vecto dich y; ma vecto W x; twong tac duoc tinh theo cong thirc sau:

(W x;) = cos(W x;,y;) (4.10)

% Lyjenywx
Tuong tu, gié tri tuong ddng trung binh cia nhiing mé thuec thi dich y; vao lan can
clia né dugc biéu dién bang r; (W y;). Céc dai lugng nay dugc tinh toan cho tat ca cac
vecto ma thyc thi ngudn va dich véi viéc ap dung phuong phap xay dung biéu d6 k-NN
cua Johnson va cong su [60]. Luan an sir dung chiing dé xac dinh do twong dong gitra
ma thuc thi ngudn dugc anh xa i va méa thyc thi dich j 1a S. Céng thic tong hop su twong
dong gitra W x; va y; duoc tinh dua trén sy trong dong truc tiép (cosin) va hai d¢ do
twong dong r; va ;. Gia tri S ¢6 thé duoc st dung dé so sanh sy tuong dong gitta cac
cap vecto W x; va y; trong khong gian vecto W. Cong thtic tong hop su twong dong S
duoc tinh theo c6ng thirc nhu sau:
S(W x;y;) = 2 cos(W xi‘yj) - (W x;) — r](W yj) (4.12)

Viéc xac dinh phép bién d6i ma thuc thi chéo kién tric dugc xay dung cu thé nhu sau:

Cac ma thec thi kién trac A (véi téng sé m ma thuec thi khac nhau), kién tric B (v6i
n ma thyee thi khdc nhau) dwoc biéu dién trong hai khéng gian vecto nhling z chiéu tuwong
ung 12 [A]mxz VA [Blax, thOng qua mé hinh embedding FastText dwa trén skip-gram.
Can tim mét phép bién déi T dé anh xa cac ma thc thi biéu dién trong [A] .y, Sang cac
ma theec thi biéu dién trong [B] -

Céc budc tién hanh:

- Bude 1: Xéc dinh cac ciap diém “neo” 1a cac cap ma thyc thi trén 2 kién tric dugc
danh gia 1 twong déng. Tim phép anh xa tir khdng gian nhing [A],,x, sang khong gian
nhing [B],«, dua trén viéc tim ma tran [R],4, sao cho ||R — [A]"[B]|| dat gia tri nho
nhat va [R]T[R]= [A] sz

- Budc 2: Tinh xac suat chuyén doi cac ma thuc gitra 2 kién tric dé xay dung Bang
anh xa ma thuc thi:

+ Xac dinh khoang cach trung binh caa k diém lang giéng véi mdi ma thyc thi tir
kién triic A sang kién truc B:

Dit [C] = [A]. [B]” ta cO [Cy]mxn, sau d6 thuc hién lya chon mdi hang k gia tri Ion
nhat dé c6 [E; | Va tinh khoang cach trung binh cia k diém d6 thu duoc [E; ]y -

Tuong tu, xac dinh khoang cach trung binh cua k diém lang giéng véi méi méa thyuc
thi tir kién tric B sang kién trac A thu duoC [E, ]y
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+ Tim vi tri cac ma thuc thi ¢ kha nang 13 két qua cua phép chuyén doi. S6 lugng
cac ma thyc thi lat.

[E.]"
it [Vi] = 2[Coln - [[Ed] [Es] o [Ed] - [E2) 1Y m hang, tim k vi trf c6 gid tri
e [E,]"

I6n nhat trong mdi hang cua [V,]. Két qua 1a t ma thuc thi ([V';]mxe) €O kKha ning cao
nhét 1a két qua cia phép chuyén d6i ma thuc thi tir [A] sang [B].

Tuong ty, tim duoc t ma thuc thi ([V',],x¢) €0 kha ning cao nhat 1a két qua caa
phép chuyén dbi ma thyc thi tir [B] sang [Al.

+ Tinh xac suit cua tirng cap ma thyc thi trong wng véi [V']:

Vé6ii=1,2,...,m, j=1,2,...,n thi P(x;;) = 2—’} la phan phéi softmax dé tinh xac suat
dich ma thyc thi i trong [A] sang ma thyc thi j trong [B]. [v;;]. Tuy nhién, cac ma thuc
thi trong [B] chi lay trong viing ma thyc thi (t gia tri) da chon & [V';]mxe-

Tuong tu, xac dinh Xac suat chuyén d6i mdi ma thyc thi tir [B] sang [A]: P’(x;;) =
e¥it duoc sir dung dé dua ra gia tri khong chuan hoa (trudc khi chuan hda thanh phan
phdi softmax) cua dau ra tir mot phan tir trong vecto dau ra. Viéc st dung ham mi ty
nhién dé ting d6 16n cua gié tri dau ra nay s& gitp ting cudng su phan biét giita cac gia
tri va lam cho I6p hodc nhan ¢ gié tri cao hon tré nén rd rang hon so véi cac 16p hoac
nhan khac. Cac ma thyc thi trong [A] chi lay trong t gia tri da chon & [V’ ] k.

Xac suat P’(x;;) va P(x;;) duoc sir dung va luu trit trong “Bang anh xa ma thyc thi”.

- Budc 3: Sau khi ¢6 “Bang anh xa ma thyc thi” mé hinh s€ xay dung dua trén viéc
coi chudi n ma thuc thi lién tiép 1a nhitng ma thuc thi don 1é dé thyuc hién lap lai qué
trinh chuyén doi véi cac chudi ma thuc thi dai hon.

Vi du 4.2: Xay dung “Bdng &nh xa ma thuee thi” tir kién tric A ¢6 7 ma thyc thi
khac nhau la a,b,c,d,e,f,g sang kién tric B c6 5 ma thuc thi khac nhau Ia X,Y,Z,t,w; s6
chiéu khdng gian nhing 1a k =6.

Gia st sau qua trinh biéu dién cac mé thuc thi cua 2 kién tric A, B théng qua mo
hinh FastText sur dung skip-gram chiing ta thu dugc:

1 2 2 1 2 17

bl 3 4 511 X1 2 3 45 6

Cl1 5 3 2 2 3 yie 3 5 4 4 1
[Al;x6= 42 1 5 6 7 1|Va[Blsye= 2 |6 2 1 3 4 3

el6 2 1 3 1 2 t{3 512 6 1

fl13 3 3 4 5 1 wlt 121 2 1

gla 3 4 2 1 &5l

Sau khi thuc hién cac budc néu trén vai gia thuyét 2 cap diém “neo” 1a (a-x), (b-
y) thi két qua 1a mot “Bang anh xa mé thuc thi” nhu sau:



Kiéntrac A | KiéntracB | P’(x;) | P(x;)
a X 0,64 0,65
a y 063 | 0,64
a V4 0,71 0,72
a t 0,71 0,71
a w 0,67 0,67
b X 0,69 0,68
g W 0,62 0,61

M6 hinh hoa chuéi ma theec thi: Muyc tiéu caa budc nay 1a tir cac dir liéu chudi
ma thuc thi ban dau, mot mo hinh duoc huan luyén dé hoc ciu tric cua cac chudi ma
thuc thi trén kién tric d6. Cau tric caa mdi loai chudi ma thuc thi trén tirng kién trac vi
xur Iy 12 khéc nhau. Trong ngdn ngit tu nhién, cau tric mot cau trong madi ngdn ngir 1a
khac nhau, vi du trong tiéng Anh thi tinh tir dang trude danh tir, con trong tiéng Viét
tinh tir dang sau danh tir. Trong ngdn ngir lap trinh ciing tuong tw, mdi loai hop ngir s&
c6 mé hinh khac nhau, vi vay chudi ma thyc thi trich xuat tir cac chwong trinh thyc thi
s& c6 nhirng biéu dién md hinh hod. Viéc xay dung md hinh hoa chudi ma thuc thi s&
gilp sap xép thtr tw cac ma thuc thi cho phu hop nhét ngay ca khi c6 tir dién 4nh xa ma
thue thi dé dich dung ma thyc thi hodc chudi ma thyc thi ngan tuong Gng.

Véi s6 lugng 1on chudi ma thuc thi trén céc kién tric khac nhau, ching ta cé thé
huin luyén cac md hinh hoa ma thuc thi caa kién tric ngudn va kién trac dich. Cac mo
hinh nay thé hién dit liéu vé cach doc cac chudi ma thuc thi trong mdi kién tric va chiing
minh chit luong caa cac mé hinh chuyén doi chudi ma thuc thi thong qua thay thé va
sap xép lai ma thyc thi. Qua qué trinh khao sat caa nghién ctu sinh, hién chua c6 cong
bd nao vé viéc md hinh hoé chudi ma thyuc thi cho céc kién trac vi xu ly. Vi vay, luan
an dya trén céch tiép can cac mo hinh hoa ngon ngir str dung trong linh vuc xu ly ngén
ngtr tu nhién.

Trong xur ly ngdn ngtt tu nhién, qué trinh mé hinh hod ngdén ngi thuwong duoc st
dung dé dy doan xac suét xuat hién caa cé4c tir hodc cum tir trong mét ngdn ngit. Cac mod
hinh nay c¢6 gang hiéu cau trac, quy luat va xu huéng trong ngdn ngit dé tao ra cac cau
dich tir ngdn ngit ngudn sang ngdn ngir dich chinh xac. Mot s6 phwong phap mé hinh
hoa ngdn ngir duoc sir dung trong dich may bao gom :

- N-gram Language Models: Sir dung xac suat dong thoi cua cac cum tir (n-gram)
dé du doan tir tiép theo dua trén cac tir trude do trong cau. Cac mod hinh n-gram cé thé
du doan tir tiép theo dua trén tir trude d6 hodc cum tir trude d6 thong qua viéc tinh toan
X4C suat ctia cac chudi tur.

- Statistical Language Models: Md hinh dwa trén théng k&, sir dung k§ thuat
smoothing va interpolation dé xu Iy van dé cua cac cum tir chwa xuét hién trong tap di
lieu huan luyén.
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- Neural Language Models: Dung cac mang no-ron d&& md hinh hoa ngén ngit. N6
thuong s dung cac kién trac nhu Recurrent Neural Networks, Long Short-Term
Memory Networks hoac Transformer-based models nhu Generative Pre-trained
Transformer dé du doan tir tiép theo trong cu.

- Transformer-based Language Models: Pay la phuong phap st dung self-
attention va parallel processing dé xtr Iy c4c tir trong cau hiéu qua vai céc kién tric nhu
Transformer, BERT, GPT va céc bién thé khéc.

Mdi phuong phap c6 vu diém va han ché riéng. Voi yéu cau bai toan chuyén doi
chudi ma thyc thi khong cé nhiéu twong dong giira cac kién trdc va c6 kha ning tao ra
chudi ma thuc thi chua c6 trong tap dit liéu huan luyén, luan &n lya chon mé hinh
Statistical Language Models do Moses dé& xuit [89]. M6 hinh duoc xay dung duya trén
viéc xac dinh tan suat xuat hién cua tirng ma thuc thi hodc chudi mé thuc thi ngan. Phan
b xé&c suat P(W), W € V véi V 1a tap hop tat ca cac ma thyc thi trén mot kién tric vi
xtr Iy duoc tinh toan, khi d6 P(W) >0. Trong dé, xac suat caa mot chudi ma thyc thi c6
d6 dai | s& duoc tinh theo cdng thirc xac suét co diéu kién nhu sau :

P(Wiwows...wy) = P(W1).P(Wa|wa)... P(wi|WiWz...wi.1) (4.12)

Tir 46, chiing ta ¢ thé biét dugc ma thyuc thi wi (i=1,2,3....) c6 kha ning xuat hién &
trong ngir canh nao va cling xuat hién véi cac ma thuc thi w; (j) 1a bao nhiéu. Xac dinh
duoc ma thuc thi c6 kha ning xuét hién cao & vi tri va ngit canh thi n6 s& duoc wu tién sir
dung lam két qua chuyén d6i ma thyc thi trong phép chuyén dbi chudi méa thuc thi.

Chuyén déi ngwoc ldp di lap lai: Viéc hoc 1ap lai 1a mot dac trung thudng thay
ctia cac md hinh hoc may, né gilp cai thién phan nao d6 hiéu qua caa mé hinh thu dugc.
Trong dich may, viéc chuyén doi nguoc lip di 1ap lai 1a sy két hop mé hinh dich tir ngén
ngit nguodn sang dich véi md hinh dich nguoc tir ngdn ngir dich sang ngudn. Muyc tiéu
ciia md hinh 12 tao ra nhiéu cau nguén cho mdi cau dich trong kho ngit liéu don ngir.
Trong xay dung mé hinh chuyén d6i ma thuc thi, viéc hoc lap lai duoc tién hanh dya
vao Bang anh xa ma thuc thi dugc khai tao tir bude mot va mod hinh ma thyc thi & phia
dich duoc tao tir bude hai dé xay duyng mot mé hinh hat giéng. Gia tri hat giéng P(0)
duoc xay dung dua trén Bang chudi ma thyuc thi khdng ton tai mot cap tir dién anh xa
ma thuc thi nao trudc d6 va mo hinh ma thuc thi ¢ phia dich dugc xay dung dua trén
phuong phap n-gram. Sau d6, mé hinh nay dugc sir dung dé dich tir ma thyc thi nguon
sang mé thuc thi dich. Khi mé thuc thi dwoc tao ra, md hinh huan luyén véi dit liéu
twong ung la cac chudi ma thyc thi va s& tao ra mé hinh anh xa dir liéu nguoc tré lai cac
ma thyc thi ban dau. Tiép theo, quéa trinh tao va huan luyén duoc thuc hién theo hudng
nguoc lai. Cac budce nay duoc thuc hién nhiéu lan dé dat duoc két qua mong mudn. Qua
trinh huan luyén nay s& giip mé hinh chuyén di toi vu hoa ham mat mét thdng qua viéc
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diéu chinh céc tham sé trong mé hinh.

M6t méd hinh “discriminator” duoc huan luyén dé phan biét gitta cac phan tir duwoc
ldy mau ngau nhién tr WX = {W x,, ..., W x;} va Y. W duoc huan luyén dé chéng lai
viéc du doan chinh x4c ctia bo phan 16p. Trong khi muc dich caa discriminator 13 téi da
hoa kha nang xac dinh ngudn géc ctia mot nhing, thi W lai ngin chin bo phan 16p thuc
hién céng viéc nay théng qua viéc 1am cho WX va Y gidng nhau nhat cé thé. Bé thuc
hién diéu nay, NCS goi cac tham s cua bo phan biét 1a 6, va xem xét xac suat
Py, (source = 1Jt) véi vecto t la anh xa ctia mot nhing ngudn theo discriminator. Ham
mat mat ciia mé hinh discriminator c6 thé dugc tinh toan theo cong thuc:

Ly(0p|W) = %Z{Zl log Py, (source = Oly;) — %Z{;l log Py, (source = 1|WW,.)
(4.13)

Trong huan luyén mé hinh chuyén dbi, W duoc huan luyén dé discriminator khéng
thé du doan duoc chinh xac chudi ma thyc thi nhing ban dau. Ham mat mat anh xa
(Mapping loss) dugc tinh toan theo cong thirc sau day:

L,W|6p) = %Z’{Zl log Py, (source = 1|y]-) — % i=1 log Py, (source = O|W,,)
(4.14)

M6 hinh chuyén doi dugc xay dung tuan thu theo quy trinh huan luyén tiéu chuan
ctiia mang d6i nghich sau do Goodfellow va cong su [49] dé xuat. P6i voi mdi mau dau
vao, discriminator va W dugc huan luyén lién tuc vai cac cap nhat gradient ngau nhién
nham muc dich giam gié tri £, and £, twong Gng.

Cu thé qué trinh huan luyén mé hinh chuyén d6i chudi ma thuc thi giita hai kién
trdc vi xur Iy dugc trinh bay gia mé trong thuat toan 4.1 dudi day:

Thudt toan 4.1: Huan luyén mé hinh chuyén doi chudi ma thyc thi da kién tric.

Pau vao: Hai tgp di ligu chusi ma thyc thi cua hai kién tric trong khong gian
nhung (0, 04).

Pau ra: Mo hinh chuyén doi chudi ma thyec thi giza kién tric nguon va kién tric
dich.

# Xay dung Bang anh xa ma thyc thi

1: Opcode _ translation_table « f(0,,, 04ming;siance (W0, 04))

# Mb hinh hoa chudi ma thyc thi

2: Opcode_sequences_ Model « Statistical Language Models by Moses

# Xdc dinh cac gia tri hat giong P?_,, duatrén Bang anh xa mé thyc thi va mé hinh
hoa chudi ma thuc thi

3: PY_, < Opcode _ translation_table & Opcode_sequences_ Model

# Sur dung gid tri hat giong dé chuyén déi chudi ma thyc thi nguon sang dich
4:Yy <P,

# Qua trinh chuyén doi ngiroc 1ap lai N lan
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5:Fori=1toNdo
# Hudn luyén md hinh chuyén déi ma thuc thi dich sang ma thuc thi nguén
6:  Train model P, « Y1
# Sur dung mé hinh P dé chuyén doi chudi ma thyee thi dich
7: YL <P
# Hudan luyén md hinh chuyén déi ma thyec thi ngusn sang ma thyee thi dich
8:  Train model Pi_, « Y}
# Sir dung gia tri P d@é chuyén doi chudi ma thyec thi nguon
90  YLe<P
10: Endfor
11: Return Y}

Luan &n chua khao st thdy mot cong trinh khoa hoc di cong bd nao vé Bang anh
xa hoic chuyén doi chudi ma thyc thi tir kién tric vi xu Iy cac thiét bi l1oT khéac nhau.
Pé c6 co so budc dau danh gia hiéu qua caa qué trinh chuyén doi dic trung chudi ma
thuc thi chéo kién trlc, dua trén cac khao sat ky thuat tao ma doc 10T hoat dong da
kién tric vi xir Iy, nghién cau sinh tién hanh thu thap cac ma ngudén ma doc loT da
cong bd va cac ma nguon chwong trinh don gian tir d6 thuc hién k§ thuat cross-
compiler ma ngudn dé thu thap cac tap tin thyc thi trén céac kién trdc vi xir ly cua thiét
bi loT. Cac tap tin thuc thi trén cac Kién tric d6 duoc thuc hién dich nguoc va phan
tich tinh tha c6ng nham xac dinh cac ving chudi ma thuc thi twong tng phil hop trén
hai kién trac vi xir Iy phuc vu diéu chinh c4c tham sé trong qua trinh huan luyén mo
hinh chuyén d6i chudi ma thuc thi chéo kién tric.

ol = I < | Mips - m] X
Home  Share  View [7] - Home  Share  View [7]
« A “ Opcod... » Intel v O -l « R < Opco., » Mips v O ¥
~ ] N

~ Name Date medi... Type Size e () MNarme Date modi.. Type Size 2
* =| mirai-b1nary-client-intel.asm.txt 5/4/20239.. Text Docu... 57 KE * =| mirai-b1nary-client-mips.asm.tt 239.. Text Docu.. T3k
@ =| mirai-ballpit-client-intel.asm.bxt Text Docu... 3TKE = =| mirai-ballpit-client-mips.asm.tet .. Text Docu... 41k
=| mirai-beastmode-bot-intelasmtxt 5 Text Docu... T1KE =| mirai-beastmode-bot-mips.asm.txt 3/ . Text Docu.. 100 K
I =| mirai-cbot-client-intel.asm.txt Text Docu... 24KE [ =| mirai-cbot-client-mips.asm.bet .. Text Docu... 3k
o =| mirai-Derneter-bot-intel.asm.tet .. Text Docu... 55KE | 3 =| mirai-Demeter-bot-mips.asm.xt .. Text Docu.. Bk
. = mirai-demon-client-intel.asm.tet 9. TextDocu.. 17 KE | =| mirai-demon-client-mips.asm.txt .. Text Docu... 23K
1 =| mirai-demone-client-intelasmbet 5 9.. TextDocu.. 16 KE \ =| mirai-demone-client-mips.asm.txt .. Text Docu.. 21K
. =| mirai-extendo-bot-intel.asm et .. Text Docu.. 51KE . =| mirai-extendo-bot-mips.asm.ixt . Text Docu... 66 K
s =| mirai-fbot-bot-intel.asm.bet 9.. TextDocu.. 25KE 8 =| mirai-fbot-bot-mips.asm.txt .. Text Docu... NEK
] =| mirai-galaxy-client-intel.asm.txt 9. TextDocu.. 34KE ] =| mirai-galaxy-client-mips.asm.txt .. Text Docu... 45k
3 =| mirai-hades-bot-intel.asm.txt 9.. TextDocu.. 69 KE 3 =| mirai-hades-bot-mips.asm.txt .. Text Docu.. G4k
=| mirai-joker-bot-intel.asm.bet .. Text Docu... 62 KE = mirai-joker-bot-mips.asm.txt .. Text Docu... 80k
=| mirai-josho-bot-intel.asm.bxt 9. TextDocu.. 52 KE . =| mirai-josho-bot-mips.asm.bit .. Text Docu... 68 k

=| mirai-joshoc-bot-intel.asm.bet 5/4/20239.. Text Docu... 39 KE 3 o = mirai-joshoc-bot-mips.asm.txt .. Text Docu.. 51 kv
= e e - = L .. . -
65 items = 65 items =

Hinh 4.6. Két qud dich nguroc cac tdp tin thyec thi trén hai kién trac Intel va MIPS sau
khi cross-compiler tzr mgt ma nguon cdc ma doc 10T.

Mt khac, luan &n thyc hién so sanh va danh gia két qua chudi ma thyc thi thu dugc
sau khi chuyén doi véi chudi ma thuc thi thu thap tir nén tang ban dau cua ciing mot ma
ngudn bién dich dé hiéu chinh cac tham sé trong qué trinh xay dung mé hinh chuyén
dbi chudi ma thuc thi chéo kién tric.
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simple_mips.asm.txt
o

test.frhyp.tok

111 addu addiu sw sw la beqz nop la jalr nop bal nop i la addiu jalr nop bal nop Li
la addiu jalr nop lw jr addiu move bal nop li move la lw addiu li and addiu la la
sw sw sw la jalr nop b nop lui lui 1i 1i beq lui Ui la beqz nop jr nop jr nop lui

lui 11 Ui subu sra srl addu sra beqz lui Li la beqz nop jr nop §r nop addiu sw lui
B ermprne sw sw sw sw lbu bnez lui lui la la lui subu lul sra addiu lw addiu sltu beqz addiu
1L sw addu lw jalr nop lw sltu bnez addiu jal nop 11 sb lw lw lw Ww w §r addiu j

nop addiu sw sw move L1 sw Sw 5w la Lw Sw sw sw addiu sw sw sw 5w L1 sh lw addiu 1w
move la move jalr nop lw andi move la move jalr nop lw sh 11 11 Ui la move falr nop
1w sw addiu 11 move lw la move jalr nop lw sw lul addiu la move jJalr nop lw la lw
move 1a move jalr nop lw lw bgez nop lul addiu 1a move jalr nop lw b nop 11 1w la
move jalr nop lw sw lw bgez nop lui addiu la move jalr nop lw b nop Ui sw addiu
addiu move move lw la move jalr nop lw sw lw bgtz nop lul addiu la move jalr nop lw
b nop lui addiu 1a move jalr nop lw li lui addiu 1w la move jalr nop lw lui addiu
lul addiu l1a move jalr nop lw la 11 move move move la move jalr nop lw addiu sw sw
*test.frhyptrue b nop lw lw sll addu sw lw addiu sw lw sltiu bnez nop lw bgez nop addiu sra move
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Hinh 4.7. Pgi sanh két qua chuyén doi chugi méa thyc thi thu vsi chuoi ma thyec thi thu
thap trén kién triic ban dau.
4.3. Xay dwng mo hinh phét hién ma déc IoT da kién tric dwa trén md hinh
chuyén déi dic trung dé xuat
Qua trinh xay dyng mé hinh phét hién ma doc IoT da kién trdc dua trén phuong
phép chuyén di dic trung chudi ma thuc thi luan an dé xuit gdm 2 giai doan: Huan
luyén mé hinh phét hién ma doc da kién truc va danh gia mé hinh phat hién. Chi tiét cac
qua trinh xay dyng md hinh phat hién ma doc 10T da kién tric dwa trén md hinh chuyén
d6i dac trung chudi ma thyc thi luan an dé xuit duoc thé hién trong hinh 4.8.
'HUAN LUYEN MO HINH PHAT HIEN MA BQC DA KIEN TRUC
T
Thu thép m
chudi | —> opéopde trén kién :

opcode tric ngudn di gan
nhén

Céac tap miu
huén luyén trén
kién triic nguén
da gan nhan (ma
doc/ma sach)

M6 hinh chuyén
doi chudi opcode
da kién truc

Huén luy&n mé
hinh phat hién ma
> .. N LT -
ddc trén cac thuat
toan hoc may

v

Tao mo6 hinh phét hién
ma doc da kién tric

Trich chon
déc trung va
tién xe ly

Tap cac chuoi
opcode trén kién
trac dich vé&i nhdn
twong trng

‘DANH GIA MO HINH PHAT HI

— Thu thép i Trich chon M6 hinh phat
Ttap S'Iéau'l:_l:m chuoi Téap cac chudi dac trung va hién m déc da
D ) AL opcode trén kién tidn xir Iy N
trac dich opcode iric dich y kien truc

Hinh 4.8. Qua trinh xay ding mé hinh phéat hién ma déc da kién tric duwa trén déic
tring chudi ma thyec thi.
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4.3.1. Hudn luyén md hinh phét hi¢n ma dgc IoT da kién tric dwa trén mé hinh
chuyén d@éi chudi ma thuc thi

- Thu thdp chudi mé thyec thi: Trong xay dung mé hinh phat hién ma doc chéo
kién trac vi xtr ly, c6 nhiéu phuong phap dé trich xuat dac trung chudi méa thyc thi tir
phén tich tinh tap tin nhu cac khao sat caa NCS trong néi dung 1.3.3 cua luan &n va
nghién cau trinh bay trong [TC4]. Viéc sir dung cac phwong phap trich xuét dic trung
chudi ma thyc thi dua trén CFG trong céac nghién ciru [117], [125], [127] da dem lai
hiéu qua ddi véi phét hién chéo ma doc IoT, tuy nhién do phic tap va yéu cau tai
nguyén hé thong 16n. Vi vay, dé dat dugc muc tiéu bai toan da dat ra trong chuong nay
va giam do phic tap trong trich xuat dic trung chudi ma thyc thi tir cac tap tin, NCS
trich xuat chudi ma thuc thi tir tap tin thyc thi ELF théng qua phuong phap da trinh
bay trong noi dung 3.2.1 cua luan an. Két qua cua giai doan nay la céc tap di liéu
chudi ma thuc thi trén kién trdc vi xir Iy 6 nhian ma doc hodc lanh tinh tuong (ng voi
nhén cua tap tin thuc thi ELF.

- Tang curong tap dir liu chudi ma thye da kién trdc théng qua mé hinh chuyén
doi chugi ma thyee thi chéo kién trac vi xar Iy: Tap cac chudi ma thuc thi can chuyén dbi
trén kién tric ngudn da duoc gan nhan s& chuyén doi thanh tap cac chudi ma thyc thi
trén kién trtc dich thdng qua mé hinh chuyén déi chudi méa thyc thi chéo kién tric twong
tng. Viéc chuyén doi chudi ma thuc thi chéo kién tric duoc thuc hién nham ting cuong
tap dix liu huan luyén nham xay dung cac md hinh phat hién ma doc c6 kha nang phat
hién cac mau ma doc thuc thi trén nhiéu nén tang kién tric vi xtr Iy hoic tao ra cac tap
dic trung chudi ma thyc thi méi cia ma doc trén céc kién trdc vi xir Iy khac nhau phuc
vu X@y dung mo hinh phat hién ma doc zero-day.

- Trich chon ddc trung va tién xit ly: Céc chudi ma thuc thi sau khi chuyén doi bi
trong hoidc co6 do dai ma thuc thi nho hon 50 (ngan hon chudi ma thyuc thi cuia mot tap
tin binh thuong) s& duogc loai bo khoi tap dir liéu phuc vy huan luyén va danh gia mo
hinh. Cac tap dir liéu phuc vu xay dung mé hinh hoc may phat hién ma doc loT hoat
dong da kién tric dugc phan chia theo cac kich ban phat hién chéo kién tric va phat hién
mia doc zero-day. Tiép theo, phuong phap n-gram dugc sir dung dé trich chon cac dic
trung va chuyén doi dic trung chudi ma thyc thi thanh céc vecto dé phuc vu huan luyén
md hinh phét hién ma doc loT da kién tric.

- Hudn luyén mé hinh phét hién ma déc duwa trén cac thudt toan hoc may: Viéc
huan luyén mé hinh phat hién ma doc dya trén cac thuat toan hoc may st dung dic trung
chudi ma thuc thi c6 thé duoc thuc hién thdng qua céac thuat todn hoc may truyén théng
hoac mang hoc sau. Mang hoc sau thuong dugc su dung trong trueong hop dir ligu tho
ban dau, s6 lugng lén va phic tap. Con cac thuat toan hoc may truyén thong phu hop
d6i vai cac bai toan tai nguyén han ché, di liéu khong qua 16n va trich xuat duoc dac
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trung biéu dién. Vi vay, véi dic diém, tinh chét cia bai toan trong chuong 4, viéc ap
dung céc thuat toan hoc may truyén thong sé 1a phi hop hon ddi véi cac mang hoc sau
va ting kha ning tich hop, Xt 1y trong méi truong 10T han ché tai nguyén. Bé danh gia
hiéu qua caa mé hinh phat hién ma doc IoT da kién tric, cac thuat todn hoc may c6 giam
sat khong sau truyén théng pho bién nhu SVM, RF, NB da ching minh hiéu qua trong
phét hién ma doc 10T don kién tric dua trén dic trung chudi ma thuc thi trinh bay trong
chuong 3 cua luan an tiép tuc duoc st dung dé xay dung cac mé hinh phét hién. Céc
thuat todn hoc may co6 giam sat duoc luan an lya chon vai cdc ly do nhu sau:

Thir nhat, dua trén két qua khao sat cac nghién cau vé hiéu qua caa mot s md
hinh phat hién ma doc 10T sir dung hoc may trong néi dung 1.3 cua luan an, cac nghién
Clru trong va ngoai nudc da chirng minh hiéu qua tt véi do chinh xac tuong déi cao
trong phat hién ma doc noi chung.

Thet hai, dé c6 co s¢ danh gia hiéu qua caa mo hinh dé xuat vai cac mé hinh khac
d3 cong bd, luan &n lya chon phuong phap phan tich thu thap dic trung va thuat toan
hoc méay c6 diém tuong dong dé danh gia.

Viéc huan luyén va danh gia mo hinh phét hién dwgc thuc hién nhiéu lan trén ciing
mot thiét bi va tai cic mbc thoi gian khic nhau dé danh gia hiéu qua va hiéu niang cua
mo hinh dé xuat.

4.3.2. Pdanh gid mé hinh phat hi¢n ma déc IoT dé xuat

Ddi voi qua trinh ddnh gia mo hinh phat hién ma doc 10T dé xuat, luan an danh gia
thong qua phuong phap thuc nghiém va tién hanh danh gia theo cac kich ban danh gia
mo ta trong Bang 4.3.

Bang 4.3. Kich bdn danh gia mé hinh phét hién ma déc IoT da kién tric.

st | Makichban |, o visy | PhUOmZPhdp | 0y i danh gis
danh gia ) danh gia
Phuong phap
thuc nghiém:
Dua trén viéc so
sanh két qua ciia | Pénh gia dya trén cac
Panh gia hiéu mo hinh phat tiéu chi do do do chinh
qua ctia mo hién vai tap dir xac cua cac mé hinh
hinh chuyén | liéuban dauva | huan luyén trén tap dir
1 DA 2. N z . R i AR R
doi trong tang | ket qua cuamé | liéu ban dau véi cdc mo
cuong tap dir hinh phat hién | hinh huan luyén trén tap
liéu vai dir liéu duoc dit liéu ban dau va dit
bd sung thém tir liéu chuyén doi .
mo hinh chuyén
d6i chudi ma
thuc thi
9 CR Danh gia hi¢u Phuong phap Dbanh gia dya trén cac
qua phat hién thuc nghiém: tiéu chi d6 do d6 chinh
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ma ddc IoT da Dua trén cac xac cua cac mé hinh
kién tric dua | kich ban st dung | huan luyén trén cac tap
trén dac trung | tap dir liéu tap dir liéu da chuyén doi
chuyén @6i | tin thuc thi ELF | chéo kién tric va dix liéu
chéo kién trdc | tir nhiéu nén tang kién trac dich.
dé huan luyén va
danh gid mo

hinh phat hién.

Danh gia két phét hién
ma doc cho cac tap tin
duoc cross-compiler trén
Panh gia hiéu Phuong phap nhiéu kién trdc vi xt ly
qua phat hién | thyc nghiém: | tir mot ma ngudn ma doc
mau ma doc | Duatrén cac ma | da cong bd va xac dinh
0T zero-day | doc biéndich da | nhan ma doc trude doé

3 ZR da kién trdc | kién trdc tir cung | vai két qua gan nhan véi
dua trén tap dit | mot ma ngudn md hinh duoc huin
liéu cross- chuong trinh doc | luyén dua trén céc tap
compiler hai. dr liéu duoc tao ra sau

qué trinh chuyén doi dic
trung chuoi ma thyc thi
chéo nén tang kién trdc.

Duya trén yéu cau danh gia hidu qua ctia cac mo hinh phat hién, cac cap dir lidu
huan luyén va danh gia dugc xay dung dé phuc vu cac kich ban thir nghiém tuong Gng.
Cac tap dir liéu tap tin thuc thi phuc vu kiém tra, danh gia hiéu qua trong cac kich ban
duoc tién hanh thu thap chudi ma thyc thi, trich chon va tién xir Iy twong tu qua trinh
huan luyén mé hinh truéc d6. Cac tiéu chi do do do chinh xac co ban trong hoc may va
so sanh két qua phan 16p tap tin cia md hinh voi nhin ban dau duoc sir dung dé danh
gia hiéu qua cia mé hinh phét hién ma doc 10T dé xuat.

4.4. Thir nghiém va danh gia két qua md hinh dé xuat

4.4.1. MOi trwong thiz nghigm

Céc thur nghiém cuaa luan an dugc thuc hién trén cung mot may tinh st dung hé
diéu hanh Ubuntu 18.04 LTS 64 bit, v&i cau hinh Intel®Xeon CPU E3-1535M v5 @
2.90GHz x 8, Quadro M2000M/PCle/SSE2, RAM 64GB, SSD 500GB. Céc thir nghiém
duoc tién hanh 10 1an tai cac mdc thoi gian khéac nhau. Két qua danh gia 1a trung binh
cong cua cac gia tri thu duoc.

Dé danh gia hiéu suit, cic phuong phap va mé hinh khac cung huéng tiép can
dac trung cua luan an nhu cua Phu va cong su [116], Vasan va cong su [31] duoc
tién hanh trén clng mot tap dit liéu twong dong va thiét bi nhu céc thir nghiém trong
phuong phap cia luan an dé xuat.

4.4.2. Tap da ligu thiz nghiégm

Tap dit liéu st dung dé thir nghiém 1a cac mau tap tin thyc thi dwoc lra chon mo
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rong tir chuong 2, chuong 3 cua luan an va nam trong tap di liéu C500-loT dataset
duoc thu thap bai Pha [115] va Trung [85] véi 3 nén tang kién trac vi xir Iy ¢6 s6 lugng
tap tin 16n va cé tinh dai dién cho cac thiét bi 10T sir dung hé diéu hanh Linux nhdng
hién nay. C4c tap di liéu c6 su chénh léch vé sé lugng mau dugc gan nhan trong cling
mot kién trac va giira cac kién trdc véi nhau. Céc tap di liéu tap tin lanh tinh cua mot
sb nén tang kién tric con han ché vé sé lugng do cac tap tin lanh tinh dwoc thu thap tur
cac ngudn phd bién gdm ban anh phan syn cua thiét bi 10T va may tinh c4 nhan nhu
trong céc luan &n [64], [85], [114]. Viéc boc tach ban anh phan sun va trich xuét cac
tap tin thuc thi caa nhiéu thiét bi 10T con han ché do cau tao phan cang, kha ning
tuong tac, giao tiép vai thiét bi 10T thyc té doi hoi nhiéu thiét bi, cong cu phic tap. Vi
vay, nghién ciru sinh thu thap bé sung cac tap tin ELF trén nén céc Kién trac twong tng
ctia cac nha cung cip phan mém tin ciy va di duoc danh gia bai cdng cu quét ma doc
truc tuyén Virus Total. Bén canh d6, hién nay dé tao ra cac ma doc c6 kha nang hoat
dong trén nhiéu kién trdc vi xt ly, NCS di thu thap c4c ma ngudn chuong trinh ma
doc cong bd trén cac ngudn khac nhau dé tién hanh phan tich hanh vi ma doc trong ma
ngudn va bién dich tap tin thuc thi trén nhiéu kién trac vi xu Iy khac nhau théng qua
k¥ thuat cross-compiler phuc vu céc kich ban thir nghiém. Chi tiét théng tin vé tap di
licu da kién tric phuc vu thir nghiém dugc mo ta trong Bang 4.4. Trong tap dir liéu tap
tin thuc thi thyc thi, s6 luong tap tin trén hai kién tric Intel va MIPS 14 16n nhat va day
la c4c kién tric pho bién trén thiét bi IoT, cling nhu c6 su khac biét Ion vé dic diém cac
ma thyec thi. Tap di liéu trén kién tric PowerPC c6 sy mat can bang dix liéu 16n giira tap
tin ma doc va tap tin 1anh tinh. Vi vay, luan an lya chon tap dix liéu gom ba kién tric
Intel, MIPS, PowerPC dé thir nghiém md hinh phat hién ma doc IoT dé xuat ma khong
mét tinh tong quat.

Bang 4.4. Thong ké sé lwong mau trong tdp diz liéu thiz nghiém.

S S6 lwgng mau S6 lwong mau | So6 hwong mé dgc
Kieén truc vi xw ly A . A i
ma doc lanh tinh cross-compiler
Intel 80386 5.460 11.100 65
MIPS 4.604 8.911 65
PowerPC 1.060 60 65

4.4.3. Két qud xay deng kich ban thi nghiém
Két qua thu thap chudi ma thuc thi cua céc tap di liéu thir nghiém thé hién trong
Bang 4.5.
Bang 4.5. Két qud thu thap chudi ma thec thi.

, S6 lwong tap tin thu
Kién tric | So lwgng tap tin ELF thap thanh cong
vi xir ly chuoi mé thuc thi

D¢ dai trung binh
chudi ocpode

Mi déc | Lanhtinh | Ma déc | Lanh tinh | Ma doc | Lanh tinh
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Intel 5.460 11.100 5.394 11.100 35.291 19.622
MIPS 4.604 8.911 4.592 8.911 31.176 22.345
PowerPC | 1.060 60 979 60 9.898 8.186

Céac chudi ma thuc thi co do dai chudi nhé hon 100 sinh ra boi cac tap tin sir dung
ky thuat 1am rdi, ma hoa hozc khdng thé giai nén s& duoc loai bo khoi tap dit liéu. Qua
phan tich tap dit liéu thir nghiém, cac mau tap tin 10T thtr nghiém trén nén tang MIPS chu
yéu tir cac thiét bi 10T han ché tai nguyén va chua sir dung cac k§ thuat 1am rdi phic tap
nhu 1am r6i va ma hod ma thyc thi. Mdi chudi ma thuc thi thu thap duoc sé dai dién cho
mét tap tin thuc thi ELF trong qué trinh xu 1y tiép theo. Két qua tap dit liéu chudi ma thuc
thi thu thap dugc phan theo ngudng d6 dai tbi thiéu thé hién chi tiét trong Bang 4.6.

Bang 4.6. Théng ké so sanh dg dai téi thiéu cia chudi ma thyec thi thu thdp dueoc trén
cac kién trac vi xa Iy.

Do dai toi thiéu
ciachudimi | 100 | 1000 | 2000 | 6000 | 10000 | 20000 | 50000 | 100000
thuc thi

| Ma ) oa9s 138713404 | 3.011 | 2.800 | 1.193 | 761 | 637

Kientruc | doc

Intel 'E%”hh 10.829 | 6.544 | 4.965 | 2.814 | 2.037 | 1.264 | 596 | 301

| Ma ey 4270|4263 | 4212 | 424 | 2.274 | 326 | 306

Kien truc | doc

MIPS ';I,a;]”hh 8.603 |5.650 | 4.615 | 3.213 | 2.643 | 2.047 | 1.112 | 497
M3

eI Ma s | oag | o4a | 842 | 264 | 9 5 5

Kien truc | doc

PowerPC ';ﬁ]”hh 60 | 38 | 33 | 23 | 19 6 1 0

Két qua trong Bang 4.6 cho thay rang céc tap tin ELF trén céc kién trac c6 do dai
chudi ma thyc thi Ién hon 2.000 chiém ti 18 cao. Diéu ndy co sy khac biét 16n ddi véi do
dai ctia mot cau trong ngdn ngit tu nhién. S6 lwong céc tap tin thu thap dugc chudi ma
thuc thi nho hon 100 chiém ti 1é nho (dudi 2%) so véi tong s6 tap tin ELF duoc thir
nghiém. Bén canh d6, qua phan tich tap dit liéu ma thuc thi thu thap dugc tir cac kién
trdc thir nghiém, cac tap mau trén kién tric Intel chi st dung 634 mé thuc thi khac nhau
va trén tap mau cua kién trac MIPS chi sir dung 260 mé thyc thi va trén tap mau cua
kién tric PowerPC chi sir dung 176 ma thyc thi. S6 lwong cac ma thyc thi dugc str dung
phd bién trén cac tap dix liéu the nghiém duoc thé hién trong hinh 4.9.

Tén va chiic nang cac ma thyc thi phd bién duoc str dung trén cac kién trdc vi xir
ly ndy c6 su khac biét nhau. Vi vay, cac phuong phap khéac thac tan suat xuat hién dé
xéc dinh su twong dong giita cac ma thuc thi sé khong kha thi.
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Hinh 4.9. Cac mé thuc thi xudt hién nhiéu nhat trén kién tric Intel va MIPS.

Sau d6, cac tap dit liéu chudi ma thuc thi duoc sir dung dé xay dung cac mé hinh
chuyén d6i dic trung chudi ma thuc thi chéo kién tric. Két qua chuyén doi dic trung
chudi ma thuc thi chéo kién trc thé hién nhu Bang 4.7, hinh 4.11 va hinh 4.12.

Bang 4.7. Két qud chuyén doi chudi ma thyec thi chéo kién trac vi xiz ly.

Kién tric vi

Kién tric

S6 lwong chudi mé thuc

S6 lwong chudi méa thuc
thi ma doc chuyén doi

wic IV nquan | ViXuly | thima doc chuyén doi
yng dich thanh céng khéng thanh céng
Intel MIPS 5.390 4
Intel PowerPC 5.350 44
MIPS Intel 4.392 200
MIPS PowerPC 4.006 586

Két qua cac tap tin cha chudi ma thuc thi dugc chuyén déi thanh cong thé hién
nhu trong hinh 4.10 va 4.11. So sanh két qua ciia mot chudi ma thuc thi tao ra trén kién
tric MIPS duoc chuyén ddi tir chudi ma thuc thi kién trdc Intel thé hién trong hinh 4.12.
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| || = | intel-mips
Home Share View

« A <« Toann_code » Cross-opcode > intel-mips ]
Name ~ Date modified Type Size " ()
|| 2e49d437c93119bech81a3a269832d6.az... TRUE File
|| 546cbf3a875fTa75853163a0d6a3ades.asm... TRUE File
|| ff4399e8bd2etfeSab5fac5e880a3bbd.asm... TRUE File
d 19e91af5683c948542638d7392193aa0.asm... TRUE File
d 9d8e3edc23fbfead31fdabl2fb00629d.asm... TRUE File
d 4a%a8076f42bcd30ed4f393bebeBe?3b.as... TRUE File
d bE4f799bdf1fbd42757034d8263e13db.as... TRUE File
d 26dc479%eb1feaad3bec3blec32?Heeasm... TRUE File
d 8327d337ddeadeTcaad3326832fb085.asm... TRUE File
\j Ted7fa%0430e008c8fbf2acf92bT0ede.asm_.., TRUE File
\j 88360a662491b8d05bc3a109905855d8.as... TRUE File
d 44385012bdS262fd28783f8e 1dd2cb.asm... TRUE File
d Jdf8eleddaladSdcbala04d3ab7950a.as.., TRUE File
d 4d4142991634f6ee5781faadcB6a1480.asm... TRUE File
d 17ebd33ea0834244677e4b6214c69152.a5.., TRUE File v
5,390 items

Hinh 4.10. Két qud cdc tdp tin chira chudi mad thye thi dwoc chuyén doi tir MIPS sang Intel

+ | opcode-mal-intel-cross-results
- Home Share View

« v <« Data-detection-intel-c... » opcode-mal-intel-cross-results v O Search opc|
Mame - Date modified Type Size ~
|=| 00c7b4eb7860887aef7d811c93459b55.a5... Text Document 139 KB

[£ 00c43941020131147492dBf2eb331563.35m... Text Docurnent 796 KB

|j 00eeb307dc13dabf723c14802a1cb8c0.as... Text Docurnent 3KB

d 00f2e1ab37576fedfdd0ald0daf9c9cy . asm.., Text Document 103 KB

|=| 00fabdf7e7ef00c3a220a61253d115bd.asm... Text Document TI3KB

|j 0a0c9a2d33b9c36590164da3456610a2.as5... Text Document 410KB

|j Dalcd6a86822d4e16f7cb2ebdc32elba.as... Text Docurmnent 105 KB

|=| Da2afd933bf27b4453afc3 1b%a74c3al.asm.., Text Document 103 KB

d 0a3ecd4f275b5babfdabl60858f c0b3b.asm... Text Document 103 KB

|j 0a3f98b1c8714971a52cc0414327290d.asm... Text Document 103 KB

d 02%4d882dcd5aefdBb25f3e181acaall.as... Text Docurnent 201 KB

|=| 0a170ccdeel32aTeTa4f362d572992fe.asm... Text Document T4 KB

|j 0a237ffelccefl75d354a67a2c557174.asm.. Text Document IKE

|j 0a821d089%badf322a856208aed3d74da.as... Text Docurnent 228KB |,

< ) >

4,392 items

Hinh 4.11. Két qua cac tdp tin chiza chudi ma thuee thi diroc chuyén doi tir Intel sang MIPS

@) test-intel.txt - Notepad - O

File Edit Help

rep nop sub mov test jz call add retn rep nop repne jmp rep nop repne jmp rep ~
1 mov call call mov pop retn rep nop push lea push mov push mov push mov pust
rep nop sub mov test jz call add retn rep nop repne jmp rep nop repne jmp ref
ov mov mov mov lea mov cld rep stosq mov mov mov mov mov lea mov lea call mov
mov call test jnz lea add mov mov mov lea mov call test jnz add mov lea mov ¢
xor mov mov mov mov jmp mov lea movzx movzx add sub cmp jg cmp jnz lea movzx
rep nop sub mov test jz call add retn rep nop repne jmp rep nop repne jmp rep
mov mov call mov add mov mov call mov mov mov call mov mov mov movzx and or n
t in not in not in int int int int int int int int int int int int int int
rep nop sub mov test jz call add retn rep nop repne jmp rep nop repne jmp rep
a mov call nop leave retn rep nop push mov sub mov mov mov lea mov cld rep si
mov mov call mov call lea mov call mov call mov mov mov mov mov call mov cmp
ov call mov call lea mov mov mov call lea mov mov mov mov call mov cmp jnz le
sub MoV MoV mov MoV XOr mov mov mov mov mov mov call test jz mov mov mov mov
ov mov mov call mov mov mov mov mov call mov mov mov mov mov mov mov lea mov
mov mov mov mov call mov mov test jz cmp jmp mov mov mov mov mov call mov mov
rep nop sub mov test jz call add retn rep nop repne jmp rep nop repne jmp rep
z jmp retn rep nop cmp jnz push cmp mov jz mov call call mov pop retn retn re
mov lea mov mov mov call mov mov call mov lea lea call lea call mov mov mov ¢
all mov lea mov mov mov call mov jmp lea lea mov call test jnz mov mov mov le .
< >

Ln 9, Col 62 100%  Unix (LF) UTF-8

Format  View

7 test-mips.txt - Notepad - m} x

File Edit Format View Help

’tlt nop sub sub movf beqz add special cell cell seq lw nop la nop jalr 1i 1w ~
v add mov mov add mov mov add mov mov add add mov add mov mov deret 1i add mc
tlt nop sub sub movf beqz add special cell cell seq lw nop la nop jalr 1i 1w
mov mov add mov mov add mov mov add add mov mthi 1i add mov mov mov add add r
tlt nop sub sub movf beqz add special cell cell seq 1w nop la nop jalr 1i 1w
1v stosq mov mov add mov mov movsxd dsll32 tge ds1132 movf mthi nor add and
sub special special special add mov add dsllv dsllv jr.hb dsllv and wait add
£ movf movf movf movf sub special special special special special special cel
special special special or 1t add mov mov sub sub 1i sub 1i sub deret mov mov
cial special special special special special mov add mov mov add tge deret st
mov add special special special special special 1i jalr sd sub sub sub add s
mov and xor bnez beqz sd 1i sub add deret special special special special spe
movf deret deret deret deret deret addiu sd b sd deret deret sub special spec
sd ds1132 dsrl32 sd dsll32 dsrl32 sd deret deret mov add mov mov mov sub 1i <
1i addiu sub 1i move xor beqz lw deret movt jalr.hb special special sub mov n
tge movf tge add seq seq deret seq add seq seq seq deret deret deret addiu sc
1i add deret deret tge jr.hb add mov add mov mov add sub deret deret deret de
ecial special special special special special special special add mov special
1 special special special special special special special special special adc
special special mov mov mov mOV mOv mov MOV MOV MOV mov mov mov mov mov add s ..
< >

Ln1, Col 1 100%  Unix (LF) UTF-&

Hinh 4.12. So sénh két qua chuyén d@si mét chudi ma thuc thi tao ra trén kién triic
MIPS ter mot chuoi ma theec thi trén kien trac Intel.

Cubi ciing, cac md hinh chuyén d6i dic trung chudi ma thuc thi chéo kién tric
duogc sir dung dé xay dyng cac tap di liu phuc vu xay dung mé hinh phat hién ma doc
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IoT da kién triic theo céc kich ban thir nghiém. Ngoai viéc danh gia hiéu qua khi ting
cuong tap dir ligu. Céc kich ban thir nghiém tap trung danh gia mo hinh phat hién mé
doc chéo kién trac khi huan luyén trén céc kién trac vi xir Iy phd bién c6 sé luong mau
nhiéu nhu Intel dé phat hién trén céc kién tric khd thu thap va it mau hon nhu MIPS va
PowerPC. Bén canh d6, dé danh gia kha ning phat hién ma doc zeroday da kién tric,
luan &n lya chon 10 ma ngudn chuong trinh ma doc chua xuét hién trong tap huan luyén
va kiém tra chéo kién trtic dé cross-compiler trén cac nén tang kién trac khac nhau dé
phuc vu thir nghiém. Két qua xay dung tap di liéu chudi ma thyc thi phuc vy dénh gia
md hinh theo cac kich ban thé hién chi tiét trong Bang 4.8.

Bang 4.8. Két qud xay ding cac tap diz lieu chudi ma thuc thj ph@;c vu cac kich ban
thur nghiém mé hinh phat hién ma doc 10T dé xuat.

Ma Kién trac/Sé hrong cia tap huan Kién triic/Sé lrgng ciia tap
TT | kich luyén kiem tra
ban Ma dc Lanh tinh Ma dc Lanh tinh
1 | DA-01 MIPS/3.674 MIPS/7.128 MIPS/918 MIPS/1.783
Intel >MIPS/4.312 Intel >MIPS/1.078
2 | DA-02 Vi MIPS/3.674 MIPS/7.128 va MIPS/918 MIPS/1.783
3 | DA-03 Intel/4.315 Intel/8.880 Intel/1.079 Intel/2.220
MIPS—Intel/3.514 MIPS—Intel/878
4 | DA-04 va Intel/4.315 Intel/8.880 va Intel/1.079 Intel/2.220
5 | CR-01 Intel >MIPS/5.390 MIPS/7.128 MIPS/4.604 MIPS/1.783
6 | CR-02 MIPS—Intel/4.392 Intel/8.880 Intel/5.394 Intel/2.220
7 | ZrR-01 Intel/5.394 Intel/11.100 | Cross-compiler .
Intel/10
Cross-compiler
8 | ZR-02 Intel -MIPS/5.390 MIPS/8.911 MIPS/10 -
9 | ZR-03 | Intel>PowerPC/5.350 | PowerPC/1060 | CroSS-compiler .
PowerPC/10

4.4.4. Kétqud dinh gid cdc mé hinh phdt hién ma déc IoT da kién tric dé xuat
Véi két qua da dat duoc trong chuwong 3 cua luan 4n, dé xay dung mé hinh phat hién

hiéu qua trén cac kich ban thir nghiém, céc thuat toan hoc may gom SVM, RF, NB tiép
tuc duoc sir dung két hop voi phuong phap n-gram. Cac thuat toan hoc may SVM, RF,
NB dugc lua chon dé cai dit thong qua ngdn ngit 1ap trinh Python véi thu vién Sklearn.

Trong qué trinh thuc nghiém cac kich ban thir nghiém, NCS di tién hanh thuc
nghiém nhiéu lan dé lua chon céc siéu tham sb phi hop d6i véi mdi thuat toan hoc
may. Qua trinh huan luyén va kiém tra kha nang phat hién caa cac mé hinh, NCS déng
thoi tién hanh tinh chinh céc tham sé chinh cia céc thuat toan hoc may dé tim ra mo
hinh phi hop nhat. Tham sé chinh dugc str dung trong céc thuat toan hoc may trong cac
thuc nghiém st dung duoc mo ta trong Bang 4.9.
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Bang 4.9. Tham s¢ chinh si dung trong céc thudt toan hoc may.

Thuat Tham sb Y nghia tham s6 Gia tri
toan
gamma Tham s caa ham Radial Basic Function scale
decision_function | Cach SVM xac dinh va xuat két qua tir ham
P oVo
_shape quyét dinh
cache size Kich th_u:c'rc cache SI:I d}_mg dé, luu trir tap dir 500
SVM - liéu trong qua trinh huan luyén
Ngudng do 16i cho phép trong qué trinh toi
tol wu hoa ham mat mat 2e-3
random_state Khai tao qué trinh 1dy mau ngiu nhién 1
test _size Ty 18 tAp mau st dung cho tap kiém tra 0,2
max_depth Do sau tdi da cua cay quyét dinh 200
Random_state Khoi tao qué trinh 1ay mau ngau nhién 1
Max features S0 lwong dic trung toi da dwoc xem xét khi sqrt
RF - tao ra mot cay quyét dinh
n_jobs S6 luong tac vu s& chay xir Iy song song -1
n_estimators S6 luwong cay trong tap cay quyét dinh 50
test size Ty 18 tap mau st dung cho tap kiém tra 0,2
NB test _size Ty I& tap mau sur dur)g ch~o tap~kiém tra 0,2
Random_state Khéi tao qua trinh lay mau ngau nhién 1

Luén an str dung cac do do Accuracy va Fl-score dé danh gia hiéu qua do chinh

X4C clia cac mo hinh phét hién ma doc 10T da kién trac. Két qua thir nghiém cac kich

ban danh gia két qua nang hiéu qua d6 chinh xac ciia mo hinh sau khi ting cuong dit

liéu han ché sy mat can bang dit liéu thé hién trong Bang 4.10.

Bang 4.10. Bdnh gid két qua tang creong tap diz lidu ciia cac mé hinh si dung 2-gram

A M6 hinh RF SVM NB

Kich | 1 4n luyén | Kiém tra Acc scFolr-e Acc scFolr-e Acc scFolr-e
4 '3 o) 0, 0,

ban 01 06y | @ | o) | 0| (%)

%’1\' MIPS MIPS | 990 990 | 983 | 983 | 927 | 927

DA- | Intel=MIPS | Intel—=MIPS

e | e e 992 | 991 | 985 | 985 | 935 | 934

%@' Intel Intel | 991 | 991 | 962 | 961 | 943 | 942

DA- MIP\S—»Intel MIP‘S—>Intel 99.3 | 992 96.9 96,7 94.6 94.3

04 va Intel va Intel

Két qua bang 4.10 cho thay rang sau khi ting cuong tap dit lidu thong qua bo sung

c4c tap tin chudi ma thuc thi chuyén d6i chéo kién triic vi xtr Iy ¢6 nhan ma ddc thi cac

mo hinh c6 xu hudng nang cao do chinh xac do han ché dugc yéu to mat can bang dir

liéu. Tuy nhién, d6 chinh xac ctia cdc md hinh phat hién sir dung hoc may truyén thong

chua c6 su cai thién o rét do viéc tang cuong dit li¢u huan luyén s€ mang lai nhicu y
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nghia hon ddi voi cdc mo hinh phat hién ma ddc dya trén cac mang hoc sau phuc tap.

Trong chuong nay, ludn an tap trung danh gia kha nang phat hién ma doc IoT da
kién triic va ma doc zero-day da kién tric dya trén mo hinh chuyén doi dic trung chudi
mi thuc thi. Cac két qua thuc nghiém trong Bang 4.11, 4.12 va 4.13 d3 minh chung
duogc hiéu qua cta phuong phap chuyén d6i dic trung. Cu thé 1a:

Trong Bang 4.11, truong hop huan luyén trén nén tang kién trac Intel dé xay
dung mo hinh phat hién trén nén tang kién trac MIPS cho d6 chinh xéac tot nhat dat
accuracy la 98,8% va dat 99,4% trong truong hop ngugc lai huin luyén trén kién trac
MIPS dé phat hién trén kién tric Intel khi st dung thuat toan Random Forest. Tuy
nhién, mo hinh phat hién str dung thuét toan Naive Bayes cho kich thudc mo hinh va
thoi gian phat hién t6t nhat, pht hop cao khi xay dung trong cic giai phap bao mat trén
moi trudng IoT tai nguyén han ché ma van c6 thé dam bao d6 chinh x4c phat hién trén
95%. Vi vy, doi voi timg bai toan cu thé, yéu cdu vé do chinh x4c va tai nguyén st
dung dugc can nhic dé lya chon mé hinh phat hién phu hop va hi¢u qua nhat. Khi huan
luyén va trién khai tng dung c&c mé hinh phat hién ma doc da kién trdc trong moi
truong loT thuc té can lua chon cac thuét toan, phuong phéap trich chon dic trung n-
gram phu hop dé dam bao vé mat thoi gian va kich thuéc caa mé hinh phat hién trién
khai trén céc thiét bi loT.

Bén canh do, thoi gian phéat hién cua cac moé hinh hoc may khi sir dung cac thuat
toan SVM, NB, RF la khac nhau. Thoi gian phat hién caa md hinh sir dung thuat toan NB
cho két qua nhanh nhat do tinh don gian va duoc thiét ké dua trén xac suat. Thoi gian phat
hién cua md hinh sir dung thuat todn RF 1a nhiéu nhat do can tinh toan trén nhiéu cay
quyét dinh. Tuy nhién, vé mat tong thé khi so sanh, danh gia v&i cac nghién ciru da khao
sat trong noi dung 1.3 cua luan an nay, cac md hinh phét hién ma doc IoT da kién tric
trén dam bao cac do do d6 chinh xac, kich thudc md hinh va thoi gian phét hién dap tng
c4c y8u cau ung dung trién khai trong cac giai phap bao mat trén méi truong loT. Vi
muc tiéu cua ludn an va tir két qua phat hi¢n ma doc [oT, mo hinh phat hién huén luyén
chéo tap dir li¢u str dung thuat toan NB va 2-gram duoc lya chon dé thir nghiém phat hién
mi doc da kién trac va ching minh kha ning du doan ma doc zero-day da kién truac trén
cac kién trac vi xtr Iy khac nhau. Két qua phat hién ctia mé hinh cia mé hinh khi st dung
tap dir liéu trén nén tang kién tric Intel dé huan luyén 3 mé hinh phét hién ma doc trén
cac nén tang kién tric Intel, MIPS va PowerPC thé hién trong Bang 4.12.

Tir két qua mo ta trong Bang 4.12 da ching minh hiéu qua ctia mo hinh phat hién
ma doc da kién trac trén cac thiét bi [oT da dang v&i viéc mo hinh phat hién trén nén
tang kién trac Intel cho két qua phan 16p twong dong véi két qua phan 16p tap tin thuc
thi ciia Virus Total khi két qua phat hién dat 10/10 tap tin gdn nhan la ma ddc. Bén canh
d6, mo hinh phat hién trén nang tang kién traic MIPS c6 kha nang phat hién 9/10 tap tin
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cross-compiler tir ma ngudn chuong trinh doc hai 1a mi doc trong khi cac hang antivirus
trén Virus Total khong cé thong tin vé mau va két qua phat hién trude d6. Mot mau co
mi bam 1a “5935B26C6B93486EESCA2BE3571B6FB0” duoc tao ra tir mot ma nguon
trén nén tang Intel Virus Total c6 2 hang antivirus gan nhan 13 ma doc thi mé hinh phéat
hién dé xuat di xac dinh dugc nhin 13 ma doc trong khi Virus Total chi ra rang khong
c6 hang antivirus nao gan nhan la ma dgc. Pac biét, mo hinh dé xuét x4c dinh nhin cua
10/10 tap tin thir nghiém trén nén tang kién trac PowerPC 1a ma doc trong khi tat ca cac
hang antivirus trén Virus Total khong c6 thong tin va chua gan nhan cho tip tin dugc
cross-compiler tir ma ngudn chuong trinh doc hai.

Vi vay, phuong phap chuyén dbi dic trung chudi ma thyc thi ¢6 thé mo ra hudng
tiép can méi trong phat hién ma doc zero-day hoat dong da kién triic vi xur Iy trén cac

kién trac vi xtr Iy méi va it tri thirc ma doc trude d6 trong tuwong lai.
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Bdng 4.11. Két qua phat hién cuia cac mo hinh phat hién ma déc 10T da kién trac siz dung phuwong phdp 2-gram.

M6 hinh RF SVM NB
Ma F1- Tir;(l)’l’l Kich Tir;(l)’l’l F1- Tigzl Kich Tigzl F1- Tig(:]l Kich Tig(:]l
kich £ " -2 Acc g % | thwoc glan | acc g % | thwéc glan | ace g % | thwoc glal
., Huan luyén | Kiem tra score | huan phat score | huan phat score | huan phat
ban (%) | o ~_ | model o (%) ~ | model | T ., (%) ~ | model | T .,
(%) | luyén (MB) hign (%) | luyén (MB) hién (%) | luyén (MB) hién
(giay) (giay) (giay) (giay) (giay) (giay)
%‘? Intel -MIPS MIPS 98,8 | 98,7 4 0,938 | 0,114 1 82,8 | 814 | 60 67 |0,041|954 | 953 2 0,044 | 0,008
%Ig MIPS—Intel Intel 99,41 993 | 25 0,11 | 0,144 | 99,0 | 98,9 | 463 59 10,040 975|973 | 24 0,24 | 0,015
Bang 4.12. Két qua phat hién cia cac mé hinh phat hién ma déc 10T da kién tric sir dung phirong phdp 3-gram.
M6 hinh RF SVM NB
Ma F1- Ti:l(:]l Kich Tirjaor? F1- Tir;’: Kich Tir;l F1- Tir:aﬂ Kich Tir:aﬂ
kich £ n 2 Acc gian | hwee | I8N | Acc gian | thwee | I Acc 98N | thwoe | I
. Huan luyén | Kiem tra score | huan phat score | huan phat score | huan phéat
ban : (%) ~_ | model n (%) ~_ | model n (%) ~_ | model o
(%) | luyén (MB) hi¢n (%) | luyén (MB) hi¢n (%) | luyén (MB) hi¢n
(giay) (giay) (giay) (giay) (giay) (giay)
%T Intel-MIPS MIPS 985 | 98,4 | 221 38 (0342|870 | 86,9 | 2225 | 81 0,082 [ 885 883 | 178 | 0,79 | 0,024
%‘; MIPS—Intel Intel 99,21 99,2 | 1.381 | 0,45 | 0,446 | 97,2 | 97,1 | 3562 | 69 0,124 94,8 | 94,6 | 1344 | 43 | 0,047
Bang 4.13. Két qua phéat hién ma déc 10T dwoc cross-compiler trong cac kich ban ZR véi md hinh siz dung thudt toan NB va 2-gram.
Tén tap tin ma « X A a ~ Arat A Nh&n do Virustotal cung cap
STT ngudn chrong Ma& hash MD?5 lan lwgt trén cac néen tang (Intel, | Nhan 90 mo h1’nh de S&hang AV gan | S hang AV gan
R MIPS, PowerPC) xuat dw doan o O ;
trinh nhan ma dgc nhan lanh tinh
470335F984A8FEB746562E756DC5B7DC Ma doc 34 29
1 mirai-josho-bot 4B6D5DD1E85F15F49A0E249FB6D718C0 Ma doc Unkonwn Unkonwn
39D159E7FF9A03942D0509D58AB0OCF26 Ma doc Unkonwn Unkonwn
DC230881E704A2766D87F7BF1A43085C Ma doc 2 62
2 elfvirus-virus 63CF1601FC98D3089D4F4FC7FD4B35B8 Ma doc Unkonwn Unkonwn
D301F175B74C9FACB713F9D37395EAAS8 Ma doc Unkonwn Unkonwn
3 mirai-void-client 093A5F57DF9AOFEAAGB91BF5F7C254A0C Ma doc 39 23
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093A5F57DF9AOFEAAGB91BF5F7C254A0C Ma doc Unkonwn Unkonwn
46A96AEOE01042DED7586F9DD7E117D8 Ma doc Unkonwn Unkonwn
1DB3006C6FEAD3FF4451BDEA33ACDT75A Ma doc 38 24
4 mirai-sythe-bot AA1E35895D5C0OBOE01DC652170A55066 Ma doc Unkonwn Unkonwn
C73251A3EA4B95574AA37970ED7588E2 Ma doc Unkonwn Unkonwn
6A36FCC4307C78E377B8D428579F2F4F Ma doc 36 26
5 mirai-sora-bot A9F865B35A8C13489F81127084D7D696 Ma doc Unkonwn Unkonwn
1B2103985131F568C30111089BFF70EE Ma doc Unkonwn Unkonwn
. 39A5172ED61420B8D20592C0A1131EQE Ma doc 36 25
6 m'ra"ref.‘pﬁg 2-cne- 5C267536F2BE9OAEDE2569D5EATAG413 M3 doc Unkonwn Unkonwn
clie 3F7CA39E6670FF071B7B58021FD85BB7 Ma doc Unkonwn Unkonwn
. 079E88B8C03677D7DC1431F2A74FOAAB Ma doc 9 54
7 'Cmp'tl’f"‘c“tdoor' B7AC6518DE183F83A7B77FAF2FDBF6DD M3 doc Unkonwn Unkonwn
clien B13D4346DE039DEFCEEAQ0AT5F22435C8 Ma doc Unkonwn Unkonwn
Backdoor-linux- 1DFOEBCE20556E8CE799861BC30B3756 Ma:1 doc 22 40
8 Rootin 3D259F0D2C12A634E8F03B5B8F6BCAOL Ma doc Unkonwn Unkonwn
2FFAADATT79F8D4B724C2737D65494970 Ma doc Unkonwn Unkonwn
66D4EBAA44C96A14A35FB654112E6AF6 Ma doc Unkonwn Unkonwn
9 trigemini 9112A73870106A1420C301E71A388025 Ma doc I 65
51F38044FB1C1E491D23510C4386F7B6 Ma doc Unkonwn Unkonwn
019461D3FE91682F3E68775B8BCBI9DAS Ma doc 2 61
10 | backdoor-jimmy-sfe 5935B26C6B93486EES8CA2BE3571B6FBO Ma doc 0 59
97EDD16950923DB07B7C95864853A6FA Lanh tinh Unkonwn Unkonwn
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4.5.5. So sanh hiéu qud vai cac moé hinh khéac co lién quan

Pé danh gia hiéu qua ciia mo hinh dé xuat trong phét hién ma doc loT da kién tric
dwa trén phuong phap phat hién chéo kién tric vi xir Iy, NCS tién hanh thuc nghiém va
so sénh véi mot sb phuong phap xay dung md hinh phét hién ma doc IoT da nén tang
kién trc dwa trén céch tiép can huan luyén va phat hién chéo kién tric da khao sat trong
noi dung 1.3.2 caa luan &n. Chi tiét tap ditu lidu cac nghién cau sir dung khéng duoc tac
gia cong bd cong khai nhung dua trén ngudn thu thap va thoi gian cong b thi cé thé
thay rang vi vay, luan &n sir dung Két qua so sanh duoc thé hién trong Bang 4.13.

Bdng 4. 14. So sanh két qua phdt hién md doc da kién tric vé6i cdc nghién ciru ¢6 lién quan.

Nguon thu 5 M6 hinh phat hién
. n on. 1. | Dactrung L F1-
Tac | thaptap dir 3 . A , Thuat | ACC
N . . tinh st Huan Phat L Score
gia liu thir dun luvén hien toan (%) (%)
nghiém ung ye ¢ 0
) X86 + | SPARC RF 98,40 | 98,41
Printable
) ARM + | X86-64 SVM | 96,83 | 96,87
String
MIPS PPC MLP |99,28 | 99,35
Lee X86+ | SPARC 93,05 | 92,78
[130] Virus Total | ELF header | ARM + | X86-64 SVM | 86,94 | 85,32
MIPS | PowerPC 93,79 | 93,22
X86+ | SPARC RF 53,66 | 43,68
Ma thuc thi | ARM + | X86-64 RF 85,38 | 84,78
MIPS | PowerPC | SVM | 35,57 | 45,87
C500-10T: Chudi
Phu Virus Share, | ludng diéu Intel MIPS SUM 95,7 1 955
[116] loTPOT, khién thuc
Detux, Shared thi MIPS Intel 58,2 | 58,1
C500-10T: Intel MIPS Hybrid 95,72 | 93,95
Vasan | Virus Share, Chuoi ma MIPS Intel (RNN 58.20 | 56.28
[31] loTPOT, thyc thi
Detux, Share ARM | x86-64 | &CNN) | 9797|9723
M6 C500-10T:
hinh | Virus Share, | Chudi ma Intel MIPS RE 985 | 984
dé l0TPOT, thuc thi
xuét | Detux, Shared MIPS Intel 99,2 | 99,2

T két qua trong Bang 4.13 chi ra rang phuong phap dé xuat da giai quyét duoc han
ché caia cac mé hinh hiéu qua khac trong phat hién ma doc da kién tric dua trén phét hién
chéo khi c6 su khac biét vé dic trung ma thuc thi trén mdi kién tric vi xt ly. M6 hinh
phét hién ma doc da kién trlc luan an dé xuat da cai thién dang ké vé cac do do do chinh
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xéac khi phét hién chéo kién trdc vi xtr ly. Do cac ma doc 10T thir nghiém hoat dong trén
cac kién trac vi xir Iy méi dugc sir dung phé bién nhu MIPS mang nhiéu dic trung ma
thuc thi c6 tinh “di truyén” tir cac kién trdc truyén thong pho bién nhu Intel, mé hinh luan
an dé xuat da khai khac tot tinh “di truyén” dé cac mo hinh c6 kha nang phat hién ma doc
IoT chinh x4c hon cac mé hinh ctia Vasan va Pht di cong bé trong truang hop huan luyén
trén tap dix liéu kién trac MIPS phuc vu phét hién trén kién tric Intel. Diéu nay ciing 1y
giai thuc té hién nay, cac hacker thuong sir dung cac ky thuat, cong cu dé tao ra cac mau
ma doc va bién thé ma doc méi co kha ning hoat dong trén nhiéu thiét bi khac nhau tir
mét mau ma doc (hoac ma ngudn chuong trinh doc hai) trude ddy trén nén tang phd bién
ctia may tinh ca nhan nhu Intel. Vi s6 lwong ma ngudn chuong trinh doc hai va mau ma
doc trén céc thiét bi may tinh sir dung nén tang vi xir Iy pho bién Intel thi viéc cai tién,
bién dbi chung dé tao ra cac bién thé mai ¢ kha ning hoat dong trén cac thiét bj IoT da
dang d3 va dang duoc cac hacker tién hanh, dic biét wng dung tri tué nhan tao dé tao ra
c4c mau ma doc mai tir cAc mau da biét dén trude day. Vi vay, bén canh viéc ning cao do
chinh xac trong phat hién, mé hinh dé xuat con mé ra kha ning ang dung trong xay dung
c4c giai phap phat hién ma doc zero-day, ma doc hoat dong trén cac kién trac vi xa ly méi
duoc phét trién trong thoi gian téi.

Tuy nhién, trong qua trinh thue nghiém xay dung mé hinh chuyén ddi tap dic trung
chudi ma thyc thi gitra cac kién trdc vi xtr Iy, mot s6 chudi ma thuce thi caa kién tric nguén
c6 do dai nho, khong da dang tap ma thuc xuat hién trong chudi di dan dén mé hinh
chuyén d6i chudi ma thyc thi gitra hai kién trac chua thé chuyén doi thanh cong chudi ma
thue thi do viéc biéu dién va xac dinh su twong quan dic trung chudi ma thuc thi chéo
Kién truc vi xtr ly con han ché.

45. Kétlugn chuwong 4

Trong chuong nay, luan an da dé xuat phuong phap chuyén do6i chudi méa thuc thi
chéo kién trac vi xu ly dé phuc vu xay dung mé hinh phét hién ma doc IoT da kién tric
hiéu qua dwa trén hoc may va dic trung cua tap tin thuc thi. Két qua thuc nghiém da thé
hién kha niang phat hién ma doc chéo kién tric véi do chinh xac tét, kich thudc va thoi
gian phét hién caa md hinh pht hop khi trién khai trong méi truong 10T tai nguyén han
ché. Hon nita, phuong phap chuyén dbi chudi ma thyc thi chéo kién tric luan an dé xuat
da chang minh hiéu qua trong viéc phat hién ma doc hoat dong trén cac kién tric vi xir
ly c6 su khéc biét Ion khi so sanh véi cac md hinh khac c6 cling cach tiép can. Phuong
phap chuyén d6i dic trung chudi ma thyc thi cho phép xay dung cac md hinh dy bao ma
doc zero-day trén cac kién tric vi xtr ly khac nhau thong qua xay dung céc tap di liéu
chudi ma thuc thi ma doc trén céc kién tric vi xir Iy mai tir cac ma doc da biét.

Tuy nhién, viéc xac dinh mirc do twong dong giira cac chudi ma thyc thi giita cac
Kién trac vi xu ly c6 khéc biét vé tén va chirc nang con han ché. Bac biét d6i véi cac



135

thiét bi 10T str dung céc kién trdc vi xi Iy méi va ma doc tan cong cé chi dich. Trong
tuong lai, viéc tiép tuc nghién ciru cac phuong phép trich xuat dac trung ma thyc thi va
chuyén d6i dic trung chéo kién trdc khac 1a can thiét dé giai quyét cac han ché nay.

Y tudng va két qua thyc nghiém cta mo hinh dé xuat trong chuong nay da duoc
trinh bay, cdng b trén cac Tap chi khoa hoc quéc té:

- “CAIMP: Cross-architecture 10T malware detection and prediction based on
static feature”, The Computer Journal, 2024; bxae042,
https://doi.org/10.1093/comjnl/bxae042 (SCIE index, Q2).
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KET LUAN VA KIEN NGHI

Sy phét trién cua cudc canh mang cdng nghé 1an thi 4 vai su buing nd cua cac cong
nghé Internet van vat, tri tu¢ nhan tao, dit liéu I6n da va dang tac dong dén moi mit cua
doi sbng, x4 hoi. Cac thiét bi IoT dang phat trién vuot bac vé ca sé lwong va loai thiét
bi. Cac hiém hoa an toan thong tin ngdy cang gia ting trén cac thiét bi IoT, dic biét 1a
mi doc néi chung va ma doc 10T néi riéng dd va dang 1a hiém hoa hang dau déi véi mai
hé théng 10T hién nay. Bén canh d6, su phét trién cua cac loai ma doc, hinh thanh cac
bién thé va dong ma doc méi 12y nhiém trén cac thiét bi IoT di tao ra nhiéu thach thic
trong viéc dam bao an ninh, an toan théng tin. Vi vay, NCS tap trung tim hiéu cac dic
diém va xu huéng phat trién cia ma doc IoT, cac phuong phap, mo hinh phat hién ma
doc 10T dua trén hoc may su dung dic trung cua tap tin thuc thi dé 1am co sé trong
nghién ctu, xay dung cdc mo hinh phat hién ma doc 10T hiéu qua.

Noi dung cua luan an da tap trung nghién ctu cac phuong phap phéat hién ma doc
loT dura trén hoc may sir dung dic trung biéu dién dang chudi thu thap tir phan tich dong
va phan tich tinh tap tin thyc thi. Tir 6, luan an nang cao do chinh xéc, giam sé luong va
thoi gian trich xuat dic trung caa tap tin, giam thoi gian phat hién, nang cao kha ning phat
hién, du bao ma doc hoat dong da kién triic, ma doc zero-day cua cac md hinh phat hién
mi doc 10T dua trén hoc may. Cac md hinh phat hién ma doc trén thiét bi loT dé xuat
trong luan &n c6 tinh thuc tidn vai viée trién khai tng dung mét phan trong thuc té tai cac
dé tai khoa hoc va cong nghé cac cap [PT1], [PT2], [PT3]. Tuy nhién, véi sy phat trién
cua cac thiét bi va céng nghé IoT, ma doc trén cac thiét bi 10T sé tiép tuc dugc xay dung,
cai tién va lay lan sau rong trong thoi gian toi. Vi vay, cac nha nghién ctiu trong va ngoai
nudc ngdy cang quan tim dén van dé phat hién ma doc hoat dong don kién tric va da kién
trdc trén thiét bi 1oT. Mic du luan an da dat duoc cac két qua nghién ctu quan trong vé
ly luan va thuce tién trong phét hién ma doc trén thiét 10T duwa trén hoc méy va cac dic
trung biéu dién dang chudi trich xuét tir phan tich dong, phan tich tinh tap tin nhung van
con mot s6 van dé can nghién ciru va cai tién sau day:

Thit nhat, cac mo hinh dé xuat dang thir nghiém chi yéu vai bo dix liéu 1oT do cac
nhom tac gia tai Hoc vién An ninh nhan dan thu thap, tap hop chu yéu gém cac mau trén
nén tang Intel, MIPS, ARM. Trong thdoi gian gan day, nhiéu kién trac vi xi ly 10T méi
nhu céc thiét bi théng minh cam tay, céc thiét bi Raspberry Pi,... dang duoc phat trién
va nhiéu bién thé ma doc co thé 1ay lan trén cac thiét bi 0T han ché tai nguyén. Sé luong
mau ma doc trong céac thuc nghiém dugc sir dung dé phii hop véi méi truong thir nghiém
va nham danh gia cac mo hinh nhung cac thuc nghiém trong twong lai cé thé thyc hién
véi cac tap dit liéu 16n hon. Do d6, can thir nghiém va diéu chinh tham sé céc thuat toan
hoc may cua cac md hinh dé xuat trong luan an véi céc tap di liéu mai, cac tap dix liéu
uy tin khac da cong bd trong thoi gian toi. Khi do, két qua thu dugc s& tang do tin cay
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va hiéu qua cua mo hinh da dé xuat trong luan an.

Thet hai, cac md hinh phat hién ma doc IoT da dé xuat st dung cac phuong phap
trich xuét dic trung cua tap tin khac nhau. Mdi phuong phép trich xuat dac trung cua
tap tin dong va tinh c6 nhitng wu va nhuoc diém nhét dinh. Do do, nghién ctru tuong lai
cua luan &n cé thé két hop ca hai dic trung biéu dién dang chudi thu thap tir phan tich
dong va phan tich tinh dé xay dung mot mé hinh phét hién ma doc 10T hiéu qua tdi wu
nhét dya trén phuong phép phan tich lai.

Ther ba, viéc sir dung F-Sandbox dé thu thap chudi 161 goi hé thng va cac cong cu
dich nguoc nhu IDA Pro dé trich xuét chudi ma thuc thi con chua dat hiéu qua cao trong
mot s6 truong hop. Cac ma doc co chie nang phat hién méi trudng phan tich, st dung
céc k¥ thuat 1am réi, ma hoa ma thuc thi 6 thé gay kho khin trong qua trinh phan tich
dong va tinh ma doc. Vi vay, can c6 cac cai tién vé moi truong sandbox va cac phuong
phap trich xuét chudi ma thuc thi d&é phuc vu xay dung cdc mé hinh phét hién ma doc
hiéu qua hon trén cac thiét bi loT.

Thet tu, cac mO hinh phat hién ma doc 10T dé xuét da giai quyét dugc van dé nang
cao hiéu qua vé do chinh xéac va sé luong va thoi gian thu thap dic trung, kich thudc,
thoi gian huan luyén va phat hién. Tuy nhién, mot sb tiéu chi khac vé tinh hiéu qua caa
md hinh hoc may nhu muc d6 sir dung tai nguyén huan luyén, d6 phirc tap caa mé hinh
cling can duoc tiép tuc nghién ciu, cai tién dé phi hop vai cac hé thong loT tai nguyén
han che.



138

DANH MUC CONG TRINH CUA TAC GIA

Tat ca cac noi dung, két qua nghién ctu trinh bay trong luan 4n nay déu da duoc
cdng b trén céc tap chi, hoi thao uy tin chuy@n nganh trong nudc va qudc té. Cu thé
nhu sau:

[TC1]: Luong The Dung, Nguyen Ngoc Toan, Tran Nghi Phu, CAIMP: Cross-
architecture loT malware detection and prediction based on static feature, The
Computer Journal, 2024;bxae042, https://doi.org/10.1093/comjnl/bxae042 (SCIE
index, Q2).

[TC2]: Nguyen Ngoc Toan, Luong The Dung, Dang Quang Thang, Static Feature
Selection for loT Malware Detection, Journal of Science and Technology on
Information Security, Special Issue CS (15) 2022,
https://doi.org/10.54654/isj.v1i15.844, ISSN 2615 -9570.

[TC3]: Toan Nguyen Ngoc, Dung Luong The, Phu Tran Nghi, A novel approach
to detect loT malware by System calls and Long Short-term Memory model, Journal of
Theoretical and Applied Information Technology, 31st August 2021 -- Vol. 99. No. 16
— 2021 (SCOPUS,Q4), ISSN: 1992-8645.

[TC4]: Tran Nghi Phu, Nguyen Dai Tho, Le Huy Hoang, Nguyen Ngoc
Toan, Nguyen Ngoc Binh, An Efficient Algorithm to Extract Control Flow-Based
Features for 1oT Malware Detection, The Computer Journal, Volume 64, Issue 4, April
2020, Pages 599-609, https://doi.org/10.1093/comjnl/bxaa087. (SCIE index, Q2).

Mot s6 cong trinh tham khao khac da cong bd:

[HT1]: Ngoc Toan Nguyen, Xuan Tuan Le; The Dung Luong, An Ensemble
Method for Sentiment Classification of Long Vietnamese Documents, 2022 RIVF
International Conference on Computing and Communication Technologies (RIVF), Ho
Chi Minh City, Vietnam, 2022, pp. 428-433, doi: 10.1109/RIVF55975.2022.10013802.
(SCOPUS index), ISSN: 2162-786X.

Bén canh d6, trong thoi gian thuc hién luan an, mot phan két qua nghién cuau
dugc ung dung trong cac dé tai nghién cau khoa hoc NCS 1a dong tac gia sau day:

[PT1]: Thanh vién P& tai khoa hoc va cdng nghé cap Bé “Nghién cizu xay
dung hé thong phan tich, phat hién ma doc va 16 hong bdo mdt trong phan sun
(firrmware) cia mét sé thiét bj mang”, di nghiém thu nim 2022.

[PT2]: Thanh vién chinh Pé tai khoa hec va cong nghé cap Bé “Nghién citu
xay duwng hé thong dién tdp phong thu va tan cdng mang phuc Vu céng tac ddo tao, hudn
luyén dam bao an toan thdng tin mang”, da nghiém thu nam 2022.

[PT3]: Thw ky khoa hoc Pé tai khoa hec va cong nghé cp co sé “Nghién cizu phét
trien cong cu giam sat may chui tai Hoc vién An ninh nhan dan”, da nghiém thu nim 2022.
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